
Threat modeling

Threat modeling is a process for 
determining which areas of your data 
you need to prioritize protecting. Think of 
a piece of your personal data and ask 
yourself the following questions:  

• What do I want to protect?
• Who do I want to protect it from? 
• How likely is it that I need to protect it? 
• What are the consequences? 
• What am I willing to do to protect it? 

Click to accept:
Incorporating privacy issues into 
discussions of AI 

When instructors discuss AI with students, these conversations often 
center AI’s potential to influence learning, or concerns related to student 
cheating. However, important privacy and surveillance issues surrounding 
these tools, which can significantly impact students and researchers, are 
rarely discussed. Here, we share tips for leading these conversations and 
advice for students, researchers, and instructors seeking to protect their 
privacy in the AI era.
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Why privacy matters, or: Why protect my 
privacy when I’m not doing anything wrong?
Understanding privacy helps you maintain control of your data. There 
is currently very little regulation around the data used in AI, which could 
potentially result in: 

• Content providers selling data to third parties 
• Your data being subject to data breaches and leaks   
• Your data being used to advertise to you  

Privacy is an equity issue. Not everyone has the same level of risk. It is 
more dangerous for vulnerable populations to lose control of their 
personal information.  

Privacy literacy contributes to student success. Not understanding 
how to protect one’s privacy is a personal liability and may cause issues 
in students’ future lives.

Privacy literacy prepares students for the workforce. Students need to 
understand that some types of data are protected by law (e.g., FERPA, 
HIPAA), and how to manage and protect the data of themselves and 
others. 

As an instructor, you can incorporate privacy principles throughout your 
courses, from class discussions to course policies to in-class activities. 
Talk with your students about their rights as consumers and creators of 
information, and your perspectives on your own work being used in AI 
systems. While students do need to understand your expectations for 
what constitutes cheating, focusing only on disciplinary consequences 
can lead to fear and shame rather than a productive learning 
environment. Help your students understand both the risks of using AI, 
and where they have agency. 
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Sample student activities

Try one of these short activities in class or 
as an assignment. Don’t see something 
that works for your course? Consider 
working with your liaison librarian to 
develop a new activity! 

Harm reduction refers to public health practices designed to minimize negative 
consequences from high-risk behaviors. We can apply this approach to digital security by 
acknowledging that all technology users deserve privacy, even if they choose to continue to 
use platforms that gather and use their data. It may be unrealistic for you or your students to 
completely opt out of using AI, especially as it is increasingly added to the tools we use for 
work, research, and learning. Instead, focus on data minimization strategies to reduce 
potential harm without contributing to stigma or shame.

Data minimization

Data minimization is a harm reduction* approach to privacy. It 
focuses on reducing the amount of data that is revealed. 

Practical tips for data minimization

• Consider the browser you use to search. Opt out of AI browser 
plugins; if necessary, switch to a browser that allows you to 
turn off AI integration.  

• Avoiding entering certain types of information: 

o Do not share information that could be used to identify 
your passwords (address, pets names, family names, etc.)

o Avoid sensitive personal information like immigration 
status, health status, and financial information

o As a general rule, enter as little personally identifiable 
information as possible  

• Avoid logging into an account for an AI product when 
possible so that the company is not creating a holistic profile 
of you. 

What to consider when deciding if it is worth it to share data:  

• Purpose: What is the reason for the data being collected?
• Relevance: Is the data relevant to the stated purpose?
• Necessity: Is the data necessary to  achieve the stated purpose?
• Proportionality: Is the amount of data collected proportionate 

to the stated purpose?
• Storage limitation: How long will the data be kept? Is it longer 

than necessary to achieve the stated purpose?

Find an AI product’s Terms of Service, or 
ask students to find one for a tool they’re 
familiar with. Have students do a close 
reading and/or social annotation of the 
policy.

Students work together to craft an AI Bill 
of Rights for Students, centering data 
privacy and security. You could also have 
students collaborate to write your course 
AI policy.

Create a personal data security plan. 
Have students complete a threat 
modeling exercise, then draft a plan for 
how they will protect the data that 
matters most to them.


