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ABSTRACT

Spectrum Management and Cross-layer Protocol Design in Cognitive Radio Networks
by

Ying Dai

Cognitive radio networks (CRNs) are a promising solution to the channel (spec-
trum) congestion problem. This dissertation presents work on the two main issues in
CRNs: spectrum management and cross-layer protocol design.

The objective of spectrum management is to enable the efficient usage of spectrum
resources in CRNs, which protects primary users’ activities and ensures the effective
spectrum sharing among nodes. We consider to improve the spectrum sensing ef-
ficiency and accuracy, so that the spectrum sensing cost is reduced. We consider
the pre-phase of spectrum sensing and provide structures for sensing assistance. Be-
sides the spectrum sensing phase, the sharing of spectrum, or the channel allocation,
among nodes is also the main component in the spectrum management. We provide
our approach to achieve a reliable and effective channel assignment.

The channel availabilities for different nodes in CRNs are dynamic and inconsis-
tent. This poses challenges on the MAC layer protocols for CRNs. Moreover, due to
the lack of knowledge on primary users, they can suddenly become available during
the secondary users’ data transmission. Therefore, for a end-to-end data transmission
in CRNs, the routing algorithm is different from the existing routing algorithms in
traditional networks. We consider the cross-layer protocol design, and propose the
solutions for efficient data transmission. We propose the novel routing protocol design
considering the boundaries of PUs. Also, an effective structure for reliable end-to-
end data transmission is presented, which makes use of the area routing protocol. We
build a USRP/Gnuradio testbed for the performance evaluation of our protocols.

Keywords: Cognitive radio networks, spectrum management, cross-layer proto-

col, performance evaluation.
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CHAPTER 1

INTRODUCTION

Cognitive radio networks (CRNs) are a promising solution to the channel (spec-
trum) congestion problem. However, the high channel dynamics pose a lot of chal-
lenges to different layers in CRNs. The focus of this dissertation is the spectrum
management and the other one is cross-layer protocol design, which are more chal-

lenging compared to traditional wireless networks.

1.1 Background

Today we are facing a dilemma of rapidly increasing demand of wideband wireless
access, and shrinking out of unallocated spectrum. Studies indicate that, at any given
time and location, there exists a large portion of under-utilized licensed spectrum [1].
Thus, people are exploiting new ways of transmitting on licensed bands when these
bands are not fully used, which are also referred as channels.

CRNs are the key technology that enables next generation communication net-
works [2], also known as dynamic spectrum access (DSA) networks. There are two
types of users in CRNs: primary users (PUs) and secondary users (SUs). PUs are
privileged users and their transmission cannot be interfered by SUs, which are also
referred as nodes in CRNs. Cognitive radio technology allows the SUs to utilize the
spectrum more efficiently in an opportunistic fashion, without interfering with the
PUs. As shown in Fig. 1.1, the SUs N1, N2, N3, and N4, are able to make op-
portunistic use of channels for transmission without disturbing PUs PU1, PU2, and

PUS3.
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Figure 1.1: An example of a CRN with three PUs and four SUs.

CRNs enable each node (SU) to perform these functions: spectrum sensing, chan-
nel management, and spectrum mobility. Spectrum sensing is the physical layer
technique, which makes use of the energy detection, signal characteristic analysis,
and so on, to distinguish the PUs’ transmission from SUs’ transmission. Channel
management is related to how to maximize the channel utilization among SUs. It
focuses on the single link transmission of SUs while protecting the PUs. Spectrum
mobility considers the situation when the PUs suddenly become active during the SU

sessions, which result the broken of SU links.

1.2 Major Challenges

The major challenges of our work lie in different aspects, according the various
phases of CRNs.

The first challenge is in the spectrum sensing phase [3]. To protect the PUs in
CRNs, one important phase is the spectrum sensing. Before a node transmits data, it
needs to perform spectrum sensing and make sure the channel (spectrum) it selects is
not occupied by PUs. Most of the work considers the spectrum sensing phase as well
as the data transmission phase after it. However, in CRNs with multiple channels,
one aspect that may be neglected is the phase before spectrum sensing happens. That
is, choosing which channel to sense first can reduce the total number of channels to

sense before finding a channel that is not occupied by PUs. Therefore, it is potentially



very beneficial if the node can know which channels have higher probabilities available
before sensing them.

The second challenge is the channel assignment among nodes in CRNs [4]. The
fundamental difference between CRNs and traditional wireless networks is that the
available channel sets are dynamic, and their availabilities vary over time and space.
The channel assignment problem in CRNs is more complicated considering the exis-
tence of PUs and dynamic channel availabilities. Here, the channel assignment refers
to as how to assign the available channels so that certain optimization objectives,
such as throughput, spectrum efficiency, the number of nodes served, and fairness
can be achieved.

The third challenge is the routing issues in CRNs [5]. Since nodes in CRNs need
to quit immediately when PUs become active and occupy a channel, some links can
possibly be suddenly broken. The dynamics of channel availabilities result in the
difficulty of routing in CRNs, and in carrying out end-to-end data transmission. The
initial route selection is very important, which needs to consider the influences of PU
activities into consideration. In addition, the route reliability and route recovery can-
not be neglected considering the inevitable route broken issues during transmission.

The fourth challenge is the architecture design in CRNs. To make CRNs more
practical and efficient, the architecture design problem becomes interesting and im-
portant. A well-designed architecture in CRNs can bring a lot of benefits in different
layers to CRNs. However, it is non-trivial for nodes to exchange their information
and form into a reliable structure. The MAC and routing protocols based on the new

architecture need to be studied as well.

1.3 Contributions

From the above discussions regarding the major challenges, the contributions of

this dissertation fall in the fields of spectrum management and cross-layer protocol



design, which can be summarized as follows:

e We consider the phase before spectrum sensing happens, which is how to select
channels for sensing in CRNs. We aim at reducing the total number of channels
that a node needs to sense before finding an available one. The corresponding

structure and sharing scheme is proposed.

e We design a fast convergent-localized protocol that assigns conflict-free chan-
nels, so as to maximize connectivity in multihop CRNs, which considers the

high dynamics of channel availability and the low time-consuming requirement.

e We study the routing problem by first construct the more reliable route during
the route selection phase. Moreover, through the efficient relay node selection,
the reliability of the end-to-end transmission is improved. When the inevitable
broken of the established route happens, our distributed rerouting scheme is

able to recovery fast.

e We design a special architecture for CRNs, and propose the virtual backbone
construction framework. The construction phase does not assume the existence
of common control channel, which is more practical. Also, the corresponding

MAC and routing protocols under the virtual backbone structure are studied.

The organization of the rest chapters of this dissertation is: we first review the
relevant research works in Chapter 2. The schemes of improving the spectrum sensing
performance are discussed in Chapter 3. Chapter 4 presents the channel assignment
algorithms. The routing schemes are proposed in Chapter 5. We describe the ar-
chitecture design for CRNs in Chapter 6. Chapter 7 concludes this dissertation and

identifies the future research topics, which are potentially promising and challenging.



CHAPTER 2

LITERATURE REVIEW

This chapter provides the literation review regarding the works that are closely
related to the research of this dissertation. We first start with the cooperation during
spectrum sensing phase in CRNs. Then, we study the channel assignment approaches.
We will also discuss the main routing protocols and route maintenance scheme for

CRNs. In addition, we discuss about the current architecture design in CRNs.

2.1 Cooperation For Spectrum Sensing

Regarding the cooperation during spectrum sensing phase, there are two main
types. One is about the cooperative spectrum sensing, which focus on the cooperation
for the sensing techniques and improve the accuracy of the sensing results. The second
one is about the recommendation based systems for spectrum sensing.

Cooperative sensing is studied in [6-8]. The main concept of cooperative sensing
is that different SUs share their sensing results to achieve a more accurate result
about the spectrum availability. Authors in [6] consider, in mobile CRNs, how to
solve the problem of uncorrelated users to improve the cooperative spectrum sensing
performance. [7] considers a soft combination of the observed energies based on the
Neyman-Pearson criterion. An optimization scheme is proposed in [8], which uses a
coordinator to make decisions. The work in [9] studies the optimization problem in
cooperative spectrum sensing based on the sensing throughput tradeoff. The above
works focus on the spectrum sensing phase, which is based on the collaboration among

different SUs. Their key point lies in the fusion of different sensing results and the



throughput optimization.

A recommendation-based model is proposed in [10, 11]. The authors are inspired
by the recommendation system for e-commerce, and they have each node recommend
channels to other nodes for spectrum sensing. However, their model only considers
the appearance of PUs in the recommended channels. In fact, channel availabilities

depend not only on PUs, but also on SUs.

2.2 Channel Assignment

Optimal conflict-free channel assignment that satisfies a global optimal objective
is often NP-hard [12]. Based on a simplified interference model, this problem can be
described as a vertex-coloring or edge-coloring problem. The generalized form of our
problem could be reduced to a list-edge-coloring problem [13], which assigns every
edge to a color from a prescribed list. Centralized approximations in CRNs, such
as [14, 15], formulate the problem as a mixed integer programming problem. Vari-
ous distributed approximations are proposed. In the graph color model, distributed
list-edge coloring algorithms usually rely on a modified version of edge-coloring algo-
rithms. Several distributed algorithms have been proposed in literature [16-18]. In
[19], Wang and Liu considered an iterative distributed solution, based on the orien-
tation of each link. An end node with a larger number of channels points to another
one with a smaller number of available channels. The channel assignment starts with
nodes that are local minimum (i.e. the minimum number of channel choices) and
applies this process iteratively. An end node with a larger number of channels points

to another one with a smaller number of available channels.



2.3 Routing Protocols and Route Maintenance

The routing issues in CRNs mainly contain three aspects. The first aspect is
about how to select routes in CRNs. Since the route selection is tightly closed to the
channel assignment, the second one is about the joint routing protocols and channel
assignment. The third one is how to perform route maintenance, e.g., route recovery

in CRNs when the initial routes become broken due to PU activities.

2.3.1 Route Selections

The general approach to route selection consists of two phases: graph abstraction

and route calculation:

e Graph abstraction phase refers to the generation of a logical graph representing
the physical network topology. The outcome of this phase is the graph structure
G = (N,V, f(V)), where N is the number of nodes, V' is the number of edges,

and f(V') the function which allows to assign a weight to each edge of the graph.

e Route calculation generally deals with defining/designing a path in the graph
connecting source-destination pairs. Classical approaches to route calculation
widely used in wired/wireless network scenarios often resort to mathematical

programming tools to model and design flows along multi-hop networks.

In CRNs, the weight of each link needs to be defined. Also, the availability of
each link is not static. In [20], the authors focus on the case where the metrics
for the horizontal links are proportional to traffic load and interference. A similar
approach based on graph structures is proposed in [21], where a colored graph is used
to represent the network topology. The colored graph G. = (N, V.), where N, is the
vertex set (one vertex for each network device), and V. is the edge set. Two vertices
in the colored graph may be connected by a number of edges up to M, where M is

the number of channels (colors) available for transmission on the specific link. The



route calculation algorithm follows the same rationale as the one proposed in [20],
leveraging a centralized iterative approach. Once a flow has been routed, the colored
graph is updated by re-setting the edge weights, then iterating for all the remaining

traffic flows.

2.3.2 Joint Routing Protocols

In [22], the authors propose a protocol called opportunistic cognitive routing
(OCR), which enables each user to make use of its geographical information and
collect channel usage statistics. Specifically, each SU independently selects the next
hop relay based on the local channel usage statistics so that the relay can quickly
adapt to the link variations. In [23], the authors study a routing protocol called CRP,
which maps the spectrum selection metrics and local PU interference observations to
a packet forwarding delay over the control channel. [24] develops a centralized chan-
nel assignment scheme and bandwidth allocation combined with routing algorithms
for multi-channel wireless mesh networks. [25] presents a routing and channel assign-
ment protocol for multi-channel multi-hop wireless networks. It balances channels
by having each node select channels based on its load information. In [26], the au-
thors consider a distributed channel assignment and routing scheme in multi-channel
multi-hop wireless networks. The authors in [27] focus on the joint routing and link
scheduling problem for multi-hop CRNs under uncertain spectrum supply. In addi-
tion, there have also been some works done to take the angle dimension of CRNs into

consideration[28-30].

2.3.3 Route Maintenance

The route maintenance happens when some links are broken during the sudden
appearance of PUs. There are usually two choices, handoff and rerouting, for each

node to fix the broken links. The handoff is to switch to another channel, and re-



coordinate with the receiver. The rerouting is to perform routing again and find
another route to reach the next hop node. Different approaches are proposed based
on different route maintenance goals.

In [31], Feng et al. propose a handoff scheduling and rerouting scheme. Their
protocol assumes the predictability of the PUs and has each flow ready to reroute
before the PUs appear. The delays are not considered. In [32], Abbagnale et al.
focus on providing a route with more stability. The main idea is to assign weights
to routes based the algebraic connectivity. A metric is proposed that can capture
path stability and availability over time. Their approach is based on the historical
average activity model of PUs. The concept of route maintenance cost is proposed in
[33]. The cost represents the effort to maintain the end-to-end connectivity in CRNs.
Their approach starts to obtain an optimal path with minimum route maintenance
cost under the perfect knowledge of PUs. They define the maintenance cost by rep-
resenting the effort needed or penalty paid to maintaining end-to-end connectivity.
Works in [34-36] consider the routing delay, which contains not only the data trans-
mission delay, but also the route maintenance delay. The switching delay is proposed
in [34, 35|, which considers the switching delay between different channels and the
backoff delay (medium access delay) with a given channel. Each node maintains a
metric of the cumulative delay along a candidate route. In [36], Yang et al. also
propose a distributed method for local coordination. Their on-demand protocol is a

variation of AODV.

2.3.4 Architecture Design in CRNs

The related researches in this part are divided into two parts. One is about the
cluster applications in CRNs. The other one is about how to exchange messages for
architecture construction without common control channels in CRNs.

Many recent works have been done on the cluster structures in CRNs [37, 38].



In [37], the cluster structure is used on the allocation of control channels in CRNs.
Different channels for control are allocated at various clusters in the network, and the
problem is solved by the bipartite graph. Authors in [38] construct clusters according
to the event that happened in cognitive radio sensor networks. The detection of an
event forces the eligible nodes in the network to form into clusters, and better deliver
the message. The above models apply cluster structures in CRNs, and solves the
control channel or data transmission related problems.

The main challenge for architecture design lies on the channel rendezvous phase,
which is for control message exchanges. Several approaches to building links in CRNs
without CCC were proposed. [39] proposed an algorithm with the nodes rendezvous
time as a function of the number of channels, while the algorithm in [40] has ren-
dezvous time as a function of the number of nodes. Both are based on the assumption
of some pre-known network information, such as the number of nodes. Our model
does not rely on the assumptions of node numbers, and provides an efficient learning
process for nodes to know about each other. Our work focuses on building virtual
backbones for end-to-end data transmission use. The authors in [41] proposed a ren-
dezvous algorithm based on the quorum systems. However, in this approach, many
nodes need to compete for one rendezvous channel. A jump-and-stay model was pro-
posed in [42]. Tt is a blind channel rendezvous model. The approach in [43] utilizes
the channel diversity and allows all channels to be a control channel. The work in
[44] proposes the quorum and Latin squares channel Hopping scheme, which has each

node to guess the sequence of the other nodes based on node IDs.

10



CHAPTER 3

SPECTRUM SENSING IMPROVEMENT IN
CRNS

Since the sensing phase is inevitable for CRNs, how to improve the sensing per-
formance while reducing the sensing time cost becomes a very important issue. In
this chapter, we focus on the pre-phase of the spectrum sensing and discuss about the
sense-in-order model. Then, we propose two structures, cores and clusters, to assist

the spectrum sensing.

3.1 Pre-phase for Spectrum Sensing

We first introduce the state transition diagram for every channel on each node.
Then, we describe how to determine the sensing order among different channels for
each node, based on their states. In addition, we propose an improved model with

angle dimensions taken into account. Finally, the performance evaluations are stud-

ied.

3.1.1 Preliminaries

Since there are two types of users, which are PUs and SUs in CRNs, the channel
availabilities for a single node are determined by both types of users. First, the PUs
are the privileged users, which have higher priorities to use the channels. Obviously,
the channels occupied by PUs are unavailable. Regarding the channels that are not

occupied by PUs, they are not available for sure. This is because other SUs may
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be transmitting on those channels. A channel is only available when it is occupied
neither by PUs nor SUs.

The difference of a channel to be occupied by a PU or a SU lies in whether other
nodes can be notified when the user finishes using that channel. For a channel being
occupied a SU, since SUs can communicate over the common control channel (CCC),
when the SU finishes its transmission and quits that channel, it is able to broadcast
this information to other nodes. However, it is impractical for PUs to communicate
with SUs and the active duration of PUs are unpredictable. Therefore, for channels
being occupied by PUs, it is more difficult for SUs to know when those channels
become available again.

When a node in a CRN tries to predict availabilities of all channels based on its
collected information before spectrum sensing, it needs to combine the information
from different dimensions. First, the frequency dimension needs to be considered
since there are multiple channels in CRNs and each channel must be considered
separately. Second, the time dimension is also important. Since the node needs to
predict channel availabilities based on its previously collected information, the time
of when the channel information is received needs to be considered. This is because
the channel availabilities are dynamic in CRNs. A channel may be unavailable at the
next time slot even though it is available in the previous time slot. Therefore, the
channel information received more recently is more reliable.

In our extended model, we also consider one more dimension, the angle dimension.
With the help of directional antenna technology, each node is able to transmit only on
some certain direction. The directional antenna brings more channel opportunities in
CRNs. In addition, it introduces more complexities since each node needs to predict

the channel availabilities and choose a channel for sensing in each direction.
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3.1.2 Construct State Transition Diagram

Spectrum sensing in CRNs is an important phase, in which SUs determine if
a channel is available. Lots of work has been done on how to achieve an accurate
result through spectrum sensing[45-49]. There are usually multiple channels in CRNs.
However, each SU cannot sense all of the channels simultaneously. Therefore, each
time a SU needs to find one channel for transmission, it will pick one channel for
sensing. If the channel is unavailable, it needs to adjust its parameters and switch,
as to sense another channel. For example, in Fig. 3.1, there is a pair of PUs. One
is the transmitter, denoted as T'X and the other one is the receiver, denoted as RX.
The SU w is in the interference range (the amoeba shape) of T'X, which is using the
channel m; to send data to RX. There is a total of three channels (m, ms, ms) in
the network. If u needs to use one channel, it will pick one channel from the three
channels. Since there are no differences among the three channels from u’s point of
view, it is possible that u will pick m; for sensing. Then, after v finds out that m;
is unavailable based on the sensing results, it needs to switch to another channel and
sense again. However, if u can have some information about the three channels before
sensing, it may avoid m; and select other channels for sensing. To some extent, both
the delay and the energy consumption can be reduced.

Our focus here is not the spectrum sensing technology itself. Instead, we consider
how to choose a channel for sensing for each node at the beginning, so that the
probability of switching to sense another channel is reduced. This is also called the
pre-phase of spectrum sensing. We propose a sense-in-order (SIO) model, which
provides each node with an order for spectrum sensing. The order is determined
before the spectrum sensing, and is maintained in the form of a list by each node.
When a node needs to find a channel for data transmission, it can look up the list
and select a channel that has a higher probability of being available for sensing. In

this way, each node knows the order in which to sense; this results in a reduction of
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switches among channels during spectrum sensing.

To determine the order of channels for sensing, both the space and time dimensions
are considered. Firstly, the space factor influence lies in that nodes in a similar
geographical area usually share similar channel information. One node can broadcast
its sensing results to other nodes. Secondly, the time dimension is also very important,
due to the dynamics of PUs. For each node, the channel information received more
recently is more likely to be accurate. Based on the information from both dimensions,
we identify four different states and their transitions for every channel, which are
maintained on each node. Based on the states of different channels, each node is able
to divide the whole channel into several different subsets. Each subset is assigned
with a probability of being chosen. We also take conflict avoidance into account,

since nodes in close locations are very likely to choose the same channel for sensing.

3.1.3 Sense-in-order Model

Each node broadcasts its sensing results through the CCC and does not sense the
channel until it needs a channel for transmission. Thus, if the node finds an available
channel, it will access that channel. It will also broadcast when it accesses and when
it quits that channel. This can be done by broadcasting different signals. We give

the following three different types of signals that can be sent by a node w:

e PO,,: channel m is occupied by PUs;
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e 50,,: channel m is free from PUs, but is occupied by the SU who sent this

signal;
e SF,,: SU finishes transmission and quit from channel m.

To simplify our mode, we assume that there is no loss of the signal transmission
over the CCC. If channel m is occupied by SUs, node u will avoid sensing that channel
since SO,, was received previously by u until the SF,, is received. Based on the
received signals, a node v is able to identify four different states, S = {S;,1 < i < 4},

for a channel m. We use < S;, m > to indicate that channel m is in state S;:

< S1,m >: m is occupied by PUs;
e < Sy,m >: m is not occupied by PUs, but is occupied by the SU;

e < S3,m >: the SU previously using m has finished transmission and quit from

m;

< S4,m >: no signal is received about m.

The above four states are maintained on node v itself. For < S;,m >, node
v is not sure about whether the PUs have finished transmission on m if no other
sensing results are received from other nodes. For < S5, m >, node v should avoid
sensing m until v receives the signal SF),. For < S3,m >, node v should assign
higher probabilities for selecting m to sense. For < Sy, m >, v is not sure about the
availability of m either.

Furthermore, the weight of each signal about its accuracy should consider the

following two issues:

e spacial domain: The channel state information that is received from the closer
area is more accurate. Therefore, the channel state information that is sensed

by the node itself is usually more reliable than the information shared by others.
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Figure 3.2: State transition diagram.

e time domain: The message that is received more recently is usually more accu-
rate, which is due to the dynamics of PUs” and SUs’ activities. Some channels
that were available in the previous time slot may possibly become unavailable

in the next time slot.

In our model, each node only collects one-hop neighbors’ information and updates
the channel states. Since the interference area of a PU is usually much larger than that
of a SU, nodes within one-hop distance may very possibly share similar information.
This is normally true in real life scenarios. Therefore, there is no need to distinguish
the weight of the information shared by a node’s neighbors based on their distance
to this node. In our simulation, we will study the influence of spacial factors.

The time domain matters more than the spacial domain. Firstly, as we explained
above, the information that is received more recently is more reliable. The channel
state should be updated according to the most recently received information about
that channel. Secondly, the channel states may vary without being known by any
node. Therefore, we add a valid time period T' for Si, S, and S;. If no signal is
received about channel m during 7', node v will change from < S;,m >, < Sy, m >,
or < S3,m > to < Sy,m >.

The state transition diagram among different S; of a single channel m maintained
on node v is shown in Fig. 3.2. The initial state of each channel is S;. A state
transition occurs when a signal from another node is received, or the valid time period

T expires. Each node maintains a state identification for each channel, and updates
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the state based on Fig. 3.2. Each state is updated based on the most recent signal
in the time domain. Since PUs have higher privileges on each channel, PO,, could
be received no matter what the previous state is. State S3 can only be reached from
So, since we assume that there is no packet loss. Each node will mark the channel
as Sy after receiving SO,,, and will not update the state as S5 or S, before SF,, is

received. Thus, there is no valid time expiration issue for state S,.

3.1.4 Sort Sensing Order

Since each node stores the state for every channel, it now can define preferences
on different channels when it needs to select one channel for sensing.

First, each node divides the whole channel set into four (at most) different subsets,
based on the state of each channel. For node v, the whole channel set M is divided
into four subsets M,(S;), 1 <i < 4. If channel m € M,(S;), channel m is identified
as state S; by node v. Next, we define the order or probability for each subset to
be chosen. Here, the probability of a subset being chosen equals the sum of the

probability that any channel in that subset will be chosen.

Definition 3.1. The probability of M, (S;) being chosen is:

M,(S;)| x W;
O
where:
i={1,2,3,4}, (3.1-1)
Wy =0, (3.1-2)
W3 > Wy > Wy, (3.1-3)
S (ML(S)|W) = [M]. (3.1-4)

)
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Algorithm 1 Order of channels for sensing
1: while v is in the network do
2:  if a signal about m is received over CCC or T, expires then
3 Update the state for m based on Fig. 3.2
4. if v needs to transmit then
5
6

pick the set M,(S;) based on P,(S;)
pick a channel m € M, (S;) based on pJ!

|M,(S;)| denotes the number of channels in M,(S;). (2) means that the channels
identified as state Sy will not be chosen for sensing. This is because these channels
are definitely unavailable, according to the discussions in previous sections. The
relationships in (3) are due to the fact that channels on state S3 are more likely to
be available than channels on S; and S;. W; is the weight assigned to choosing each
channel set M, (S;). This means that, a channel is sensed to be occupied by PUs; it is
still possible that it is available when sensed by node v, since PUs at that time may
finish a transmission. (4) ensures that ), P,(5;) = 1.

For different channels in M, (Sy), the probability of each one being chosen is the
same. For different channels in M, (S;) and M,(Ss), the probability of a single channel
m being chosen should also be related to the amount of time that m has been in that
set. The more time that m is in M,(S1) or M,(Ss), the less accurate that the state
of m will be. Node v maintains a time duration, t,,, to indicate how long m has been

in that sate. Then we define the probability that a single channel m will be chosen:

tm X Pv(Sl) m € MU(Sl)

2 moeMy(sy) tmo

0 m & MU(SQ)

T—tm X PU(S;g) m & MU(SQ,)

ZmOEI\/IU(S3) (T—=tmg)

P.(S1)
oS m € M,(Ss)
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Figure 3.3: Directional antenna creates more channel availabilities.

For a channel m € M,(S;), the longer t¢,, means that m is more likely to be
available, since PUs have a higher probability of finishing with m. For a channel
m € M,(Ss3), the less t,, indicates that m has a higher probability of being available.
When t,, grows larger, there is an increased possibility that m may be taken by PUs
without notifying node v.

Algorithm 1 is for a node v to define the order of channels for sensing. Node v
keeps overhearing the CCC and monitoring if 7;,, expires for each m. When v needs to
select a channel for sensing, it first decides which subset M,(S;) to choose. Then, from
the picked M,(S;), it chooses the channel for sensing. This maintains the priorities
among different M, (S;), which are stated above. Also, since >, pi* = 1, there is
always one channel that can be chosen when a node senses the channel.

Since nodes in a close area maintain similar states for each channel, when multiple
nodes among them need to pick a channel for sensing at the same time, it is very
possible for them to choose the same channel. However, in our model, the chance
of conflicts can be reduced by adjusting W; in the expression of P,(S;). If conflicts
occur more often when choosing channels from M, (S;), the W; is reduced. We will

show the effects of adjusting W; on the whole cost in our simulation.

3.1.5 Extended Model for SIO

We consider a model in which each SU is equipped with a directional antenna

that is able to work in four different directions. We assume that each node can send

19



over one direction, while overhearing from four directions through the CCC on one
channel. As shown in Fig. 3.3, there are two PUs, TX and RX, who are active and
occupy a channel. The SUs, u, v, and w, are located in the interference area of the
PUs. Instead of being unable to use the channel that is occupied by the two PUs,
with the directional antennas, they are now able to use that channel from one of the
four directions. Therefore, the channel availabilities are improved for each SU.

With increased channel opportunities, the introduction of the angle dimension
is problematic to our sense-in-order model. Next, we focus on how to determine
whether one channel is available in one direction, based on the information provided
by neighbors. For any state S;, S; € S, we use 1 to denote that S; is true and 0 to
denote that S; is false on each direction for every channel. The above state transition
diagram can be easily extended here through adding two substates for each S; and
corresponding signals on each direction. Here, we concentrate on how to determine if
a single state .S; is true or false for each direction.

For a single node, if it receives a signal of a state in one channel, the node will
set the state of that channel to 1. Otherwise, it will set it to 0. We use aaaa to
denote whether a state is true in four quadrants. Each quadrant denotes a direction.
Obviously, a = 0 or 1. The problem is for a single state, it is possible that one node
can have 16 different sequences from four directions regarding the same channel. For
example, 1110, 0011, etc. This is because each direction is adjacent to another while
the interference area may cover part of multiple directions together. Nodes at different
positions of each direction may broadcast different signals simultaneously. When one
node hears different sequences within a close time period, it may be difficult to decide
which direction is available.

The method we use here is a weight-based scheme, which considers both the
number of signals received and the time at which the signal was received. As we

explained before, the signal that is received more recently is more accurate. We use
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Table 3.1: Simulation settings for SIO evaluation.

number of nodes 10, 18]
number of channels [4,12]
number of PUs 8, 14]
session duration of SUs | [5, 10]
session duration of PUs | [10, 16]

valid time period, T’ 20

TSC for SIO-SC [0, 15}
W5 /Wy 2, 3]

W,/W, [1.5,2.5]

TT to denote the time period since receiving the signal 1, and TF' to denote the
period since receiving the signal 0, on each direction regarding each state. We also
define a valid time period, 7", for each signal. Signals received before 7" will be
ignored. Then, each node is able to calculate the probability of a state to be true or

false on each direction for one channel by using the following equation:

2vrr<r(I" —TT)

PT = :
Yovrrer (T =TT) + > rpep (T" = TF)

_ > vrpep (T = TF)
Yovrrer (T =TT) + > yrpep(T' = TF)

Since PT + PF = 1, each node determines that a state is true on one direction

PF

for one channel if PT > 0.5, and false if PF' > 0.5. After the state is decided, the

previous SIO model can be applied for each direction.

3.1.6 Simulations

We randomly generate a number of nodes which make up a one-hop network. Each
node gets a randomly received session request, and stays in that session for several
time slots. For a node, when a session request comes, it needs to pick a channel
to sense. Also, we generate a number of PUs who randomly become active. The

simulation setting parameters are shown in Table 3.1.
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Considering that the objective of our model is to minimize the number of switches
among channels during spectrum sensing according to Definition 1, we measure the
performance of our model using the success percentage, which is defined as the ratio
between the number of times that available channels are sensed and the total number
of times that we attempt to sense channels.

We also implement two other algorithms:

e The basic algorithm: SIO-SO(sense-in-order model with self information con-
sidered only). Nodes running SIO-SO do not share their sensed channel in-
formation. Each node only uses its sensed channel information and history to

decide each channel’s state.

e The self weighted more algorithm: SIO-SC (sense-in-order model with self in-
formation weighted more). The SIO-SC takes the spacial factor into considera-
tion. Each node running SIO-SC assigns more weight to the channel information
sensed by itself, since it is one that is “closest” to itself. We assign a valid time
window, denoted as Ts¢c, where Tsc < T'. Any signal received from its neighbors
within Tsc regarding the same channel state information would be ignored. If
any signal is received between Ts- and 7', the channel state would be updated
according to the received signal. SIO-SC is the same as SIO without antenna

when TSC =0.

We first compare the four algorithms, SIO with Antenna, SIO without Antenna,
SIO-SC and SIO-SO. We vary the three network parameters (number of nodes, num-
ber of channels, and number of PUs) and calculate the average success percentage in
the whole network. Tso for SIO-SC is set as 10. The results are shown in Fig. 3.4.
We can tell that the SIO with antenna model achieves the best performance while the
SIO-SO is the worst one. Also, in Fig. 3.4(a), the performances of all four algorithms

increase when the channel number increases. In Fig. 3.4(b), when the number of
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nodes increases, the performance of all four algorithms is lowered. In Fig. 3.4(c), the

performances of all four algorithms decrease when the amount of PUs increases.

For a better comparison, we also study the performance differences between the

SIO without antenna model and the SIO-SO scheme over a time period. The SIO

with antenna scheme has a similar trend as the one without antenna, which is not

shown here. We vary the number of PUs and record the success percentage along a

time duration. The results are in Fig. 3.5(a). It shows that when the PUs decrease,

the performances of both schemes increase. However, the performance of the SIO-SO

scheme increases more slowly than our model. The influence of Tsc on SIO-SC is
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Figure 3.6: Comparison of success percentage when varying algorithm settings.

studied in Fig. 3.5(b). The performances of both algorithms decrease as the PUs
increase. When the value of Tge increases, the gap between the two algorithms
increases.

The influences of the algorithm parameters are shown in Fig. 3.6. The SIO with
antenna is not shown here due to the same reason as above. We calculate the success
percentage at different time slots when running the simulation. In Fig. 3.6(a), the
value of W3 /W, is set as a constant 2.5, while the value of Wy /W, variesin {1.5, 2, 2.5}.
It shows that when the time increases, the performances of the three settings increase.
In Fig. 3.6(b), the the value of W3/W, varies in {2,2.5,3}, while the value of W,/
is set as a constant 2. The performances of the three settings are better when the

time slot increases.

3.1.7 Conclusion

In this section, we focus on how to choose a channel for sensing for each node
in CRNs. We propose an SIO model for the pre-phase of spectrum sensing. We
construct a state transition diagram and a corresponding algorithm for each node to
calculate the probability of each channel being chosen for sensing. We also extend
our SIO model by adding the angle dimension. The simulation results demonstrate

that our model outperforms the others.
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3.2 Hitchhiking for Sensing

In this section, we make use of the fact that nodes located in close geographical
locations share similar channel information or sensing results at a given time. Our
model enables each node to hitchhike in its spectrum sensing phase, by using other
nearby nodes’ recent sensing results. We propose two frameworks for assisting nodes
in selecting channels for spectrum sensing. One is the core-only structure, and another
is the mixed cluster-core structure. We present the construction of two structures and

the distributed spectrum sensing schemes, respectively.

3.2.1 System Model

We consider a CRN with multiple PUs, which are randomly distributed. The total
channel set in the network is M. There are V nodes (SUs), which opportunistically
make use of the channels without interfering with PUs. The PUs are randomly
distributed in the network. Their locations and active patterns are assumed to be
unpredictable. Each PU has its own privileged channel in M. When a PU becomes
active, it would occupy its channel. First, we assume that there is a CCC for nodes
in CRNs to exchange information.

Every time slot is divided into two parts, the spectrum sensing and data transmis-
sion. For a node v (v € V'), before transmitting data on a channel m, (m, € M), it
needs to perform spectrum sensing on m,,, to make sure PUs of m,, are not interfered
with. We say that m, is available on node v, if v’s transmission on m, does not in-
terfere with any PU on m,. For channels that are free of PUs but occupied by other
nodes, v can compete for access equally with other nodes. A channel that is free of
both PUs and other nodes is the most ideal, since no or less competition is needed.
The goal of the spectrum sensing by v is to find an available channel. It is better if
the channel is also free of other nodes, but this is not required. If all the channels are

occupied by PUs, v cannot transmit data until one channel becomes available.
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Unlike some spectrum sensing models, our model does not have a centralized
decision fusion center. This is because, the PUs are randomly distributed in our
model with different transmission ranges. It means that the channel availabilities are
not the same in the whole network. Therefore, a centralized decision fusion center is
unnecessary.

We assume that the average cost for sensing one single channel is a constant
~. Then, the spectrum sensing performance is measured by the number of channels
that a node v needs to sense, denoted as X,, until one available channel is found.
The objective of our model is to minimize the spectrum sensing cost, which can be

formulated as:

Min(y - X)), Yo € V. (3.2-5)

For a channel to be successfully used for data transmission, it should be free of
PUs. Moreover, the node does not want to use a channel that is also chosen by many
other nodes, since there would be too much cost spent in the competition for channel
access. Therefore, the goal of each node sensing the channels is to find one that must
be free from PUs, and better to be free of other nodes may cause interferences to it.
Our focus here is to reduce the number of channels that need to sense for each node to
find a channel for data transmission, instead of the sensing technique itself. Therefore,
we assume that the sensing is precise enough for each node to detect PUs, and to
decide if one channel is occupied by PUs or other nodes. We will discuss our model
to reduce X, in Eq. 3.2-5, since « is a constant here. There is no optimal solution
because of the fact that the PUs’ activities are dynamic and cannot be pre-known.

We give our heuristic solutions, while bringing limited extra cost.

3.2.2 Core-Only Structure

Our distributed core construction approach is designation-based and only requires

one-hop information. The process overview is described below:
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1. Each node v exchanges its current available channel set M, with nodes in its

neighbor set N,;

2. Based on the gathered information in Step 1), node v calculates its weight,
which is related to the size of both its available channel set M, and neighbor

set Ny;

3. Node v exchange its weight information with nodes in its neighbor set V,, and
designate the one neighbor with the highest weight (can be v itself), to be its

core.

To present the above process in detail, first, we give the definition of weight for

each node, which acts as a basis for later core selection.

Definition 3.2. For a node v, the weight of it is defined as W, = > |M, N M,],
Yu € N,.

M, N M, is the intersection of nodes u and v’s available channel sets. Based on
the above definition, the nodes with more neighbors, and more common available
channels with their neighbors, have a larger weight. Having the weight defined, the

core definition is:

Definition 3.3. ¢, is the core of node v, if and only if ¢, € N, and W,, > W,,

Vu € N, U {v}.

After each node exchanges its weight with all its neighbors, then every node can
designate the core node from its own perspective. Of course, for a node v, it can have
its own core, and can also be selected by some of its neighbors as their core. The
set of those nodes that select v as their core are denoted as D,. In other words, if
u € D,, then ¢, =v. We say that D, contains members of core v.

The algorithm for a node v to get ¢, and D,, is given in Algorithm 2. The

exchanged information, including the core selecting decision, is sent through the CCC.
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Algorithm 2 Find ¢, and D, for node v.
Require: N,, {W,,Yu € N, U {v}};
Ensure: ¢,, core of v; D,, set of nodes selecting v as core;
Marked, = false, D, = null, ¢, = null,
Find max(W,), Yu € N, U{v};
¢, = the node has max(W,);
v sends its selecting decision to c¢,;
Marked, = true;
for every u € N, U {v} do
if Marked, = false then
Wait until Marked, = true;
if ¢, = v then
D, = D, U{u};
: return c,, D,;

—_ =
—= O

There is no order constraint, which means nodes can run Algorithm 2 in parallel. For
node u, ¢, is the core of u, which has the maximum weight among all nodes in N,,. It
also scans its neighbors, and put the nodes that select v as their core in D,. Node v
ends the algorithm until all the nodes in NV, have selected their cores. If node v does
not have any neighbor, it would designate itself, which means D, = {v} and ¢, = v.
Every node is covered by a core structure after running Algorithm 2.

An example of the above core construction is shown in Fig. 3.7. There are 7
nodes and neighbor nodes are connected. The total channel set M is {1,2,3}. The
table in Fig. 3.7 lists the available channel set of each node on the second row and its
corresponding weight on the third row, calculated according to Definition 3.2. There
are two cores here, which are v and u, marked in black. The node set that designates
v and u as the cores are shown as d,, and d, in Fig. 3.7.

From the above core construction, it may result in too many cores in the network,
and each core only has a very small number of members. This could reduce the
efficiency of our core structure when assisting the spectrum sensing, as introduced in
the next part. Moreover, the number of members for each core cannot be too large.
Otherwise, the overhead of the communication among each core and its members

would be too much. Therefore, for a core v, we add the size constraints .S,,;, and
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Figure 3.7: An example of constructing core structure.

Smaz, where S,,;, and S, are minimum and maximum size of D,. For node v, if the
core ¢, chosen by Algorithm 2 does not fit the size constraint, the selected ¢, would
be removed from the original neighbor set N, U {v}. A new core would be selected
from the rest of the nodes in NV, which satisfies the size constraints. If no nodes in

N, are left, or v itself is chosen as its own core.

3.2.3 Spectrum Sensing with Cores

After the core structure of the network is constructed, every node will gain help
from its core for spectrum sensing. This basic idea is that, when a node has data to
transmit, it will ask its core about which channel to sense so that the total spectrum
sensing cost is reduced. The core node needs to maintain such information to give
assistance when help requests are received. We will discuss our scheme from the node
side and the core side.

On the node side: When a node has data to transmit, the works that it needs

to do are divided into four categories, which contain the four actions:

1. Pull: pull the latest channel list from the core, which sorts channels according

to their recent updated information;

2. Sense: sense the channels using the given order in the list, until one available

channel is found;

3. Transmat: perform data transmission on the selected channel, and repeat sense
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again if the current channel becomes unavailable because of PUs;

4. Push: After data transmission is completed, push the updated channel situa-
tions to the core, along with the updated time. The information contains all

the channels the node sensed during the above phases.

If there are multiple nodes sending requests to their common core at the same time,
the interfering nodes would back off, and send again until receiving the list from the
core. When a node has a certain amount of data to transmit, the pull and push only
happens at the beginning and the end of the data transmission. The frequency of
exchanging information between a node and its core is changeable.

It is possible that a node can also be a core. For a node v, if ¢, = v, which means v
is its own core, then v can simply sense based on the channel list maintained by itself.
If v is a core to other nodes, but ¢, # v, then v provides the channel list for nodes that
pick v as the core, but v itself still needs to interact with its own core. For example,
in Fig. 3.7, ¢, = v and ¢, = v. The node w interacts with u to get and update the
channel list, while u interacts with v. The two channel lists are independent.

On the core side: When the core receives a help request from its members, it
needs to retrieve the current channel list and return it to the request sender. Also,
when the core receives channel updates from its members, it needs to update the
channel list for use next time.

Suppose ¢, = v, the interaction between them is shown in Fig. 3.8. Having
clarified the process between a node and its core, the remaining problem is this: How
is the channel list maintained and updated by a core? To begin, we need to find a
way to calculate the priority of each channel for the core to decide the channel order

in the list. First, we associate each channel m, where m € M, with 3-tuple attributes,

<TA(m), TN(m),TP(m) >:

e TA(m): The last time when the core receives an update which reports m as
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Figure 3.8: The interaction example between u and v (¢, = v).
free from PUs and other nodes;

e T'N(m): The last time when the core receives an update which reports m as

occupied by other nodes;

e TP(m): The last time when the core receives an update which reports m as

occupied by a PU.

Based on the 3-tuple attribute of each channel, for a core v, it can sort the channels
in M, which is shown in Algorithm 3. Every time v receives a help request from any
node in D,, it will run Algorithm 3 and return the sorted channel list, denoted as
L,(M). The sorted results are three categories in L,(M). The first category contains
the channels that are most recently updated as free from both PUs and other nodes.
The second category contains the channels that are most recently updated as occupied
by other nodes. Although these channels can also be used, the competition cost for
channel access with other nodes could potentially be very large. The third category
contains the channels that are most recently updated as occupied by PUs. Among
channels in the same category, they are sorted according to their recent update times.
The one that is most recently updated takes the more prior position in L, (M), since

it is more reliable.
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Algorithm 3 Calculate L,(M) by core v.
Require: < TA(m),TN(m),TP(m) >, Vm € M;
Ensure: L,(M), the sorted channel list by their 3-tuple attributes.
1: p. = 0; {Point to the current index.}
2: p; = 0; {Point the tail indexes of previous part.}
3: for every m € M do
4: A, = Max {TA(m),TN(m), TP(m)}; {Get the last updated time.}
5: fori=1: 3 do
6: for every m € M do
7 if (i =1&A,=TAm)) || (i =2& A,, =TN(m)) || i =3 & A,, =
TP(m)) then
8: Insert m to the position p. of L,(M);
9: Pe =pe+ 1
10:  Sort L,(M) between positions [ps, p.] based on A,, descendingly; {The more
recently updated channel is in a more prior position. }
1 p = pe;
12: return L,(M);

For example, in Fig. 3.7, if u sends a help request to v, v will run Algorithm 3
to sort the channels. Suppose the 3-tuples associated with the three channels are:
channel 1, < 13,8,9 >; channel 2, < 11,10,7 >; channel 3, < 5,6,12 >. Channels
1 and 2 are in the first category, and channel 3 is in the third category. Therefore,
the sorted results of the three channels will be L,(M) = {1,2,3}. Node v will return
the L,(M) to u. After u gets the L,(M), it first senses channel 1 at time 16, and
finds that it is occupied by a PU. Then u records this information and senses channel
2. If channel 2 is available, u will use channel 2 for data transmission. Suppose u
finishes its data transmission at time 20, and the channel 2 is free of PUs during the
the data transmission, which means u only needs to keep sensing channel 2 in each
Sense phase. Then u quits channel 2, and channel 2 is available at time 20. During
the push phase, u will push the newly updated channel 1 and 2’s information to v,
along with the update times, 16 and 20. Node v then updates channel 1’s 3-tuple as
< 13,8,16 >, and channel 2’s 3-tuple as < 20,10,7 >. Next time, when v receives

another help request, the returned L,(M) is {2,3,1}.
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3.2.4 Core Evolution

It is not always the case that one node shares similarities with other nodes which
initially select the same core. For example, in Fig. 3.7, nodes {u,y, s, z,v} designate
v as their core. When u sends a help request to v, v needs to return the L,(M)
to u. Assume that nodes {y, s, z,v} have sensed channels before u. Then, based
on Algorithm 3, the L,(M) is updated according to the sensing results provided by
{y, s, z,v}. However, it is possible that the channel available situation around u, and
nodes in {y, s, z,v}, are not very similar, due to the factors on interference range
boundaries of PUs and the different geographical terrains. Therefore, it is inappro-
priate and inefficient for u to designate v as its core, which means it is necessary for
u to find a new core that can help more on its spectrum sensing.

How does a node know if it designates a wrong core, itself? The answer is to
evaluate the help that the core can provide. If the channel list provided by the core
does not increase the spectrum sensing performance, the node should designate a
new core. We use the estimated number of channels that a node needs to sense until
finding a channel free of PUs and other nodes, to represent the spectrum sensing

performance. Therefore, we define the basis for core update as:

Definition 3.4. For a node u and its core v (v = ¢,), u needs to update ¢, if and
only if A,, > A,, where A,, is the estimated average number of channels to sense if
u receives assistance from v; A, is the estimated average number of channels to sense

if u senses itself v and gains no assistance from others.

However, for a node, it does not know its sensing performance without its core,
or A,, since it always senses based on the channel list provided by the core. Another
question arises here: how can a node know if its sensing performance is increased or
decreased by the core? Obviously, it is difficult for a node to evaluate the assistance

by its core. But, from the opposite direction, a core can evaluate its assistance
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to its member. Our basic idea is: when a node pushes back the updated channel
information, the core evaluates the assistance it could give to the node, under the
virtual situation that if the node sends a request now, rather than pushing back its

current channel information. The detailed process is:

1. When a node u pushes its newly updated channel information to its core, v

(v =¢,), v calculates the LO(M) without using the new information from u;

2. Based on the new channel information from wu, v calculates the new LL(M),
finds the channel in L!(M) that is recently updated as available, and also has

the minimum index in L2(M), which equals to the estimation of Ayy;

3. Then, v calculates A,, that takes to u to sense randomly until finding a channel
free from PUs and other nodes. The current channel availabilities are assumed

to be consistent with the channel information in L!(M);

4. Core v compares A,, and A,. If A,, > A,, then we claim that the assistance

from v does not increase the sensing performance of w.

In Step (1), LY(M) is actually the channel list that v would send to u without
using any u’s new information, if u sends a help request to v now. In Step (2), the
new L!(M) denotes the real channel availability currently on node u. In Step (3),
based on the information in L!(M), v can know the channel situation on u. Then,
A, is the expected number of sensing if v randomly picks a channel to sense, which
can be simply calculated using basic probability theory. In Step (4), v compares Ay,
and A, to see if u’s sensing performance can be improved by v’s assistance, compared
to its random-sensing performance.

For example, in Fig. 3.7, suppose the current 3-tuples on node v associated with
the three channels are: channel 1, < 13,8,9 >; channel 2, < 11,10,7 >; channel

3, < 5,6,12 >. Now wu sends its updated channel information to v, and the new
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channel 3-tuples are : channel 1, < 13,8,16 >; channel 2, < 20,10,7 >; channel
3, < 5,6,12 >. Then, v calculates LY(M) = {1,2,3}, and L}(M) = {2,3,1}. The
channel that is recently updated as available in L!(M) is channel 2, since 20 = Max
{20,10,7}. The index of channel 2 in LY(M) is 2. Therefore, A,, = 2.
Since in L!(M), only channel 2 is available, the expected number to find an
2

available channel if v randomly picks a channel to sense is: A, = 1 X % +2 x5 x

% + 3 x % X % x 1 = %. In this example, A,, > A,, which means u can have a
better performance if it randomly picks a channel for sensing without v’s channel list.
Therefore, based on Definition 3.4, u has the need to designate a new core.

When a core node finds that one of its members needs to designate a new core,
it would send the update notification to that node after the phase Push. Then, the
notified node needs to find a new core.

One important benefit with the core structure is that it is easier to propagate,

compared to traditional cluster structures. Suppose node u has the necessity to find

a new ¢,; the process is very efficient, as described here:
1. w replaces the input N, of Algorithm 2 with N, — {v};
2. u reruns Algorithm 2, and the output is the new c,;
3. u sends a notification to inform the new c,.

The above process shows that only the node u and the new ¢, are affected, and no

other nodes are involved. Therefore, the core evolution here takes a very limited cost.

3.2.5 Mixed Cluster-core Structure

Although the core structure is very convenient to construct and update, it is
possible that in a sparse network, the core structure cannot assist too much during
the spectrum sensing. For example, many nodes are their own cores, whose members

are also themselves only. Under these circumstances, we consider having nodes within
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more than one-hop distances help each other for spectrum sensing. In this section, we
propose a mixed structure of clusters and cores, to involve nodes within multiple-hop
distances.

To increase the assistance that a core can provide, we select cluster heads from
the cores, and build a cluster structure on top of the core structure. First, for a core
u, we use NC, to denote the set of its neighbor cores. If v € NC,,, then v € N, and
v is a core with D, > 0. Then, we can define the weight W', of a core u, which is

later used for cluster head selection:

Definition 3.5. For a core v, the weight of it is defined as WC,, = >, |M, N M,],
Yv e NC,.

The definition for core weight is similar to Definition 3.2. The difference is that
the weight is calculated based on the core neighbor set, NC,, instead of the original
neighbor set, N,.

The cluster head selection is based on the weight of each core, and applies the

classical cluster construction scheme [50]:
1. All cores are initially uncovered;

2. An uncovered core u becomes a cluster head, denoted as h,,, if it has the highest

weight (based on Definition 3.5) among NC,;

3. The selected cluster heads and their connected 1-hop neighbor cores are marked

as covered;
4. Repeat Steps 2 and 3 on all uncovered cores (if any).

The coverage of the cluster algorithm has been proved in [50]. One example is in
Fig. 3.9: we added nodes v/, w’, and 2’ compared to the example in Fig. 3.7. The
newly added three nodes have the same channel information with nodes u, w, and x.

u' = w = ! = . W .
Therefore, ¢ v, ¢ v, and ¢ u'. Now there are three cores, u, v, and o’
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Based on the cluster selection scheme, core v is the cluster head for u, and u’, which
means h, = v, hy = v and h, is v itself.

Since the cluster-core structure is 2-layered, the spectrum sensing scheme based
on it should contain not only the interaction between cores and their members, but
also the interaction between cores and their clusters. Here, under the cluster-core
structure, the work on the node side remains unchanged as in Section 3.2.3. The
work on the core side needs to change to enable the communication with cluster
heads.

One option is similar to the scheme in Section 3.2.3, which is that every time the
core receives a request, it pulls the latest channel list for the cluster head, and pushes
the updates of channel information back to the cluster head. However, since a cluster
head usually has more members than a core, using the same scheme as in Section
3.2.3 could potentially cause very large overhead when the request to the cluster head
becomes more frequent.

Here, we choose another option, which is to have the cluster head periodically push
the updated channel information to the cores. This is a tradeoff between reducing
the communication overhead and getting the most recently updated channel list, on

cluster heads. For a core v and its cluster head h,, the process works as follows:

1. The cluster head h, periodically collects information from the cores in the same
cluster, labels each channel m, m € M, with its associated 3-tuple attributes,
< TA(m),TN(m),TP(m) >, and then broadcasts the channel set M with

corresponding 3-tuple attributes to all the cores in its cluster;

2. After v gets the information from h,, v updates its channel information. Next
time, when v receives a help request from nodes in D, it calculates the channel

list L, (M) based on the newest channel information.

For example, in Fig. 3.9, node v periodically collects information from u and /,
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Figure 3.9: Cluster head selection from cores.

and shares the channel information with them. When node w sends a help request to
u, v will return the channel list to w. When node w completes data transmission and
pushes the updated channel information to u, this update from w would be picked
up by v, during the next time v collects information from u. Also, this update will
be shared to v/, and assist nodes in D,/, which contains v’ and w’, for their spectrum
sensing.

It is not true to claim that one of the core-only and cluster-core structures is always
better than the other. In a dense network, each core in the core-only structure may
contain enough members, and is able to provide effective assistance to its members.
A cluster head on the cores in this situation is unnecessary, and may cause additional
communication costs. In a sparse network, it is possible that cores in the core-only
structure do not have enough channel information to provide assistance. Then a
cluster-core structure is a better fit. We will show the performance differences in the

simulation.

3.2.6 Simulations

We randomly distribute nodes in a 200 x 200 unit square. The overall simulation
settings are listed in Table 3.2. The number of nodes varies for network density
control. The network is time-slot based, and each time slot is 1s. We generate
data traffic every 10 time slots on a randomly picked set of nodes in the network for
broadcasting. For later comparisons about different information exchange frequencies

with cores, every single generated data requires 3 time slots to finish transmission by a
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Table 3.2: Simulation settings for hitchhiking evaluation.

Number of PUs 10
Number of nodes [50, 600]
Number of channels 5, 20]
PU’s transmission range 60
Node’s transmission range [40, 50]
Single data task duration 3
Size constraints for cores 1, 14]
Minimum PU active duration 5, 15]
Information exchange frequency for cores 1,3]
Information exchange frequency for clusters | [3,9]

single node. Each PU occupies one certain channel when it is active. Since each PU’s
transmission is usually longer than that of other nodes, we set the minimum number
of time slots for an active PU longer than the node’s average data transmission time.
At the beginning of each time slot, the PUs are randomly selected to be active for
a generated time duration. If a selected PU is already active, then its status and
remaining active time slots would not be changed.

We study the influence of different algorithm parameters, based on our discussions
in previous sessions, which are: size constraints of the core-only structures, informa-
tion exchange frequencies between a node and its core, and comparison between
cluster-core structures and core-only structures. Based on the objective function, Eq.
3.2-5, the performance we compare is the average number of channels that a node
needs to sense in each sensing phase. We also implement a random sensing scheme
for better comparison, in which each node randomly picks a channel for sensing every
time.

The comparison results of core-only structures with different size constraints are
presented in Fig. 3.10. We compare the two size constraints, [1, 10] and [4, 14] with the
random sensing scheme. In Fig. 3.10(a), the average number of channels to sense in
the random scheme increases when there are more nodes. In the core-only structures,

the number of sensing first decreases and then increases. This is because, at first,
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Figure 3.11: Comparison of core-only scheme under different information exchange
frequencies.

when more nodes need to use channels, the channel lists on the cores get updated
more frequently and are more accurate. However, when the number of nodes reaches
a certain amount, the channel availabilities become much less, and each node senses
more channels to find an available one. In Fig. 3.10(b), the number of sensing in all
three lines decreases when there become more total channels. In Fig. 3.10(c), when
a PU’s minimum active duration increases, the number of sensing increases for the
random scheme. However, both core-only structures decreases. This is because, when
a PU occupies its channel for a longer time, the channel availabilities are more static.

We vary the information exchange frequencies between cores and their correspond-
ing members from every 1 time slot to every 3 time slots. The settings of the three
network parameters are similar as in the above part. The core size constraints here are

[1,10]. The results are shown in Fig 3.11. The trends of the three frequency settings
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Figure 3.12: Construction and performance comparison of cluster-core scheme.

are similar. And the number of sensing for frequency 3 is the largest among all three,
while that for frequency 1 is the least. However, setting the frequency as 1 requires
the information exchange with the core every time slot, which is very expensive in
a real-life scenario. In addition, the results are more stable when the information
exchange frequency is 1. This is because each node can know the instant channel list
on its core, which is very accurate, and less influenced by different network parameter
settings.

The mixed cluster-core structure is applied when facing sparse networks. There-
fore, we set the number of nodes in the network from 50 to 200. The size constraints
for selecting cores are [1,10], and the information exchange frequency between cores
and their members is 3. We first show the results of selecting cluster heads from
cores in Fig. 3.12(a). The number of nodes in Fig. 3.12(a) is 100. We mark partial
cores, whose sizes are less than or equal to 2, which means the core structures for
those nodes are not very helpful. Then the cluster heads are marked out using green
diamonds. The number of cluster heads is 8 in this case.

In Fig 3.12(b), the performances of the core-only structure and the cluster-core
structure are compared. We keep the information exchange frequencies between clus-
ter heads and cores as 6. Since the comparisons of the two schemes by varying other
network parameters are similar, we only show the results of changing network densi-

ties here. We vary the number of nodes from 50 to 200. The cluster-core structure
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requires less number of sensing than the core-only structures. In addition, as the
number of nodes increases, the gap between the two schemes reduces.

In Fig 3.12(c), we vary the frequency of information exchange between cluster
heads and cores from every 3 time slots to every 9 time slots. The number of nodes
is set to 100, and the minimum PU active duration changes from 5 to 15. From the
results, we can see that, the more frequently that the cluster head collects information
and sends to the cores, the less sensing there is. Moreover, for all three bars, when
the average time that a PU takes a channel is longer, the less number of sensing both
schemes need. This is caused for a similar reason as in core-only structures, which
is when a PU occupies a channel for a longer time, the channel availabilities are less

dynamic, and the cluster-core structure can provide more accurate information.

3.2.7 Conclusion

In this section, we propose two frameworks to assist nodes in CRNs during spec-
trum sensing. One is the core-only structure based, and the other is the cluster-core
structure based. We describe the construction of the core-only structure, and the
spectrum sensing scheme assisted by it. Also, we consider the evolutions of cores by
taking the channel dynamics in CRNs into account. Our core structures take very
limited propagation costs. In the cluster-core structure, we describe the application
scenarios and how to select cluster heads from current cores. The sensing scheme
assisted by the core-cluster structure is discussed. We perform numerous simulations
to testify to the performance of our frameworks, and study the influences of different

parameter settings.

3.3 Chapter Conclusion

In this chapter, we focus on how to improve the spectrum sensing performance

while reducing the time cost in CRNs. We study the pre-phase for spectrum sensing,
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which is how to select spectrum channels for sensing. This is the part that has been
neglected in previous works. By choosing channels that are more likely to be available,
the spectrum sensing performance is increased and the time cost is reduced.

We first propose a sense-in-order (SIO) model, which determines the order of
selecting channels to sense for each node, based on the information from both space
and time dimensions. It can reduce the delay and energy cost during the spectrum
sensing phase. Through the cooperation among SUs, we are able to construct the
state transition graph. We identify the possible states for every channel on each node
and define the transition among the states, based on the signal that the node receives
and the valid time period. When each node needs to perform the spectrum sensing,
it can identify states of different channels and choose the ones that more likely to
be available to sense first. We later improve the SIO model by taking the angle
dimension into account.

Secondly, we propose two structures for the sensing assistance to assist each node
in hitchhiking in its spectrum sensing. The first one is the core-only structure assisted,
in which each node designates a neighbor or itself as its core, and can gain help from
its core during the spectrum sensing phase. Given the dynamic channel situations, we
also propose an evolution model for each node to adjust its core selections, and seek
the core that can provide the most help. In addition, we consider that, in a sparse
network, the number of nodes designating a same core is very small. This results
in a core-only structure unable to provide enough assistance for spectrum sensing.
Therefore, we provide a 2-layer structure of both clusters and cores, and a 2-layer
spectrum sensing scheme to fit the mixed cluster-core structure.

In the next chapter, we will discuss the channel assignment problems in CRNs.
Different from the spectrum sensing phase, channel assignment is very important for

MAC and routing layer protocols.
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CHAPTER 4

CHANNEL ASSIGNMENT IN CRNS

Since the current static allocation of channels in traditional wireless networks
is inefficient for CRNs, this chapter presents our work on the channel assignment
in CRNs. We first consider the pure channel assignment which takes the channel
dynamics into account. Then, we present the channel assignment framework under

the dynamic source routing protocol.

4.1 Effective Channel Assignments

The channel assignment problem is well-studied in traditional wireless networks,
with the objective of satisfying the interference constraints and maximizing the num-
ber of nodes with channels assigned. In its most general form, the channel assignment
problem is equivalent to the generalized graph-coloring problem, which is a well-
known NP-hard problem [51]. An extensive survey of channel assignment in wireless
networks, including CRNs, can be found in [4].

The fundamental difference between CRNs and traditional wireless networks is
that the available channel sets are dynamic, and their availabilities vary over time
and space. In CRNs, the channel assignment problem has been studied from different
perspectives. Some of them aim to maximize the spectrum utilization [52], subject
to interference constraints. Some other works study the cross-layer optimization,
including using power control [53, 15], and considering both network and link layers
[54]. Our focus here is channel assignment at the link layer only.

In this section, we first present two basic localized algorithms and an advanced
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localized algorithm to solve the channel assignment problem. Based on the proposed
framework, we further develop three conflict resolution strategies to make our scheme

versatilely adaptable to different network conditions.

4.1.1 Preliminaries

We consider a CRN as a graph G = (V| E), where V = {u,v,w,...} is the node
set representing wireless nodes, and E is the link set. wv € F if nodes v and v can
communicate with each other. N(u) represents the neighbor set of node u, u. We
assume that the whole spectrum is divided into multiple channels of different central
frequencies. To simplify our model, we treat the performance (e.g., bandwidth) of
each channel as the same. Our model can be extended to situations, where the
bandwidth of each channel is different, by adding the channel performance as the
weight to each link. C, C C denotes the set of available channels on u, where C'
denotes the set of total available channels in the network. C, is not equal with C,
due to the different interference ranges of primary users at different locations. We
also assume that there is a CCC for nodes to exchange information.

In wireless networks, two adjacent nodes can communicate only when they both
tune to the same channel. A link exists when two adjacent nodes select the same
channel. Two links are adjacent if they share one end node. Conflicts exist if two
adjacent links are assigned the same channel. The goal of our paper is to perform
channel assignment so that the maximum number of links exist without conflicts.

We make the following assumptions used in the paper:

1. The communication range equals the interference range, to make our algorithms
and analysis more clear and concise. Our model can be extended to more

sophisticated ones, as shown in our simulation.

2. Each link is only assigned with a single channel.

45



€ {2,3}

o) ®

2\ ¢ (234} g {134}/

f{3.4

Figure 4.1: The example topology for channel assignment.

We use the topology of Fig. 4.1 to illustrate our algorithms. The available channel
set on the whole network is C' = {1,2,3,4}. The node set is V = {a,b,c,d,e, f,g}
and the link set E' is the edge set, shown in Fig. 4.1. (The link connections and link
labels will be described later.) Suppose there is a certain number of primary users in
the network, which results in different available channel sets among nodes, as shown
in Fig. 4.1. For example, the available channel set on node a is {1, 2}. This is because
node a is within the interference range of primary users occupying channels 3 and
4. The available channel set on node ¢ is {2,3,4} since it is within the interference

range of primary users using channel 1.

4.1.2 Basic Local Algorithms

Two basic algorithms are described: one is the node-based algorithm without
coordinations between adjacent nodes, and another is the link-based algorithm with
coordinations.

The node-based algorithm, which uses only local channel information at each
node to select channels for adjacent links, is given in Algorithm 4. It randomly
assigns channels for each link, based on the information of each node. There is no
coordination between two end nodes of one link. Obviously, its efficiency is low. The
probability of selecting the same channel at both end nodes of a link is small, which

results in many rounds being needed to complete the algorithm.
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Algorithm 4 Node-based selection
1. {Initial allocation phase}
2: for Vv € V do
for Vu such that vu € E' do
if |A,,| = 0 and |C]| > 0 then
randomly pick ¢ from C/
A, ¢
: { Conflict resolution phase}
8: for Yuv € E' do
9: if a,, = a,, then
10: Ay —{aw}, E' < E' — {uv}
11: Cl + C| —{aw}, C, < C/ —{aw}
12: if Imn s.t. A, = 0and (|C,] > 0 or |C)| > 0) then
13:  go tostep 1

EN|

The link-based algorithm is described in Algorithm 5. We first give the definition

of admissible channels, which will also be used later.

Definition 4.1. The admissible channels for link uv is defined as C, N C,, denoted

as Cyy.

To simplify our discussion, we exchange the role of nodes and links. In this case,
uwv corresponds to a node. uv’s neighbors are either uw or vw. After this exchange,
adjacent links become adjacent nodes. Then, we focus on channel selections for
nodes instead of links. So the nodes in the algorithm description below are actually
the original links. This is the conflict graph construction process, which can also be
found in [55].

Unlike the node-based solution, the link-based solution will result in conflicts
among adjacent links (new nodes). Local solutions vary depending on how (1) admis-
sible channels are selected and (2) conflicts among adjacent nodes are resolved. These
methods can be based on either a random choice or a predefined priority. The simple
approach in Algorithm 5 is to have a random admissible channel selection from C,,,
and conflict resolution based on node id: ID(uv) = ID(u) + ID(v). That is, node

wv with the highest ID(uv) will win.
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Algorithm 5 Link-based selection
1. {Initial allocation phase}
2: for You € F' do
randomly select ¢ from C,,
A,
. { Conflict resolution phase}
. for Yuv € E' do
if uv and any link in N, have conflicts then
remove the channel from the link with the lowest priority
if A,, >0 then
10: E' « E' —{uv}, Cyp < Cuy — Ay
11: if dmn s.t. A,,, =0 and C,,, > 0 then
12:  go tostep 1

© P> gw

Algorithm 5 reduces the number of rounds needed by channel assignment com-
pared to Algorithm 4, since there is a coordination between two end nodes during
channel selection. The coordination here is achieved by two end nodes exchanging
their available channel information through the common control channel. However,
Algorithm 5 does not take priorities of different links into consideration; this would
still result in a relatively low efficiency. In the next section, we will present an ad-
vanced algorithm, which considers the priorities of links and applies maximal match-

ing.

4.1.3 Advanced Local Algorithm

Different from the previous two basic algorithms, the node-link-based algorithm
makes improvements on both the sides of initial assignment and conflict resolution.

For the initialization part, we propose a notion of “star,” given as follows:

Definition 4.2. A star is a special 2-level tree with one node, and a set of adjacent

links associated with that node.

In each star, each link is “handled” by the end node, called a host. The node with
a higher ID is the host. This process is called a 'partition based on node ID.” In this

way, each link is associated with one node that has a larger ID. This partition will
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form a forest of “stars.” Then, in each “star,” it is possible to perform a good initial
assignment through maximal matching processing, by assigning channels to links that
minimize channel-conflict probability. This will maximize channel weight, which is
defined later.

Suppose a link uv, uv € s,, selects a channel ¢ € C, the conflict probability, with

its neighbors, is depicted as the following modified |C\,|:

Tuv(c)
puv<c = 4.1-1
) Zuw€su ZC/EC TuwCl ( )
where
1 1
Tuv(c) = Z WEUU}(C) + Z C—‘va(6)7

WEN,
Euw(c) is a step function with a value of 1 when ¢ € C,,, and 0 otherwise. Suppose
dyy = dy + d, — 1, where d,, = |N,|.

We can easily derive that for each star s,,

> 2 Pul(d)=1
UVESy ceC
Based on the definition of conflict probability, we define the following channel

weight:

Definition 4.3. The channel weight of channel ¢ over link uv is defined as
Wy (€) = dyy X (1 = pup(€)).

For the conflict resolution part, we propose a local and greedy solution by consid-
ering various priorities, which are related to the importance of each node in resolving
conflicts. Let d, be the effective node degree of node u, defined as the total number of

neighbors minus the number of neighbors with channels assigned. The importance of
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Algorithm 6 Node-link-based selection

1. {Initial allocation phase}
2: S « partitions of GG according to ID
3: for Vs, € S do
4.  for You € s,, Vc € C,, do
5 calculate wy,(c)
6:  calculate maximal matching between channels and adjacent links by the Hun-
garian’s algorithm
for You € s, do
update A,,
9: {Conflict resolution phase}
10: EE=E
11: for Yuv € E' do
12:  if wv and any link in N,, have conflicts then
13: remove the channel from the link with a lower effective degree
14: for Vs, € S do
15:  for You € s, do

16: if A,, > 0 then
17: Sy < Sy — {vu}
18: E' «+— FE' —{vu}, Cp < Cpy — Ay

19: if Vs, satisfies |C!/| > 0 and A,, = 0 for Vou € s, then
20:  go to step 3

a node is then defined as its effective node degree. This strategy will establish more
connections quickly, since the node with more links has a higher priority.

Combining both processes introduced above, we can give Algorithm 6 the node-
link-based selection algorithm. Suppose the host of link uv is u. u needs to collect
Cy, Cy, and C, for all w € N, |J N, to calculate channel weight for wv. Therefore,
two-hop information is needed (i.e., a neighbor’s neighbors). This process can be done
through two rounds of exchanges, using a common channel. Step 1 of Algorithm 6
requires one round of exchanges, and is calculated only once. Step 5 needs to be
re-calculated at each round, as G changes at steps 15, 16, and 17.

The maximum matching is done through constructing a bipartite graph with chan-
nels at the left side, and adjacent links at the right side. The weight value of each
mapping edge is the corresponding channel weight on the link. We apply the Hungar-

ian’s algorithm[56] here to find the maximum matching, which can be completed in
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polynomial time, O((|C|A)?), where |C|A is the maximal number of links in each bi-
partite graph. Moreover, the Hungarian’s algorithm is a local greedy algorithm, since
it only needs the weight information on each adjacent link in one star. The number
of channels and the number of links can be made equal by adding virtual nodes at
either side, so that the number of channels and the number of links are the same.
To apply perfect matching, the bipartite must satisfy Hall’s matching theorem[56] by

adding virtual edges from the virtual nodes. This would not affect the final result.

Theorem 4.4. The adding of virtual node and virtual edges would not affect the

result of perfect matching achieved by the Hungarian’s algorithm.

Proof: Given a bipartite graph G = (V = (L, R), E), such that for each (u,v) €
E, uw € L and v € R. Before adding virtual nodes and virtual edges, suppose the
maximal perfect match achieved by the Hungarian’s algorithm is M = (V, E'), |L| =
|R| and E' C E. In addition, for each u € L(v € R), there is exactly one v € R(u €
L), such that (u,v) € E'. The maximal perfect match after adding virtual nodes and
virtual edges is M’ = (V', E"). Let My C M’, such that M, = (Vy, Ep) is composed
of virtual edges whose weight are 0, where Vy C V' are virtual nodes and Ey C E”
are virtual edges.

First, assume the weight of all edges in M, W (M), is less than the weight of all
edges in M’', W(M'). We exclude all the virtual edges from E” and obtain W (M’ —
My). W(M' — My) = W(M') — W (My) = W(M') because W (M) = 0. This means
that W(M) < W(M' — My) with M’ — My, C G. That is, M’ — My can also be
the perfect matching of GG, which contradicts that M is the maximal matching, since
M = (V, E') is the output of the Hungarian’s algorithm.

On another hand, assume that W(M) > W(M’). Then, M = (V,E’) can also
be a matching in the bipartite graph with virtual nodes and virtual edges. This
contradicts the fact that M’ = (V' E”) is the maximal matching of the bipartite

graph with virtual nodes and virtual edges, which should be the maximal. Since
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virtual edges do not influence the final result, virtual nodes do not affect either,

because edges coming from virtual nodes are virtual edges with weight 0. O

In step 9, resolving conflicts requires exchanges among host nodes, which corre-
spond to two rounds of exchanges. There are several ways to resolve conflicts through
priority, which we will discuss in details later. One priority is the combined effective
node degree of two end nodes. Another priority is based on channel weight wy,(c).
The higher the weight, the higher the priority. |Cy,| can also be used as a priority,
with a small value corresponding to a higher priority. Removing assigned links in
steps 10 and 11 requires only local operations in hosts.

We now give a specific example based on Algorithm 6 to better illustrate our
algorithm. Considering the topology in Fig. 4.1, suppose that ID(a) = 1,1D(b) =
2,...,1D(g) = 7. The admissible channel set for each link is shown in Table 4.1. The
original graph is partitioned into three stars, as shown in Fig. 4.1, in which links are
only connected with nodes in stars. The three stars are: ¢ with its attached links,
g with its attached links, and f with its attached links. We compute the conflict
probability of every available channel on each link, which is in Table 4.2. Next, we
can get the weight of each channel on each link. The results are in Table 4.3.

Here, we take the channel assignment on the star charged by node c for an example.
We construct a bipartite graph, and add two virtual nodes on the link side to conduct
the perfect matching. Each edge in the bipartite graph has a weight, as computed
in Table 4.3. The weight of virtual edges connecting virtual nodes is 0. Next, we
conduct the maximum matching shown in Fig. 4.2. The other three stars conduct
their channel assignments in the same way. The total view of channel assignment
results is in Fig. 4.1. The number on each link is the channel assigned to it. Since
link ge cannot get any channel, we use a dotted line to represent this link.

There is a conflict between links cb and db, because they both are assigned channel

4. We resolve this conflict based on the effective node degree of two end nodes, which
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Table 4.1: Admissible channel set on each link.
ca | cb | gc | gd | ge| gf | db| fe
2 12,4(13,411,4| 3 3,44 ] 3

Table 4.2: Conflict probability of every channel on each link.
Pea(2) | Peb(2) | Peb(4) | Pge(3) | Poc(4) | Poa(1)

4 4 5 1 1 3
13 13 13 8 8 16
Pgd(4) | Pge(3) | Par(3) | Pgs(4) | pan(4) | pre(3)
T T 3 3 1 0

16 8 16 16

Table 4.3: Weight of every channel on each link.

Wea(2) | wen(2) | wen(4) wg6(3> w90<4) wgd(l)
27 36 32 71 21 i
13 13 13 4 4 16
Wya(4) | Wee(3) | wyr(3) | wyr(4) | wan(4) | wre(3)
5 35 65 65 0 3
16 8 16 16

turns out to be the same. Therefore, we remove one randomly. During the next round
of our algorithm, the result is not changed. Thus, the channel assignment process is

completed.

4.1.4 TImproved Conflict Resolutions

In the above discussion, we use the effective degree for conflict resolution. There
are several other ways to resolve conflicts through priority. In this section, we propose
another two conflict resolutions.

The first alternative is based on the remaining number of channels. For example,
|Cyw|, which is the number of unused channels on vw, can also be used as a priority,
with a smaller value corresponding to a higher priority. This strategy assigns a higher
priority to links with fewer choices of channels.

The second alternative is based on whether the link is essential or nonessential.
First, we assume that the priority of each node i is 1 D(7), based on alphabetical order,
such as ID(a) < ID(b). Here, for simplification, the priority is decided by nodes’

IDs. In real life, other meaningful metrics, for example, bandwidth and capacity, can
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a{l,2} Channel Link

b {2, 4}

Figure 4.2: The channel assignment process of the star charged by node c.

be applied to decide the priority. Then, we introduce the priority assignment method
for each link [57].

Definition 4.5. Link priority assignment: For each link vw, its priority is defined

as Pry, = (ID(u),ID(v)).

Thus, the priority of a link is a 2-tuple, which is based on the lexicographic order.
To decide the priority, first compare the first element in the 2-tuple, and then compare
the second element. The first element of the 2-tuple is the priority of the start node,
and the second element is the priority of the end node. Therefore, each link has a
total order in the network. Next, we give the definition of a nonessential link, based

on the link priority.

Definition 4.6. A link uv is a nonessential link if it satisfies the following conditions:
(1) There is a “replacement” path P from u to v, which does not pass link uv, and

(2) all the intermediate links on P have higher priorities than link uv.

Any link that does not satisfy the above condition is essential. For example,
suppose that there is a path from u to v, which is © — w — v. Then, link uv is
nonessential, because the intermediate links uw and wv both have higher priorities
than link uwv.

Therefore, when a conflict happens among two adjacent links, we can first check

if they are essential. The nonessential ones will be removed directly. If the adjacent
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Table 4.4: Simulation settings for local channel assignment algorithms.

total number of nodes [10, 40]
communication range of each node | [50,70]
total number of channels [4,30]
total number of PUs 10
interference range of PUs 40, 140]

links are both essential, we will use other methods - effective node degree, or the

number of channels remained on the link - to decide which one should be removed.

4.1.5 Simulations

Here, we present simulation results for our three algorithms. In addition, we im-
plement two other algorithms: the distributed greedy algorithm in [19] and an optimal
algorithm for comparison, which are compared with our node-link-based algorithm.
The greedy algorithm iteratively assigns channels to the node with minimum channel
choices. Our algorithm does not need the iterative process. We calculate the maximal
matching among links and channels, and then resolve the conflicts. Also, we compare
the three conflict resolutions of our third algorithm. Moreover, we implement the
approach proposed in our discussion part, and make some comparisons.

We randomly distribute nodes in a 200 x 200 unit square. Also, we randomly
generate a certain number of nodes and PUs with different interference ranges. Each
primary user occupies one channel in a certain range. If a node is within a PU’s
range, it cannot use the channel occupied by the PU. Therefore, each node in the
network has its own available channel set, according to the positions of PUs. The
settings of parameters are shown in Table 4.4. Under a certain setting, we run our
simulation 100 times to achieve stable results.

The three parameters, total number of nodes, total number of channels, and in-
terference range of primary users, are tunable. Each time, we change one of the

parameters to compare the algorithms using the following metrics:
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Figure 4.3: Comparison of delivery rate in two models.
o assigned link rate: the ratio of assigned links over possible links,

e deliwery rate: the ratio of the maximum broadcast reachable nodes over total

number of nodes, and
o number of rounds: the number of rounds needed by channel assignment.

The higher the assigned link rate, the better the result. The same applies for the
delivery rate. A small number of rounds indicates higher efficiency. Based on the
above system settings and evaluation metrics, the simulation results are presented in
the next section.

We assume that the interference range equals the communication range. Be-
cause of the accumulative effect of interference, the physical interference model (i.e.
the SINR model) is generally considered as a more realistic model. [58] provided a
per-node interference range calculation method, which performs very closely to the
physical interference model.

Our design could be easily extended to apply the model in [58]. We vary the
number of channels from 4 to 30, while keeping the number of nodes at 15 and
interference range of PUs at [60, 70]. The interference range of each node is computed
separately for the physical driven model. We compare the delivery rate of our three
algorithms before and after applying this model. Fig. 4.3(a) and Fig. 4.3(b) have

similar comparison results. In both figures, the performance of the node-link-based
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Figure 4.4: Comparison of delivery rate among three proposed algorithms.
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Figure 4.5: Comparison of assigned link rate among three proposed algorithms.

algorithm is the best, and the node-based algorithm is the worst. In addition, we
implement two other algorithms. One is an optimal algorithm which maximizes the
assigned link rate, without consideration of the number of rounds it takes. Another
one is the distributed greedy algorithm in [19]. We compare the assigned link rate
of the two algorithms and our node-link-based algorithm. Comparison results in Fig.
4.3(c) and Fig. 4.3(d) show that the comparison results are the same, with similar
trends for each algorithm. Comparisons of other metrics are also similar. Therefore,
in subsequent simulations, we only consider the simple model.

First, we compare the delivery rate by changing the three parameters. In Fig.
4.4(a), we vary the number of nodes from 10 and 40, while keeping the total number
of channels as 10. The interference range of primary users is randomly generated
among [60,70]. In Fig. 4.4(b), we vary the number of channels from 4 to 30, while
keeping the number of nodes at 15, and interference range of PUs at [60, 70]. In Fig.
4.4(c), we vary the interference range of primary users, while keeping the number of

nodes at 15, and the number of channels at 10. Based on the settings of the three
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Figure 4.6: Comparison of rounds among three proposed algorithms.

parameters, we randomly generate a topology each time. The results of Fig. 4.4
show that the node-link-based algorithm is almost 50% more than others. The trends
of the three vary, because more nodes and larger primary user ranges cause more
conflicts, while more channels cause fewer conflicts. The trend of the node-link-based
algorithm in Fig. 4.4(a) is increasing because, even though more conflicts cause fewer
assigned links, the assigned links are more connected; this causes the increase in the
delivery rate.

Second, we compare the assigned link rate. The settings are the same as the ones
comparing the delivery rate. The results are shown in Fig. 4.5. The node-link-based
algorithm has almost 2.5 times the other two in the assigned link rate. Reasons of
the trends are the same as the above argument.

Finally, we compare the number of rounds the three algorithms need to complete
channel assignment. The settings are the same, with results shown in Fig. 4.6.
The node-link-based algorithm needs the least number of rounds to complete channel
assignment, which is always less than three, based on our simulation.

For better comparison, we compare the node-link-based algorithm with the dis-
tributed greedy algorithm and optimal algorithm. We present the comparison results
in the following:

From the above comparison results, we can find that the two metrics, delivery
rate, and assigned link rate give similar results. Here, we only compare delivery rate

and number of rounds.
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optimal algorithms.
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Figure 4.8: Comparison of rounds among node-link-based, greedy, and optimal algo-
rithms.

First, we compare the assigned link rate of the three algorithms. Using the same
settings as before, results are shown in Fig. 4.7. We can tell that the node-link-based
algorithm achieves almost 70% of the optimal algorithm, and is 10% higher than the
distributed greedy algorithm. This is because the optimal algorithm performs channel
assignment without consideration of resources.

To better evaluate, we compare the number of rounds needed by the node-link-
based and distributed greedy algorithms (the number of rounds is too large in the
optimal algorithm). We vary the number of nodes and the number of channels each
time. The results in Fig. 4.8 show that the node-link-based algorithm takes less
rounds than the distributed greedy algorithm. The number of rounds in the greedy
algorithm equals the number of channels. This is because the greedy algorithm needs
to run once for each available channel.

In this subsection, we implement the three resolution strategies: effective degree,
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Figure 4.9: Comparison among three conflict resolution strategies.

essential edges, and the number of residual channels. We use the three conflict resolu-
tions to implement the node-link-based algorithm. Under the same settings as before,
the results are shown in Fig. 4.9(a). We can see that resolving conflict through es-
sential edges uses a smaller number of rounds than the other two strategies. Also,
we compare the delivery rate of the three conflict resolution strategies by changing
the number of nodes. The other settings remain the same. The results in Fig. 4.9(b)
show that conflict resolution based on essential edges has the highest delivery rate.

This is because the replacement paths of nonessential edges do not reduce network

4.1.6 Conclusion

In this section the channel assignment problem in CRNs is studied. We propose
three algorithms: node-based, link-based, and node-link-based. In the node-link-
based algorithm, we are able to achieve the best localized initialization by using
a “star” structure and maximal matching. We also present three ways of conflict
resolution. We introduce the notion of essential edges, and propose the possible
extensions of our algorithm, with the goals of improving the efficiency while keeping
the connectivity of the network. Extensive simulations are conducted to compare

our algorithms with others from different aspects. Results show that our advanced
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algorithm outperforms existing methods.

4.2 Channel Assignment Under Dynamic Source Routing

In this section, we consider the channel assignment under the scenario where a
network is using dynamic source routing (DSR)[59]. Among previous works done
on combining routing and channel assignment, [24-26] are about assigning channels
among nodes with multiple network interface cards. They do not consider cognitive
radio networks and have their own routing scheme. Their approaches have no pre-
diction about nodes’ actions and are fixed in the channel assignment process to some
extent. In addition, there are mainly two phases in DSR: route detection and route
maintenance. We can make use of these phases to gather information about nodes
along the route and achieve a more efficient channel assignment scheme.

We first propose a channel assignment approach under a single route model. We
use the route reply message (RREP) sent back by the destination node to gather the
estimated preference of each node to different channels. The source node can estimate
the SINR of each node on a certain channel along the route based on predicting their
choices among channels. We give the correctness and complexity analysis of our
algorithm. Then, we extend to a multi-route model based on the formation of a
multistage graph. We use a locking/unlocking scheme to assign channels for nodes

on a multi-route.

4.2.1 Preliminaries

To begin with, we first introduce two preliminaries for our model. One is the
SINR model related and another is about the multistage graph.

SINR Model. Works in [60-63] study the physical model for CRNs. In our
model, we adopt the SINR model. For a node n working on a certain channel m, the

value of SINR, ,,, in n’s operation area generally follows the following expression:
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where 5, is the minimum received signal strength in n;’s coverage area; a,, ; equals 1
when j is using m and 0 otherwise; I;,, is the maximum interference strength a node
J can produce to any receiver in n’s coverage area; Ny is the noise level.

More precisely, S,, = P,/Qnn, where P, denotes n’s transmission power, and @,
denotes the maximum pathloss from transmitter n to any position in its operation
area. I;, = P;/Q;n, where Q;, denotes the smallest pathloss from j to any position
in n’s operation area.

The maximum achievable data transmission rate R of a given channel can then

be computed based on the given SIN R using Shannon’s capacity theorem:

R =Wlog,(1+ SINR),

where W is the carrier bandwidth.
We use the above two expressions in the following sections to estimate the SINR
and choose channels based on the data transmission rate.

Multistage Graph. A multistage graph is a graph G = (V, E):
e V is partitioned into K > 2 disjoint subsets {V1, Vs, ..., Vk };

e If (a,b) is in E, there exists an ¢ such that either both a and b in V; or a is in

V; and b is in V;,q;

o |Vi| = |Vk| = 1. The vertex s in V; is called the source; the vertex t in Vi is

called the sink.

A subset in the multistage graph is called a stage. Detailed examples will be

introduced later.
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4.2.2 Problem Formulation

We consider a CRN using DSR under the SINR-driven interference model. Each
node in the network has a operation area and it must be heard by any point in its
operation area. There are two major phases during routing: route discovery and route
maintenance. A route reply would only be generated if the message has reached the
destination node. Each node in the network is a cognitive radio node and has the
ability to choose its own channel.

Each node in our network has its own operation range and it uses a certain amount
of transmission power to transmit to nodes in its operation area through one chan-
nel. The SINR of any node within a certain node’s transmission range should be greater
than the SINR threshold. Also, we assume that there is a common channel in the
CRN. The source node broadcasts a route request message through the common chan-
nel. All of the other nodes also send the probing message on the common channel
until the destination node is reached. The destination node would send the route reply
message. We use M = 1,2, ... to denote the set of available channels and N = 1,2, ...
to denote the set of nodes on the chosen route. Some nodes cannot use the same chan-
nel due to interference. We denote a single node with n; € N and a channel m; € M.
After the source node receives the route reply, it would assign |M| channels among
|N| nodes on the chosen route. Each node would be assigned to a channel used for
transmitting. After performing the channel assignment, the source node would know
the throughput of this route. Our approach is a two-stage, best-effort scheme. First,
find the best route, in terms of hop counts, to the destination without considering
channel conditions and rates. Then, optimally select channels based on rates of the
selected path. Clearly, these two stages do not constitute a global optimization, but
they represent a good heuristic as is confirmed through our simulation.

In our model, there are several constraints:

e For each node n using channel m along the route, to make sure it can transmit
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successfully to any node in its operation area, the SINR of any point in its

operation range should be above a threshold, SINR,, ,,, > S.

e For each node, the transmission rate coming in should equal the transmission

rate going out, fi = f, .

n,m’

e For each node, the transmission data rate f,,, cannot exceed the maximal

transmission rate ¢, ,, on its assigned channel, f,,,,, < ¢y .

Under the constraints, our objective is to maximize the throughput of the selected
route. The source node would compute the best channel assignment result based on

the information brought back by the route reply.

4.2.3 Single Route Channel Assignment

In this part, we propose a single route channel allocation algorithm under DSR.
We would first analyze the hardness of this problem. Then, we would describe two
main parts of our algorithm. Finally, we would give correctness and performance
analysis.

Hardness Analysis. Given a chosen route, if we do not consider accumulative
interference, each node would make its own choice independently. Let f denote the
final throughput and ¢, ,,, denote the maximal transmission rate of node n; assigned

with channel m;. The problem can be formulated as follows:

maximize fg m,,

subject to: fr,m;, < Cnim;

Vn; € N, ;’iji_l = Frim;
S,

SINR, m = —2— > f,

S YA 2
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where [ is the interference caused by other nodes, not on the chosen route, work-
ing on the same channel with n;. Ij is a constant for a given time. f,,, is the trans-
mission rate of source node s on channel my, ¢, n, is the maximal transmission rate of

n
Tq,Mi—1

node n; on channel m;, is the transmission rate coming into n; and f,, ,, is the
output transmission rate. Given SIN Ry, im;, Cnjm; = Wlogy(1 + SINR,, ;). This
becomes a linear programming problem and can be solved in polynomial time[64].
We now consider the accumulative interference under the SINR model. To a
certain node n; on the chosen route, the interference caused by other nodes working
on the same channel would be taken into consideration. Now the problem can be

defined as:

maximize fs n,,
subject to: fr, m; < Cnyms

vni € N7 f?i,’,:,mifl = fniymi

S,

SINR,, m;, = >
7 Zj;éi ami,njlnj,ni + ]0 + NO

ﬁ’

where @y, »;, equals 1 when n; is using m;, Vn; € {nodes on the chosen route}.
Otherwise, it equals 0. Therefore, it considers the choices of nodes on the chosen

route.

Theorem 4.7. The single channel assignment problem wunder the compler SINR

model is NP-hard.

Proof. Given SINR,, ,,, > [, we have:

S,
E#i ami,njlnjmi + NO

>
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Zami’njfnj,m < gl — N(].
JFi

Now we can use the reduction from the known NP-hard problem. The General
Precedence Constrained SM-RCPSP in [65] is NP-hard and can be reducted here.
The S; in SM-RCPSP can be represented by the maximal interference among ¢ nodes
that are currently assigned channels. Then, the [, ; in SM-RCPSP is the increased

interference caused by j — ¢ new assigned nodes. O]

In the next part, we make use of the characteristics of DSR and propose an efficient
approach.

Single Route Algorithm. There are two main phases in DSR: route discovery
and route maintenance. During the route maintenance phase, the destination node
would send back a route reply message. Each node on the chosen route can piggyback
some information to that message. Therefore, the source node can make use of the
piggybacked information and assign channels for each node on the route. In general,

there are mainly three phases in our approach:

e The source node sends the route request (RREQ) packet through the common

channel. After the destination node receives RREQ), it chooses one single route.

e The destination node sends back a route reply (RREP) packet. Each node on
the path would piggyback its own estimated preference of each channel to the
RREP and forward it to the next-hop node, which is nearer to the source node,

on the chosen route through the common channel.

e The source node receives the RREP, including each node’s information on the
route. It estimates the SINR of each node and calculates the transmission rate
based on the estimated SINR. It assigns a channel to each node. The source

node distributes the channel assignment result through the common channel.
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Figure 4.10: An example of single route.

For example, in Fig. 4.10, after destination node D chooses one route, it would
send back a RREP along this route. Node n; would piggyback its preference of each

channel and forward to node n;_;. Next, we introduce our approach from two aspects:
e Piggyback: the detailed information of each node piggybacked by RREP;

e Assignment: the channel assignment method after the source node receives the

piggybacked information.

The piggybacked information is about each node’s preference to channels. Def-
inition 4.8 defines the estimated preference of each node to a certain channel. We

denote such preference through a probabilistic way.

Definition 4.8. The preference of node n; on channel m; is the probability of n;

choosing m; as its preferred channel to transmit, denoted by py,; m,:

Wlogy(1+ SINR )
S Wlogy(1 4+ SINRY, ,, )’

pnmmi -

where:

Sy
SINR — — n .
v an¢N a’mjvnk]nkani + No

SINRY),, is the current minimum SINR in node n’s operation area using channel
m. The interference is caused by other nodes, {n;}, in the network besides nodes on
the chosen route. Thus, Wlog,(1+ SINR), ) is the minimum transmission rate in
n’s operation area using m. Here, if a channel’s availability dynamically changes or

a primary user suddenly appears, the SINR of that channel would become 0. This
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Figure 4.11: Virtual nodes of a single route.

would result in the preference of that channel turning into 0. Therefore, the node
would not choose a channel suddenly occupied by a primary user. Besides, we can

easily prove that:

Z Prym; = L.

Vm;eM
For example, in Fig. 4.10, after node n; receives the RREP, it would first add its
preference of M channels, py, m,, Vm; € M, to the RREP and then forward to node
Ni_1-
After the source node receives the RREP, it would assign channels to each node
on the route starting from the source node. First, it divides each node into M virtual
nodes. Each virtual node occupies a channel. For example, node n; is divided into

ni,n? ....nM. Virtual node n[" denotes that n; occupies channel m;. Then, the

1'%
channel assignment on this single route becomes Fig. 4.11. There is no vertical link
between virtual nodes of a same node. Definition 4.9 gives the conditions to form

horizontal links.

Definition 4.9. If nodes n;,_; and n; are adjacent nodes along the route and n; is
m; mi—1

the next hop of n;_1, the horizontal link (n)",n,['),Vm;,m;—y € M only exists if

the estimated SINR at any position in the operation area of nodes n; is above the
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threshold 3. The estimated SINR,,, ,,, is computed as:

Sh;
i—1 N )
Ej:l p%j,mifnj,m + Zk:i—i—l PriemiLngn: + 1o + No

where:

0 m; € M’
/ == .
pnj7mi - y
_ Wlog2(1+SINan’ml.) - ¢ e
2 ket kg rr Wloga(1+SIN Ry j my, ) v

M" is the set of channels that SINR,,, ,y, < 8,Vmj € M.

L, n; is the maximum interference strength a node n; can produce to any receiver
in n;’s coverage area. S, is the minimum received signal strength across n;’s coverage
area. [j is the interference caused by other nodes in the network besides nodes on
the chosen route. Ny is the noise level. Nodes n;,j € [1,7 — 1] are the previous hops
of node n; along the route. Nodes ny, k € [i + 1, N] are the following hops of node n;.
DPny,m, 1 the information of node k’s probability of choosing channel m;, brought by the
RREP. p’nj .m, 18 the modified probability of node n; choosing m;. This is because after
the piggyback phase, the previous nodes have made initial choices about preferred
channels based on their estimation and excluded some previous horizontal links. So
the p;jvmi is the reevaluated probability for each node on a certain channel based
on SINR,,; ,,, instead of SIN jovmi. It is more precise than the previous estimated
value py,; m, -

According to Definition 4.9, the source node forms the links among virtual nodes.
It would then compute the route based on the transmission rate on each channel.
The expression of the computing transmission rate is Wlog,(1 + SINR), as is stated
in the preliminaries.

When assigning channel m; to a node n;, previous nodes of n; have been assigned
channels. We use two metrics for channel assignment. One is the maximal interference

that the current node can cause to the previous node on a channel. The maximal
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Algorithm 7 Channel Assignment of Single Route
1: node n; = source S, n;11 = next hop of n;
2: T[m;]: an array of size |M|, each element is the maximal allowable interference

on m;
3: Lim;]: an array of size |M|, each element is the nearest node to next hop on
channel m;

while n; ., # destination D do
while n; is not assigned any channel do
m; = the channel with highest transmission rate
if [ni,L[mi] < T[mz] then
assign m; to n;
if n; # S then
10: ni_1 = n;’s previous hop
11: m;_1 = ny,n; = Ny, Nir1 = nexthop of n;
12:  Update T'[m;] with minimal T, ,,, m;, Vn; € {previous nodes of n; working on
the m;}
13: L[m;] =n,
14:  Update SINR,, »,,Vm; € M based on previous nodes’ choices

interference caused by current node n; depends on the distance. Therefore, we save
the location information of the node assigned channel m;, which is the nearest to n;.
Another is the extra maximal allowable interference of previous nodes on a certain
channel. The extra maximal allowable interference of node n;, which is among the
previous nodes of n; on the chosen route and also working on m;, T}, n, m,, is computed

based on Definition 4.9 as:

nj
5 - § :anz,milnl,nj - § , pnmmilnk,m‘ - IO - NO
=1 k=i+1

The channel assignment process is shown in Algorithm 7. Array L[m;] keeps
the nearest node assigned m;,Vm; € M. Array T|m;| saves the maximal allowable
interference of previous nodes on m;, Vm; € M. After a node is assigned one channel,
both the arrays of L and 7" would be updated. The virtual links are formed and there
is only one virtual node linked to the next-hop node. For example, if n;" has a link
to the next hop, then n; is assigned channel m;,.

For example, when assigning channels to n; in Fig. 4.10, n; maintains a set of
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channels. Its estimated SINR is larger than the threshold 3. It would start from
the channel with the maximal transmission rate, which can be computed through the
SINR. Then, n; would compute its maximal possible interference I, 1, caused to its
nearest node L[m;], which is assigned m;. This is also the upperbound of interference
that n; can cause to any previous node. T'[m;] maintains that the lowerbound of the
interference can be taken among all previous nodes assigned to m;. If n; wants to
choose m;, and I,,, 1, is lower than the lowerbound of interference that previous
nodes on m; can take, m; is assigned to n;. Otherwise, n; would choose the one with
the highest transmission rate among the remaining channels. In the last step, after
moving to the next hop, it would first update its SINR estimation on each channel
based on previous nodes.

After the source node completes the above process, it would determine the through-
put of the chosen route based on the minimum among maximal transmission rate of
all the chosen links. We give the correctness and complexity analysis.

First, we would prove that our algorithm above satisfies all of the constraints. f
is the throughput after the channel assignment process is completed. {c,, m,,ni € N}

is the set of channel assignment results.
Theorem 4.10. f,, ., < ¢uym,, Vi € N.

Proof. Since fr, m; < fome < min{cn,m,},¥n; € N,

fni7mi < Cni,mi;vni € N D

This is obvious. Next, we need to prove that the SINR of each node after assigning

channels is above the threshold.
Theorem 4.11. SINR,, ,,, > 3,Vn; € N.

Proof. We can prove this by showing that after a certain node n; is newly assigned
channel m;, SINR,, ,,, > B. For nodes before n; that have already been assigned

with channel m;, also satisfy the SINR constraint.
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In the channel assignment phase of Algorithm 7, we would update p’ after each
node is assigned with a channel. From Definition 4.9, the computation of p’ takes the
channel assignment results of all previous nodes into consideration. That is, when
computing SIN R, ,, the interference caused by previous nodes on the single chosen
route working on the same channel is considered. Therefore, SINR,, ,,, > S3.

Then, we need to show that previous nodes assigned with m; also satisfy the
SINR constraint. In Algorithm 7, I, pjm, is the maximal interference n; caused to
previous nodes on channel m;. For any n; that has been assigned m; on this route,
Ly < Ing Limg)- Since I, rim,) is less than T, ;s Ing o, 18 less than T, 5, 0, for any
n; transmitting on m,, which ensures the interference caused by n; would not make

the SINR of its previous nodes below than /. O

Now we give the analysis of the complexity of our algorithm, which is shown in

Theorem 4.12.
Theorem 4.12. The worst case complezity of Algorithm 7 is O(|M||N|?).

Proof. The complexity of steps 5 and 6 in Algorithm 7 is O(]M||N|). The worst case
scenario in step 13 would be to update T for the most times, which happens when

the following example situation comes up:
mi— >Ny, Mo— > No, M1— > N3, Mo— > Ny, ...

The total update times would be:

N| |N
1+1+2+2+...+%+%:O(\N|2)

Therefore, the worst case complexity is O(]M||N|?). O

If we find the optimal result by searching all of the different choices, the complexity

would be O(|M|IM). Our algorithm is significantly more efficient than the complexity
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view when |M| > |N| > 4.

We can also have a analysis about the information overhead and computation
complexity of the source node. For each node along the route, the information piggy-
backed is its preference on each available channel. This is a |M| x 1 metric, which is
relatively small. Then, the total information given to the source node is a |M| x |N|
metric. From the above analysis, the computation complexity is O(|M||N|?). There-
fore, the information overhead and computation complexity of the source node is not

significant.

4.2.4 Multi-Route Channel Assignment

We first introduce our channel allocation model based on multi-route DSR [66].
It is an extension to the single route and each node chooses its neighbors to help
transmit. We would introduce how to convert the multi-route assignment problem to
the single route assignment problem above. Then, we give the complexity analysis.

Multi-Route Formation. Compared to the single route, the multi route scheme
has two kinds of nodes: (1) base nodes on the main route; (2) alternative nodes on
the alternative route. After the destination node chooses a single route, nodes on this
chosen route all become base nodes. Each base node chooses its one-hop neighbors
to be alternative nodes to help with transmitting. In this way, the throughput is
improved and the delay is reduced. We give the specific definition of alternative

nodes in our model.

Definition 4.13. For node n;, if there exists a one-hop neighbor which is not included
as the alternative node of n;’s previous nodes, then this node is n;’s alternative node,

denoted as aé, J € [1,number of n;’s alternative nodes].

This definition avoids that a node becomes two base nodes’ alternative node at

the same time. We call this ag- being “charged” by node n;. For example, in Fig.
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Figure 4.12: Multi-route with alternative nodes.

4.12, although nodes ai™', ab™' ai, a} are all n;’s one-hop neighbors, only a?,a} are
n;’s alternative nodes. This is because n;_; is the previous node of n; and a’fl, aé‘l
are already charged by n;_;.

The main process is similar to the single route model. The first phase is still
the source node sending a RREQ request to reach the destination node. After the
destination node chooses a route, it would send back a RREP. Each node on the
chosen route now is the base node. When it receives a RREP, it needs to piggyback
not only its own probability to choose a certain channel, but also another two aspects
of information: (1) its alternative nodes; (2) the probability of alternative nodes
choosing a certain channel. From Definition 4.13, two adjacent base nodes have no
overlap of alternative nodes. Each alternative node would send its probability of
choosing a certain channel to its charging base node. Then, the base node would
add all of the information to the RREP and forward it to its next hop on the main
route. In Fig 4.12, n; would add n;, a} and a}’s probability of choosing each channel
to the RREP. Now the channel assignment problem is to assign channels for both
base nodes and alternative nodes.

Conversion. The multi-route channel assignment problem can be solved by con-
verting to the single route channel assignment problem with the help of the multistage
graph.

As stated in the above part, each base node on the main route charges a set of
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alternative nodes. We now define the concept of stage in our multi-route problem in

Definition 4.14.

Definition 4.14. A stage consists of a base node n; and the set of alternative nodes

{a%} charged by n;.

The links are either within a single stage or within adjacent stages whose base
nodes are adjacent in the main route. Each stage is regarded as a node in single route
model. Then, the multi-route is converted to a single route. For example, nodes n;,
ai and ab are treated as a single node in Fig. 4.12.

We now need to make modifications to the SINR estimation in Definition 4.9. For
each base node, the previous nodes that have influences on its SINR contain both the
previous main nodes and previous alternative nodes. The same applies for the SINR
calculation of alternative nodes. Previous main nodes and alternative nodes also have
influence to its channel choosing probability. Thus, when computing the estimated
SINR, we should actually include all of the nodes - base nodes and alternative nodes
- in previous stages. Now we define an order to calculate each node’s estimated SINR
and its probability to choose a certain channel. Starting from the source node, the
stage in which the base node is nearer to the source node is computed prior to other
stages. During a single stage, the base node would be computed first. It would assign
each alternative node an ID, shown in Fig. 4.12. The alternative node with the higher
ID number would be computed before other alternative nodes. In Fig. 4.12, nodes
ni, at and al would be computed before n;,;, ait' and a5™. In addition, n; would
be computed before a} and a). a’ would be computed before a! due to al’s ID 2
is higher than a!’s ID 1. Therefore, for a base node, when using Definition 4.9, the
p;%mi should include all of the nodes in the previous sets. For an alternative node,
the p;, ,,, would include two aspects: (1) all of the nodes in the previous stages; (2)

all of the nodes in the same set computed before it.

Locking/Unlocking Scheme. In order to avoid overhearing issues among two
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Algorithm 8 Channel Assignment Among Alternative Nodes

1: base node n; = source S, n;,1 = next hop of n; along the main route
2: T[m;]: an array of size |M|, each element is the maximal allowable interference

on m;

3: Lim;]: an array of size |M|, each element is the nearest node to next hop on
channel m;

4: Lock all the stages

5. while n;,; # destination D do

6:  Unlock the set charged by n;, lock previous stage

7. A; = set of n;’s alternative nodes

8 while Elag € A; having no channel assigned do

9: a¥ = n;’s alternative node having no channel assigned with the highest ID

10 Update p’ and SIN Rk .., Vm; € M

11: Choose the channel m; with highest transmission rate for a?

12: if Iok 1, < T'[m;] then

13: assign m; to af

14: Update T'[m;] and L[m;]

15:  n =mn', n’ = next hop of n along the main route

adjacent stages, we apply a locking/unlocking scheme when assigning channels among
different stages.

The source node would assign channels first along the main route, using Algorithm
7. After that, it would assign channels for each alternative node using Algorithm 8.
The constraints in Algorithm 8 of 7'[m;] and L[m;| have the same meaning as in
Algorithm 7. The update of L[m;] needs to calculate the minimum distance with
the next alternative node to choose which node to store. Each time it would unlock
one stage to assign channels and keep other stages locked; nodes in the locked stages
would not transmit data so that the unlocked stage would not be interfered with
when computing the SINR. After finishing one stage, it would move to the next stage
which is charged by the next base node along the main route.

The complexity of our multi-route channel assignment approach is O(|M|(|N]| x
|N.|)?), where N, is the alternative node set of a stage with the most alternative
nodes among all of the stages. That is, |N,| is the upperbound of the number of

alternative nodes in a single stage. It is obvious that the complexity would be very
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Table 4.5: Simulation settings for channel assignment under DSR.

Number of nodes (100, 300]
operation range of each node 500
Number of channels (100, 300]
TX power 23 dBm
Noise power —98 dBm
SINR threshold 10 dB

large when the number of alternative nodes is large in each set.

4.2.5 Simulations

In this part, we perform the simulations for the single route model, multi-route
model and the extension of applying virtual backbones. Also, we implement an
optimal algorithm, which gets the optimal result via an exhaustive search.

We randomly distribute nodes in a 2,000 x 2, 000 unit square. Some of the nodes
are busy at a certain channel and some of the nodes are idle. We randomly choose
a source and a destination. Then, we generate the route along which the channel
assignment is conducted. The settings of our simulation parameters is shown in
Table 4.5.

The two parameters, number of nodes and number of channels, are tuneable.
To compare our algorithm with the optimal algorithm, we change one of the two

parameters and compare the algorithms using the metric:

Jsmo
U=

5,m0
where f;,, is the transmission rate of our algorithms at the source node, and f,,
is the transmission rate of the optimal algorithm at the source node. Obviously, the
higher U is, the closer our algorithm is to the optimal results.

Single Route. We initiate with 100 nodes and 100 channels. The generated route

is shown in Fig. 4.13. Here, the number of nodes on the chosen route is 10. Then,
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Figure 4.16: U VS nodes. Figure 4.17: U VS Chs. Figure 4.18: Base nodes.

the initial preferences of each node are shown in Fig. 4.14. Due to the consideration
of clarity, we only show the five nodes here. From Fig. 4.14, each node can exclude
some channels easily (initial preferences = 0).

Based on these settings, we perform our Algorithm 7 from source node to desti-
nation node. At a certain point, the preferences of nodes that have not been assigned
channels are shown in Fig. 4.15. Here, we choose the 6th node from the source on the
chosen route. The previous node has made choices. Their choices modify the pref-
erences of later nodes. The modified preferences are based on a more precise SINR
estimation. We only show the preferences greater than 0, which are much less than
Fig. 4.14. Therefore, the complexity of assigning channels to later nodes is reduced.

Then, we change the two parameters: number of nodes and number of channels.
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Each time we generate a new topology and three new routes, we compute the metric
U on each route by applying our single route algorithm and the optimal algorithm.
Fig. 4.16 shows the results after varying the number of nodes from 100 to 300. When
the number of nodes is increased, there would be more interferences in the network;
our algorithm is closer to the optimal result. In Fig. 4.17, the number of channels
is changed from 100 to 300 and the number of nodes is kept at 200. From the two
figures, our algorithm achieves almost 60% of the optimal results.

Multi-route. We use the same setting as the single route. First, we identify
the alternative nodes along the main route in Fig. 4.13. The results are shown in
Fig. 4.18. We use three colors to distinguish every three adjacent base nodes on the
chosen route. Each node’s alternative nodes are in the same color. From the figure,
two adjacent nodes on the main route have no overlap of their alternative nodes.

Then, we analyze the results after assigning channels for both base nodes and
alternative nodes. First, we compare the throughput between the multi-route model
and the single route model along three generated routes. The metric used for com-

parison is as follows:

mul
_ S,mo
G = sin
5,10
where f™¢ is the transmission rate at the source node under the multi-route model
S,mg
and f&" s under the single route model. We change the two parameters: the
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number of nodes from 100 to 300 and the number of channels from 100 to 300.
When the number of nodes is changed, the number of available nodes is also changed
proportionally. Fig. 4.19 and Fig. 4.20 are the results of three different routes.
It is obvious that the throughput of the route is increased under the multi-route
model compared to single route model. Moreover, we conduct the optimal algorithm
which searches exhaustively and finds the optimal assignment for both base nodes
and alternative nodes. We compute the metric U with fs,,, = ;nn% . We change the

number of channels from 100 to 300. The values of U are shown in Fig. 4.21. Our

algorithm achieves almost 55% of the optimal results.

4.2.6 Conclusion

In this section, we consider the channel assignment problem under dynamic source
routing in cognitive radio networks. We make use of piggybacked information to
collect information of each node on the chosen route. Also, we propose a mechanism to
estimate the SINR, which is used to determine the probability of each node choosing a
certain channel. Two models are presented: single route model and multi-route model.
We show how to convert the multi-route model into the single route model. Moreover,
we propose a locking/unlocking scheme for channel assignment in the multi-route
model. Specific simulations are conducted to show the performance of our algorithm.
Results show that our algorithms achieve almost 60% of the optimal algorithm in

terms of transmission rate.

4.3 Chapter Conclusion

In this chapter, we consider the channel assignment problem in CRNs, which is
different from traditional networks due to the high dynamics of channel availability
and the low time-consuming requirement. We first consider the conflict-free channel

assignment by giving three algorithms. Then, given a specific routing algorithm, we
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study the channel assignment for both single route and multi-route scenarios.

We design a fast convergent-localized protocol that assigns conflict-free channels.
We first present two basic localized algorithms and an advanced localized algorithm
to solve the channel assignment problem. Specifically, we propose a method to par-
tition the given network into “stars” (which resemble 2-level trees) where a localized
match between links and channels is feasible. Based on the proposed framework,
we further develop three conflict resolution strategies to make our scheme versatilely
adaptable to different network conditions. We also propose an extension, which can
trim nonessential links to further enhance performance.

Under the DSR model, we make use of piggyback information in the RREP packet,
define the probability of each node choosing a certain channel and use a realistic
physical model to estimate the SINR. We study the single route channel assignment
problem under our model, which is proven NP-hard, and give the complexity analysis
of our proposed approach. Then, we extend to solve a multi-route channel assignment
by converting it to the single route channel assignment problem.

In the next chapter, we will present our work on the routing issues in CRNs.
Routing in CRNs is different from traditional wireless networks. Based on the works
on channel assignment, our proposed routing protocols are spectrum aware with high

reliability.
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CHAPTER 5

SPECTRUM AWARE ROUTING IN CRNS

Since nodes in CRNs need to quit immediately when PUs become active and
occupy a channel, the links are highly unstable for data transmission. The dynamics
of channel availabilities result in the difficulty of routing in CRNs, and in carrying out
end-to-end data transmission. First, the routing protocol should be able to select the
initial route while considering the influences of PU activities in future. In addition,
the route reliability and route recovery cannot be neglected considering the inevitable
route broken issues during transmission. In this chapter, we propose our works on

designing efficient routing protocols in CRNs.

5.1 Routing Protocol with Boundary Nodes

There have been many works on routing in CRNs [5]. Since the dynamic channel
availabilities affect the delay and reliability of each route, the route selection algorithm
needs to consider the channel availability situation of each optional route. Most
of the existing routing protocols rely on the piggybacked channel information, and
build their metrics regarding multiple parameters, e.g., channel availability and route
quality. Then the route selection is usually based on these metrics. However, there
are two main problems with these protocols. First, the overhead of the piggybacked
information is usually too large, which makes it impractical when considering the
energy and interference. Second, the piggybacked channel availabilities cannot convey
the instant channel situation because, at the time the data is being transmitted, the

channel availabilities are possibly different. Therefore, a better protocol should be
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able to take both the overhead and channel availability dynamics into consideration.

We consider the routing problem in a novel way, and make use of the directional
antennas to help route selection. There have been many works done using directional
antennas to benefit the data transmission in traditional wireless ad hoc networks[67].
There are two benefits to applying directional antennas. One is the reduction of radio
interference. Thus, in CRNs, it increases the spacial reuse opportunities among PUs
and SUs, and also for SUs themselves. Another benefit of directional antennas lies in
the determination of if a node is located at the boundary of a PU area. The different
directional antennas on each node do not need to be globally aligned, which is similar
to the directional antenna model in [68].

We assume that each node is equipped with a directional antenna, which is a
reasonable assumption, considering the directional functions in many mobile devices
today. We define the boundary node, and each node is able to decide whether it
is, itself, a boundary node or not. We use the USRP/Gnuadio testbed to show the
difference among sensing results in different sectors of the directional antenna on a
boundary node. We make use of the piggybacked information by boundary nodes.
The source node makes use of the information returned by boundary nodes along
each possible route, measures the channel availability and stability of each route, and
chooses the best one to reach the destination node through our algorithm. During
the process of route selections by the source node, the boundary nodes’ information
can be used as a “traffic blocker”, which “blocks” traffic from entering too many PU

areas.

5.1.1 Preliminaries

The delay of a routing path in CRNs is different from that in traditional wireless
networks, due to the dynamic channel availability on each node. The main factors

that influence the delay are the following:
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Medium access delay, which is the delay when a node accesses a given channel;

Queueing delay, which is related to the output transmission rate of a node on

a given channel;

Handoff delay, which happens when the current channel is occupied by PUs,

and the nodes need to switch to another channel,

Rerouting delay, which is when the current link is unable to meet the trans-
mission requirements, and the sender needs to seek another route to reach the

receiver.

Therefore, if a routing path consists of many unstable links that need to be fre-
quently handed off or rerouted, the overall delay would increase because of the in-
crement in medium access delay, handoff delay, and rerouting delay. If the sender
of a given link can only use low power to send, due to the interference requirements
of PUs, this would result in low transmission rate, and the queueing delay would

increase.

5.1.2 Problem Formulation

We consider a CRN with the node set, {a,b,c,....}. Each node is equipped with
directional antennas, which divides the omnidirectional transmission range of each
node into a number of sectors. We assume that each node is static. The total available
channel set is denoted as M, which is licensed to a set of PUs, whose activities are
unknown. During the data transmission, each node selects one sector to send the
data. We assume that there is a CCC for nodes to coordinate. Our model can also be
extended to environments without a CCC, using the channel rendezvous approaches
in [69]. We assume the existence of a CCC here for simplicity.

There are several constraints that need to be satisfied for successful data trans-

mission, regardless of which sector is adopted by each user. When node a sends data
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to node b, they must tune in to the same channel, m € M. Suppose the power used

by node a is P,. The minimum SINR requirement at b is a;. Therefore, we have

Pagab

| 1-1
Not1 (5.1-1)

Moreover, suppose that the nearby primary user pairs, PU —T'X and PU — RX,

are working on the same channel m. Then, we have

Pygpp
NO + I + gaPPa

> ay, (5.1-2)

where P, is the power adopted by PU —TX, g,, is the power gain from PU —TX to
PU —RX, g, is the power gain from node a to PU — RX, and «, denotes the desired
SINR requirement of PU — RX. The data transmission from a to b is successful only
if the above two constraints are satisfied.

Since the position of any PU — T'X is unknown to SUs, to make sure the PU
sessions are not interfered with, we strengthen Constraint (5.1-2) as for any point
within PU — T'X'’s area, instead of only PU — RX, where the SINR value is above
ap; P, must satisfy Constraint (5.1-2), no matter which sector a uses. Therefore,
when a and PU — T'X are working on the same channel, we have the following three

situations regarding the constraint of P,, based on the distance between PU — T'X

to node a: )
Ppgpa
0 Notl =~ O
_ Ppg,.r _
Fa=qr 8 = g P =0, (5.1-3)

Ppg,
Pma:): No-li)-pI = Qp, gap’Pma:v =0.

\

The first case is that when the SINR value of PU —T'X at a’s location is above «;,, a
cannot use the channel of PU — T'X. The second case is that a can use the channel

of PU — TX, but the interference caused by a cannot make any point that has a
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SINR greater than or equal to «a, as being less than «,. p’ is a boundary point of
PU —TX'’s transmission area, where the SINR is equal to «,. The third case is that a
is far from PU — T X’s transmission area. Node a can transmit at the maximal power
Pra without causing any significant interference to any point within PU — T X'’s
transmission area.

Suppose there are session requests in the CRN. For a source node S, the objective
of our model is to find the route with the minimal delay while ensuring the reliabil-
ity, as to reach the destination node, D. Based on the delay discussion in previous
subsection, the channel availabilities on each link play an important factor in deter-
mining the overall delay. Since the channel availabilities on each link are dynamic, it
is impractical to find the optimal solution. Even if a route provides the minimal delay
at a given time, it is unable to ensure the minimal delay during the entire session.

Without loss of generality, we assume the data transmission delay for a single
link is a constant, if there is no PU, based on the constraints in Eq. (5.1-3). Our
model can be easily extended to variable data transmission delay, (e.g., with power
management), which will be shown later. Therefore, the total delay of each route is
proportional to the number of hops plus the handoff or rerouting delay, caused by
active PUs. An intuitive idea is to have nodes on all potential routes piggyback their
channel availability information, and let the source node collect all the information
to make decisions about route selections. This solution has two defects: 1) when
the distance between the source node and the destination node is very large, the
information of all nodes could be huge and burden the CCC; 2) the channel availability
information of each node is dynamic in CRNs. It means that the channel availability
could change during data transmission, which would cause longer delay and even
break the routes.

We provide a protocol for routing which considers both delay and reliability, with

the help of directional antennas. In our model, to select a route, there are four
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factors that need to be taken into consideration: the nodes on the route, the sector
adopted by each node to transmit, the channel used on that sector, and the power
allowed on that channel. Considering that the interference constraints of PUs and
SUs are both dynamic, it is impractical to find the optimal solution. We propose an
effective routing protocol, which makes use of the directional antennas, and efficiently
reduces the overhead during the exchange of control messages on CCC. Our model
focuses on piggyback and route selection phases: after the route is selected, the
channel management and channel selection for each single link is out of scope. Works
in [70, 71] can be easily applied for data transmission on the selected route under

different network environments.

5.1.3 Routing Protocol with Directional Antenna

Since each node in our model is equipped with a directional antenna, for a node
a, we use the 2-tuple (IN,, OUT,) where I N, denotes the sector ID that a packet is
received by a, and OUT, denotes the sector ID that the packet is sent out by a.

Similar to the source routing in traditional ad hoc networks[59], in our model,
the source node first needs to find the route to reach the destination node using the

following process:

e The source node, S sends the route request (RREQ) packet through the CCC
from all sectors. The RREQ contains the ID of the destination node D, denoted
as < S, D >. Also, for every sector to which the RREQ is sent out, it also

contains the OUTys. Since it is the source node, the I Ng is empty.

e For any node a that receives the RREQ), it would add its own node ID and
broadcast the request through all of its sectors. Moreover, it would also add
(IN,,OUT,) to the RREQ. Obviously, IN, is the same for all sectors, from
which the RREQ is received. OUT, differs among the RREQs from different

sectors.
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e The above two processes continue until the destination node is reached. Then
the RREQ will contain all the node IDs from S to D, denoted as < S, ..., a, ..., D >.
The RREQ also contains the IN and OUT sector IDs of each node on the path,
for example, the (IN,, OUT,) of node a. In addition, for destination node D,

it only contains I Np, since the OUTp is empty.

After the destination node D is reached, it will reply with the route reply (RREP)
packet over CCC, along with the route information (node IDs and sector numbers) in
the RREQ packet, to the source node. The underlying MAC protocol can make use
of works in [67], since the RREQ and RREP messages are sent through CCC from
all sectors, which convert the MAC problem very similar to that in the traditional
wireless networks. The relay node selections and avoiding of RREQ cycles can be
performed by applying the approach in [72]. Since, in most cases, there are several
routes from S to D, the source node S needs to select one of them. It is intuitive
to consider adding the channel availability situation of the corresponding sector on
each node to the RREP message along the route, and piggybacking it to S. However,
this is impractical. Since the channel availabilities on each sector of each node are
dynamic, the channel availability of each node can differ between the piggyback phase
and the data transmission phase. Also, it would cause lots of overhead to return the
channel availability of every node on the route. In our model, we make use of the
directional antennas, and propose an efficient route selection scheme.

Boundary Node. We first give the definition of boundary node under our model.
There are many existing boundary detection algorithms [73]. Our definition here

mainly describes what the boundary we refer to in CRNs.

Definition 5.1. Node a is a boundary node regarding the PU — T'X on channel
m if the variance, V,(m), of the sensing results in all sectors of node a is above a

threshold, v. We use B,(m) = 1 to denote that a is the boundary node of PU — T'X
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Figure 5.1: Testbed for showing the characteristic of a boundary node.

that occupies channel m. Then

0 Va(m) <wv,
B,(m) = (5.1-4)

1 Viim) >

From the definition, we can see that the boundary nodes are a region of nodes,
rather than a line of nodes. The variance here refers to the variances of sensing
results among different sectors, as seen in the following experiment. We use the
USRP/Gnuradio testbed to show the difference of the received SINR at different
sectors of a boundary node. As shown in Fig. 5.1, to simulate a SU with a four-
directional antenna, we use four USRP N200s, and each of them denotes one sector.
Another USRP N200 is used to simulate a PU — T'X. We use narrowband commu-
nication here. The PU sends on the channel with central frequency 1.3005GHz, and
the other 4 USRP N200s receive at the same channel. The received SINRs at the
USRP N200s located at sectors I and I are shown in Figs. 5.2 and 5.3. We use the
waterfall plot to show the SINR values over time. The approximate SINR at sector
I is about —50 dB, while the value at sector I1 is about —87 dB. The differences of
SINR values over time at different sectors of a boundary node are very obvious.

Many merits of boundary nodes have been studied in traditional wireless networks|74,

75]. In addition, boundary nodes in CRNs can facilitate the routing path selection.
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Figure 5.2: Receiving results at sector 1.
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Figure 5.3: Receiving results at sector /1.

They can help to differentiate the routes that go into or avoid the PU — T'X’s area.
For example, in Fig. 5.4, suppose that the two PU — T X's occupy channel m; and msy,
and are randomly active. Route R that goes out from sector /11 of node c is different
from route R’ that goes from sector V. Intuitively, when channel m; is unavailable,
route R is better than route R’ because the following links of ¢ on route R’ are more
likely to be broken, which is unreliable and would cause more delay.

Threshold-Based Piggyback Scheme. Having the boundary node definition,
each node can identify if it is, itself, a boundary node of a certain primary user during
the spectrum sensing phase. Our protocol will make use of boundary nodes during
the piggyback phase.

As stated at the beginning of this section, when node a receives the RREQ packet,
it will add both its ID and the 2-tuple (IN,, OUT,) to the RREQ. However, if a is
a boundary node of the PU occupying channel m, and the active probability of that
PU is above a predefined threshold v, it will add the 4-tuple (IN,, OUT,, m, j1,(m))

90



Figure 5.4: Two possible routes from S to D.

to the RREQ, where p,(m) equals 1 or -1, indicating the entrance to, or exiting of,
the PU area of channel m. More specifically, we provide the following three cases for

node a to decide which information it will add to the current RREQ packet:

e If Im € M that satisfies B,(m) = 1 & PB,(m) > 7, and m is unavailable on
the sector number OUT, from which the RREQ is sent out, rather than a’s ID
and its 2-tuple (IN,,OUT,), a would add the 4-tuple (IN,, OUT,, m, p,(m))
to the RREQ. Here, m is the channel that is unavailable in sector OUT,, and

ta(m) = 1, which indicates the entrance to the PU area.

e If Im € M that satisfies B,(m) = 1 & PB,(m) > 7, and m is unavailable on
the sector number I'N, from which the RREQ is received, a would add its ID
and the 4-tuple (IN,,OUT,, m, p,(m)) to the RREQ, where m is the channel
that is unavailable in sector I N,, and p,(m) = —1, which indicates an exit from

the PU area.
e Otherwise, a would only add its ID and the 2-tuple (I N,, OUT,) to the RREQ.

The first case presents the situation in which the route enters the PU area occu-
pying m, reported by the boundary node a. The second case represents the situation
in which the route leaves the PU area occupying m, reported by the boundary node
a. In both cases, the PU occupying m does not have to be active at the time when

RREQ is transmitted, as long as they are previously measured by the boundary nodes
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and their active probability measured by a is above a predefined threshold ~. The
third case is for nodes that are not boundary nodes, or nodes that are boundary nodes
but the active probability of PU is below the threshold « , regardless of if they are
inside or outside the PU areas.

The reason that the active probability of PU during T has to be above the prede-
fined threshold 7 is because different PUs have different active levels. For example,
some PUs are active much less frequently than other PUs. It is possible that enter-
ing these PU areas could achieve a better performance than choosing other routes,
which do not go through those PU areas but take longer hop distances to reach the
destination. The route selection algorithm is discussed in detail in the following parts.

For example, in Fig. 5.4, the two PU — T'X's occupy channels m; and ms. There
are two optional routes, R and R’, from source S to destination D. Node j in Fig.
5.4 satisfies the first case, where B;(my) = 1, and my is unavailable on sector I
(OUT; =1I). j would add its ID and the 4-tuple (11,1, ms,1) to the RREQ. Node h
in Fig. 5.4 belongs to the second case. Thus, h would add its ID and (11,1, mg,—1)
to the RREQ. Node 7 in Fig. 5.4 meets the conditions of the third case. Therefore, 7
only adds its ID and (I, IV) to the RREQ. The burden of CCC is reduced since only
boundary nodes are required to return extra information.

After the destination node D is reached, it copies the route information and the
added 2 or 4-tuple information by each node in RREQ, and piggybacks to source
node S in RREP. Using route R in Fig. 5.4 as an example, the RREP would contain
the node IDs, < S,¢,i,7,9,h, D >, on R, and also the 2 or 4-tuple attributes of each
node. Among all nodes on route R, j has the 4-tuple (I1,1,msy,1), and h has the
4-tuple (11,1, my, —1). The others have 2-tuple, indicating the IN and OUT sector
numbers.

Route Length. After the source node receives the RREP along with piggybacked

information, it needs to perform the route selection, since there is usually more than
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one route that can reach the destination node.

Due to the dynamics of channel availabilities, it is impractical to estimate the
delay of each route and choose the optimal one. To achieve our goal, we provide a
heuristic approach to estimate the delay of each route. There are two factors to be
considered: the delay of each link along the route, and the length of the route. The
transmission rate depends on the power used by the sender. The maximal power
that a node can use happens when that channel is free of the corresponding PU
area. Intuitively, the route that passes through the lower amount of PU area is more
likely to achieve less delay for each link. Instead of adopting the traditional way of
calculating the route length, we propose a novel weighted route length calculation,
which connects the channel availabilities of each route with the route length.

The calculation of the route length is conducted by the source node, which makes
use of the information contained in the piggybacked RREP packet. We use ab to
denote a single link from a to b on the optional route. a and b have a 2-tuple or
4-tuple attribute, depending on whether it is a boundary node or not.

We start by defining whether a link is inside or outside a PU area that occupies
channel m. The source node treats the nodes that return a 2-tuple as a non-boundary
node. For example, as discussed above, if a node a is a boundary node but the active
probability of PU is below a threshold, it only returns a 2-tuple. The source node

would treat a as a non-boundary node, as well as other real non-boundary nodes.

Definition 5.2. A single link ab is inside the PU area that occupies channel m if any

of the three cases are satisfied:
[ ) Ba(m) — 1’ Ma(m) — 1’

e B,(m) = 0,By(m) = 0, and Jec, which satisfies B.(m) = 1; ¢ is the boundary

node nearest to a among all the boundary nodes before a on the given route,
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and it satisfies p.(m) = 1.

Otherwise, the link is outside the PU area of m. For a given route, we use I,(m) =1
to denote that the link ab is inside the PU area of m, and I,,(m) = 0 to denote that

it is outside the PU area of m.

In the above definition, the first case means that node a is the starting point of
entering the PU area occupying m. The second case means that node b is the end
point of leaving the PU area occupying m. The third case means that the link is
inside the PU area, and neither of the two nodes is the boundary node. B,(m) = 0 is
necessary in the second case, which eliminates the case that B,(m) = 1, p,(m) = —1,
By(m) = 1, and up(m) = —1, that is, both a and b denote leaving the same area.
Links under this case should be considered as being outside the area of channel m.
The source node S and the destination node D do not need to be considered, since
they are not optional nodes on the route.

Next, we give examples of the three cases, and one special case (Case 4), in which

a link is located within multiple PU areas in Fig. 5.5:

e Case 1: Link ab is in the PU area since a is a boundary node and p,(m) = 1,

which means link ab has entered the PU area of channel m and is within it;

e Case 2: Link ab is in the PU area since node b is a boundary node and p,(m) =

—1, which means link ab is also in the PU area of channel m;

e Case 3: Link ab’s closest boundary node for the PU area of channel m is ¢ and

fe(m) = 1, which means link ab is in the PU area;

e Case 4: For channel mq, similar to Case 3, link ab’s closest boundary node is
d and pg(my) = 1; for channel my, link ab’s closest boundary node is ¢ and

te(mz) = 1. Therefore, link ab is within two PU areas of channel m; and ms.
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Case 1 Case 2 Case 3

Figure 5.5: Four cases of link ab located in one or multiple PU areas, detected by
boundary nodes.

From the above discussions, the source node can tell the number of PU areas that

a single link passes through. Based on that, we define the weighted length of a single

link, which will be used later to define the weighted length of a route. For a node

that is a boundary node of multiple PUs, e.g., two PU areas, then it replies with two

4-tuples to indicate the entering or leaving the two PU areas.

Definition 5.3. For a single link ab on a given route, the weighted length of the

single link L, is calculated as:

1 Iab(m) = O, Vm € M;
Ly = (5.1-5)

|M] _1.
e La(m) = 1;

where C(m) counts the number of channels on link ab that satisfy I,,(m) = 1, which
means that ab is inside the PU area of m, and |M]| is the number of total channels in

the network.
Therefore, we have the definition of the weighted length of a single route.

Definition 5.4. For a route R, the length of R is:

L(R) =) L(ab), (5.1-6)

abeR

where ab is any link on the route R.
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Algorithm 9 Route selection from route set R.
Require: R, the route set;
Ensure: Route, the selected route;
1: Length = oo, Route = null;
2: for R € R do
3:  Calculate L(R) using (5.1-6;) {C}alculate the route length of every R
4: if L(R) < Len then
5: Route = R;
6
7

Length = L(R);
: return Route {R}eturn the route with minimum length.

From the definition of the weighted route length, we can see that both the number
of hops to reach the destination and the channel availabilities on the route are taken
into consideration.

Route Selection Algorithm. For the source node S, after it receives the RREP
from the destination node D, it will retrieve the information in the multiple RREP
messages, and select one route to reach D. Suppose that the set of routes S can select
from is R. The algorithm for S to select a route from R is in Algorithm 9. It will
choose the route with the minimum weighted length, based on the definition in the
previous part.

We use Fig. 5.4 as an example. Suppose there are 3 channels in total, which
means |M| = 3. The weighted length values of each link on two optional routes, R
and R, are shown in Table 5.1. Since L(R) = 7 and L(R’) = 19/2, R is chosen as the
route from S to D. The advantage of R can be seen when both PUs become active;
links de and ef on R’ only have one same channel available, making them unable to
transmit simultaneously due to interference. Also, if another primary user suddenly
joins this area, then R’ is more likely to have broken links, which would cause more
delay.

After the route is selected, each node on the selected route will sense the channels,
and choose the one with the maximum transmission rate, based on the constraints.

Performance Analysis. We analyze the reliability increment of one link, on av-
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Table 5.1: An example of weighted route length.
R | Sc|ci|i|jgg|gh|hD
Tl 11231

R | Sc|cd|de|ef| fD
3
2

DT 3131 1

erage, by comparing the route selected by our algorithm with the traditional shortest
path.

Given a pair of source node S and destination node D, let N denote the node set
of the route selected by our algorithm, and Ny denote the node set of the shortest

route selected by a traditional greedy algorithm. Then we have:
N=Ny+A, A>0, (5.1-7)

where A is the difference in the number of nodes.

Theorem 5.5. We use Q to denote the average number of PU areas that a single

link on N 1is located inside, and Qg for Ny. Then

Q A
5 =D (5.1-8)

where Q = |M|/n, |M| is the total number of channels, and n > 1.

Proof. 1t is obvious that |[M| = nQ, and n > 1, since |M| is the maximum possible
number of channels that a single link can possibly be inside. From the definition
in (5.1-6), and Algorithm 9, which ensures that the route consisting of N has the

minimum weighted length:

| M|
| M| — Qo

| M|

— X N
M—a”

X Ny >

| M]

M
M—QXNO> | | X(N0+A)
- =0

|M] - Q
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Q _ Not 2
Q N
Since |M| =nQ,
o Ny, Ay
Q N N
Given N = Ny + A, then
Qo A
—>1 —1)—.
o~ t-Dy

]

From Theorem 5.5, when the PUs suddenly appear, the larger n will ensure a
more reliable performance of Algorithm 9, compared to the traditional shortest path.
This is because a larger Qy/Q provides a lower probability that a suddenly appearing
PU will break a link on the route between S and D. A more reliable link reduces the
delay, since the node of a broken link needs to perform handoff or rerouting to reach
the next hop. The selection of each link in our scheme gives a more reliable link, when
facing the suddenly active PUs. Therefore, our algorithm can adjust better under the

dynamic environment of channel availabilities in CRNs.

5.1.4 Feasibility Improvement

To improve the feasibility of our model, in this section, we propose schemes solving
two situations with imperfect information. The first one is the imperfect detection of
PU boundaries. The second one is the imperfect detection of boundary links, whose
end nodes are all boundary nodes.

Virtual Boundary Node. It is possible that in a sparse network, not all the
boundaries of PUs are detected by nodes in CRNs. When boundaries are not detected,
it could cause severe impacts to the weighted length calculations of single links and

different routes. The route selected by Algorithm 9 would not be the one that passes
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Figure 5.6: An example of missing boundary detection for the PU area of m.

the least number of PU areas. Therefore, we propose the “virtual boundary node”
scheme, which takes a limited extra communication cost, to overcome the missing
boundary detection problem.

Fig. 5.6 is an example of missing boundary detections. Node a is outside the PU
area of channel m, and node b is inside the PU area. Since there is no boundary node
of link ab, and ab enters the PU area, the link bc after ab, which is inside the PU area,
cannot be detected as being in the PU area of channel m.

To introduce our solution, we first define the virtual boundary node based on the

links that pass across the PU boundaries:

Definition 5.6. For a link ab that crosses the PU boundary of channel m, node b is

the virtual boundary node, which is the next hop node of a.

For a link ab, if it crosses a PU boundary, then there are two possibilities according
to the direction of the link: either ab enters the PU area, or exits from the PU area.
Based on the above virtual boundary node definition, if link ab enters the PU area,
it means that a is outside the area and b is inside. If ab exits from the PU area, then
a is inside the area and b is outside. In both cases, based on Definition 5.6, b is the
virtual boundary node. For example, in Fig. 5.6, the virtual boundary node is b.

If node b is a virtual boundary node, although it is not a real boundary node,
itself, it would piggyback the 4-tuple information to the source node, which is similar
to a boundary node, instead of its 2-tuple information. Therefore, if node b is a

virtual boundary node for the PU area of channel m, then we set B,(m) = 1, and
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Algorithm 10 Virtual boundary settings for node b on link ab.
Require: M,, M, the available channel sets of a and b; M, the total channel set;
Ensure: B,(m),Vm € M; u,(m), the associate value when By(m) = 1;

1: for m € M do

2. if m € (M, — M,) then

3 By(m) =1, pp(m) = 1;

4:  else if m € (M, — M,) then

5: By(m) =1, pp(m) = —1;

6: else

7 Bb(m) =0;

8: return By(m)(Vm € M), uy(m) if By(m) = 1;

the corresponding value of p,(m) is similar to a real boundary node. Our scheme
to overcome the missing boundary detection problem only requires the information
exchange of one-hop nodes. Given a link ab, node a sends its available channel set,
M,, to node b. Node b uses its own available channel set M, and runs Algorithm 10,
to decide if it is a virtual boundary node, itself. If it is, what the value of p,(m) is.
From Algorithm 10, if node b is a virtual boundary node, or By(m) = 1, then the
value of ,(m) has the same meaning of a real boundary node. That is, if p,(m) = 1,
then link ab enters the PU area of channel m. If y,(m) = —1, then link ab exits from
the PU area of channel m. For example, in Fig. 5.6, since m € (M, — M,), then
tp(m) = 1, which means link ab enters the PU area. During the piggyback phase,
the virtual boundary node will piggyback the 4-tuple information, similar to a real
boundary node. For example, node b in Fig. 5.6 would piggyback (1,11, m,1).
Overall, our scheme indeed causes an extra communication cost to overcome the
boundary missing detection problems. However, it only requires the available channel
set exchanges among one-hop nodes. A node can decide if it is a virtual boundary
node, itself, based on the available channel set of its previous one-hop node on the
route. For example, nodes a and ¢ in Fig. 5.6 do not need to exchange information,
or know each other’s available channel set. Our scheme, based on virtual boundary

nodes, can be easily extended from the previous model, since virtual boundary nodes
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are treated the same as real boundary nodes and the route selection algorithm is
unchanged.

Threshold-based Boundary Link. Given a link ab, it is possible that both end
nodes are boundary nodes, and link ab itself is located at the boundary of a PU area.
Under this situation, it is impractical to simply count link ab as inside or outside the
PU area. Therefore, we propose a heuristic solution, which is threshold-based.

The threshold we use here is based on the distance of a and b. If the distance
between a and b is above the threshold, then link ab is counted as a link inside the PU
area. Otherwise, ab is treated as outside the PU area. This will affect the piggyback
information of a and b, since they are both boundary nodes, as shown in the following

two cases:

e If ab is treated as inside the PU area of channel m, node a would piggyback
the 4-tuple information with B,(m) = 1 and p,(m) = 1, indicating the entering
of this PU area. If the next-hop node of b on the route is inside the PU area,
b would only return 2-tuple information, as a non-boundary node. Otherwise,
b would piggyback the 4-tuple information with By(m) = 1 and p(m) = —1,

indicating an exit from the PU area.

o If ab is treated as outside the PU area of channel m, node a would only return
2-tuple information, as a non-boundary node. The piggybacked information
by b depends on the next-hop node of it on the route, which is similar to the

previous case.

One thing to notice is that, the threshold we use here can be changed under
different bases, e.g., transmission power, or the distance to PUs, according to different

requirements.
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5.1.5 Extensions

In this subsection, we discuss two promising extensions of our work. One is the
error detection from the piggybacked information. The other is the application of
different physical layer models.

Error Detection. Our model assumes that the sensing results of different nodes,
especially boundary nodes, are always correct. However, in real scenarios, it is possible
that some sensing results are incorrect, e.g., the false positive and the false negative
errors. The false negative error is that a node’s sensing results indicate the presence
of a PU while the PU is actually not there. The false positive error is that a node’s
sensing results indicate that there is no PU on one channel, while in fact, the PU is
there. This could cause the boundary nodes, or virtual boundary nodes, to claim the
entering or exiting from PU areas incorrectly, which would affect the results of route
length calculations and route selections.

Detection of these errors can be performed by the source node. Moreover, it
requires the destination node D to piggyback its own sensing results. Since the
piggybacked information contains the entering and exiting from PU areas of different
channels, the source node can predict the PU areas that it locates at, itself. Then,
based on the prediction results, the source node can compare with its own sensing
results. If the two results do not match, it means there is error in the sensing results,
either by the source node, or by other boundary and virtual boundary nodes on the

route. The overview of the source node, S, detecting the errors on one route is:

1. For each channel m € M, the source node S collects the piggybacked informa-
tion, which includes the sensing results of destination node D, and sums up all

the u,(m), if B4(m) = 1, Va on the route;

2. Source node S maintains two lists, L;, and L,,, to store the channels whose

sums from Step (1) are not 0. If the sum of a channel is greater than 0, the
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channel is stored in L;,. If the sum is negative, the channel is stored in L,;

3. S compares the two lists, L;, and L., with its own sensing results. For every
channel m € L;,, if destination node D’s sensing results show that m is available.
Then, there is an error on the sensing results of m, either by S, or boundary
nodes, including virtual boundary nodes, on the route. For every channel m &€
Loy, if node S’s sensing results show that m is available, similarly, there is also

an error.

For a boundary node a with B,(m) = 1, if u,(m) = 1, it means the route enters a
PU area of channel m. If u,(m) = —1, it means the route exits from the PU area. If
channel m is in L;,, it means that the sum of u,(m), Va on the route with B,(m) = 1,
is greater than 0. It indicates that the route enters more PU areas than it exits from
the PU areas of channel m. Therefore, the destination node D should be in the PU
area of channel m. Then the source node S compares with the sensing results of D.
The sensing results of S and D here are long term, similar to the boundary nodes
and virtual boundary nodes, which indicate whether S and D are inside or outside
the PU areas. If the sensing results of D show that the channel m is always available,
which means D is outside the PU area, then the contradictory matching results point
out the errors of the sensing results, either by the boundary nodes or the destination
node. If a channel m is in L,,, it means that the route enters less PU areas than it
exits from the areas of channel m. Similarly, .S should be in the PU area of channel
m. If S’s sensing results show the different results, an error is detected.

Application of Different Physical Layer Models. In our previous discus-
sions, we simplified the physical layer, by assuming that the transmission delay on
each node is the same, and calculating the route weight without considering the phys-
ical parameters, e.g., the transmission power, or the interference ratio. However, our
model can be easily extended and adapted to different physical layer models. The

only thing that needs to change is the weighted link length and route length calcu-
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Table 5.2: Simulation settings for boundary-based routing.

Number of nodes (100, 300]

Number of channels [10, 25]
Number of sectors 4

TX power 23 dBm

Noise power —98 dBm
SINR threshold 10 dB
Number of PUs [10, 50]

Operation range of each PU | [300, 500]
Delay for single channel switch 0.1s

lation. For example, we can apply the SINR model, which calculates the delay of a
single link based on power, the link distance, and the interference. One way to extend
our model is to define the link weight as the average delay on all channels. Based on
Definition 5.3, each channel m on link ab can be associated with a value regarding
the estimated delay: if I,5(m) = 0, the value associated with m is the estimated delay
of ab based on the SINR value; if I,,(m) = 1, the value should be higher than the
estimated delay, which can be adjusted according to different PU active levels. The
weight of link ab is the average value of all channels on it. Then, the weighted route
length is the sum of weighted link lengths. Similarly, the route selected here would

be the one with the minimum weight.

5.1.6 Simulations

In this subsection, we perform simulations to evaluate the performance of our
model. We first introduce the simulation settings. Then we present our simulation
results.

Simulation Settings. We randomly distribute nodes in a 2,000 x 2,000 unit
square. Each node has 4 sectors to send and receive data. We generate a number of
PUs, which are randomly active on a certain channel. The operation range of each
PU is different. The number of nodes is more than the number of PUs, and this

ensures that the boundary of each PU is detected. We randomly choose a source
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and a destination. Then, using our approach, the source establishes a route to reach
the destination. The channel availabilities are dynamic during the data transmission,
because the PUs are set at a predefined probability to be active on a channel. The
settings of our simulation parameters are shown in Table 5.2. For simplicity, we set
the channel switch delay to be constant.

The three parameters, the number of nodes, number of channels, and number of
PUs, are tunable. We compare our model with the shortest path algorithm, which is
to find the shortest path from the source to the destination, without considering the
channel availabilities. We evaluate the performance of both models from the following

aspects:

e Number of hops: simply count the number of links for each route, without

considering other factors, e.g., the channel availabilities.

e Total delay: the overall delay considering both channel switching delay and

data transmission delay of each session.

e Average route length: calculate the average route length in both models using

Definition 5.4.

In addition, we evaluate the influences of adding virtual backbone nodes. We first
compare the number of virtual boundary nodes and real boundary nodes by varying
the network density, or, the number of nodes in the network. Then, we compare total
delay and average route length among models with and without virtual boundary
nodes.

Simulation Results. We present our simulation results from the four aspects
listed in the above portion.

We set the total number of PUs to 10, and the total number of channels to 10.
The number of nodes varies from 100 to 300. We calculate the number of hops of

each route under both models. The results are shown in Fig. 5.7. The line labeled as
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Figure 5.7: Hop number. Figure 5.8: Delay. Figure 5.9: Varying PUs.

“Shortest” is the result from using the shortest path algorithm, without considering
the channel availabilities. The line labeled as “Boundary” is the result from our
model. Obviously, the shortest path algorithm has a lower number of hops than does
our algorithm. Moreover, in both models, the average number of hops reduces as the
number of nodes increases. This is because the connectivity of the network increases
when the number of nodes increases.

We provide the comparison of the total delay for the routes of sessions under both
models. We first evaluate the influence of different active PU probabilities on the
delay. We set different PU active probabilities (0.1, 0.5, 0.9). We vary the number of
nodes from 100 to 300 while keeping the number of channels as 10, and the number of
PUs as 10. The results of total delay are shown in Fig. 5.8. We can tell that when the
active probability equals 0.5 and 0.9, our boundary-based algorithm is better than
the shortest algorithm. When the PU active probability is 0.1, the shortest algorithm
achieves shorter total delay than does our model. Therefore, the larger the PU active
probability is, the better performance our model will have, compared to the shortest
algorithm.

From the above results, we know that the value of the PU active probability, where
the two algorithms are close to each other, is between 0.1 and 0.5. Thus, we do more
simulations to find the value by varying the active probability from 0.1 to 0.5. We

keep the number of nodes as 200, the number of channels as 10, and the number of
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PUs as 10. The results are shown in Fig. 5.9. From Fig. 5.9, we can see that the
total delay of the two algorithms are the closest when the PU active probability is
between 0.25 and 0.3. Based on our threshold-based piggyback scheme, we can set the
threshold as 0.3 here. If the PU active probability is below 0.3, the boundary node
does not need to piggyback its boundary information. In the following simulations,
we set the PU active probability as 0.5.

We then study the influence of the three network parameters; the results are
shown in Fig. 5.10. In Fig. 5.10(a), we vary the number of nodes from 100 to 300
while keeping the number of channels as 10, and the number of PUs as 10. The total
delay of both models decreases when the total number of nodes increases. Our model
achieves about 1.0s less than the model using the shortest algorithm. Besides, in
both models, as the number of nodes increases, the total delay increases more slowly.
In Fig. 5.10(b), we vary the number of channels from 10 to 25, while keeping the
number of nodes as 200, and the number of PUs as 10. The total delay of both
models decreases as the total number of channels increases. Under this setting, our
model achieves about 20% less total delay than those using the shortest algorithm.
In Fig. 5.10(c), we vary the number of PUs while keeping the number of nodes as
200, and the number of channels as 10. The model’s total delay increases when the
total number of PUs increases. Our model achieves about 20% less total delay than
those using the shortest algorithm. In addition, when the number of PUs increases,
the total delay of the model using the shortest algorithm increases more quickly. Our
model increases much more slowly compared to the shortest algorithm. Therefore,
our model is more reliable when facing more dynamic channel availabilities.

We compare the average route length by varying the three tunable parameters:
number of nodes, number of channels, and number of PUs, similar to the above
settings. In Fig. 5.11(a), the average route length decreases in both models. This

is because the number of hops in both models decreases when the number of nodes

107



—o—Shortest [ Ishortest —0— Shortest
- B -Boundary = m -Boundary

total delay
o N w & @

100 150 200 250 300 10 15 2 3 0 15 220 25 30 3B 4 45 50
number of nodes number of channels number of PUs

(a) Varying # of nodes (b) Varying # channels (¢) Varying # PUs

Figure 5.10: Comparison of the total delay by varying network parameters.

45 T T T
4ol | & Shortest
’-.I/Bcundiy/././‘

a
=}

30,

=8~ Shortest
-8 -Boundary 25

I
&

=)

&

Noow
m/.

average route length
R 8

3
8

average route length
average route length

L]
M

"""" Be-----y 10 1g--nTT
10| 10
p 5! S N
00 0 numbg%? nodes 20 300 0 er of charos 5 o owos o s w5 w0
(a) Varying # of nodes (b) Varying # channels (c) Varying # PUs

Figure 5.11: Comparison of the average route length by varying network parameters.

increases. The average route length in our model is about 40% less than the shortest
path algorithm. In Fig. 5.11(b), the average route length decreases in both models.
The average route length using the shortest algorithm is 30% more than in our model.
Our model decreases more slightly because it is already close to the minimum value,
which equals the number of hops. In Fig. 5.11(c), the average route length increases
in both models when the number of PUs increases. This is because, when there are
more PUs, more links are within the PU area. In addition, the average route length
in our model is about 40% less than the shortest algorithm.

We set the total number of PUs to be 10, the number of operation range as
300, and the active probability of each PU as 0.5. The number of nodes are varied
from 60 to 120, considering that the virtual boundary nodes are applied in a sparse
network. The other network parameter settings are the same as in the above parts.
The average numbers of real boundary nodes and virtual boundary nodes on all the
candidate routes from the source to the destination are compared in Fig. 5.12(a). In

the model with virtual boundary nodes, the virtual boundary nodes are also counted
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Figure 5.12: Comparison of models with and without virtual boundary nodes.

as boundary nodes. From the results, we can see that the average number of virtual
boundary nodes decreases as the number of nodes increases. This is because the
average hop distances from the source to the destination decreases, as shown in the
above parts. However, the number of boundary nodes in the model without virtual
boundary nodes increases when the number of nodes increases. This means that some
boundaries are missed in detections without virtual boundary nodes. We compare
the total delay in Fig. 5.12(b). The results show that under the same settings, the
model with virtual boundary nodes achieves less delay than the one without virtual
boundary nodes. In Fig. 5.12(c), the average weighted route lengths are compared. It
shows that the model without virtual boundary nodes has less route length than the
one with virtual boundary nodes, and it initially increases because some boundaries
are not detected. Combined with Fig. 5.12(b), the one with less route length has a
larger delay. The reason is that, without virtual boundary nodes, some boundaries
are not detected correctly; this causes less weighted route length and, in turn, the

missing boundary detections cause longer delay.

5.1.7 Conclusion

In this section, we propose an efficient model for routing in CRNs, which con-
siders the dynamic channel availabilities. We assume that the directional antenna

is equipped on each node, aiding each node in determining whether it is a bound-
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ary node, and also creating more channel opportunities. Each boundary node is
located at the boundary of a PU area. We use the USRP/Gnuradio testbed to prove
the differences of the sensing results by boundary nodes in different directions. The
boundary nodes help to estimate the channel situation of each optional route, and
also the number of links located within a PU area on each route. Nodes on each route
piggyback the channel availability and path information. In our model, the piggyback
scheme is very efficient, and only causes limited overhead. We give a novel definition
of the route path, and propose an effective algorithm for route selection. We analyze
the reliability of our algorithm. To improve the feasibility of our model, we consider
the situations with imperfect information, and propose the virtual boundary node as
well as a threshold-based scheme to overcome the imperfect information. Moreover,
in the extensions, we discuss the methods for error detection in sensing results, and
how to apply other physical layer techniques in our model. These extensions make
our work more reliable and applicable. We perform numerous simulations to testify

the performance of our model.

5.2 Forwarding Node Set Selection

A very promising solution to the routing problem in CRNs is the opportunistic
routing [76-78], since nodes in such opportunistic routing protocols do not stick to
a particular route. Instead, a sender broadcasts its data. Nodes which hear the
transmission and are closest to the destination will forward the data. This scheme
is particularly useful for routing in CRNs, considering the special interference and
channel dynamics. In CRNs, different from other wireless networks, the interference
to a single link can come from PUs and SUs. If the interference is caused by SUs,
the interfered nodes can compete for channel access. However, if the interference is
caused by PUs, the nodes that have been interfered with cannot compete with PUs,

but quit from that channel. This causes links in CRNs more vulnerable and taking
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a very long time to recover once interfered by PUs. Therefore, routes consisting
of single links in CRNs are unreliable when facing the unpredictable PU activities.
Since the opportunistic routing does not necessarily rely on a single route, which
is more reliable under the dynamic channel availabilities, it can potentially be very
useful if applied in CRNs. With tremendous works on opportunistic routing problems
in other wireless networks, it brings up a question: are the previous approaches of
opportunistic routing directly applicable on CRNs?

In fact, the answer is negative. One of the problems is the forwarding node (FN)
set selection of opportunistic routing in CRNs. The FN set selection in traditional
wireless networks [79-82] usually relies on the distance to destinations, link qualities,
estimation of delivery probabilities, and so on. There are no PUs in traditional
wireless networks, which means nodes in these networks do not need to stop using
channels immediately for active PUs. Therefore, the FN set selection scheme in
traditional wireless networks has no consideration for PUs.

In addition, due to the unpredictability of PUs’ activities, if nodes in a selected FN
set are affected by PUs, and these PUs stay active for a long time, the FN set needs to
be adjusted for its reducing performance decrement. Therefore, an adjustment scheme
for the FN set in CRNSs is necessary. This is different from traditional networks, since
nodes in traditional networks can compete for the channels, and there are no privileged
nodes. Thus, a new adjustment scheme is required to ensure the performance of CRNs
in the long run.

In this section, we propose a novel FN set selection model in CRNs, which aims at
meeting the requirements regarding the delivery rate. We consider both the reliability
and the co-channel interference, and define the weight of each candidate FN. For
different performance considerations, we propose three algorithms to select the FN
set for each node: a basic greedy algorithm, a greedy algorithm with one backtrack,

and a maximum weighted independent set (MWIS) algorithm.
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5.2.1 Problem Formulation

We consider that, in a CRN with node set {u,v,w, ...}, the total available chan-
nel set is M. There are also a number of PUs with random probabilities of being
active. When the PUs become active on certain channels, the nodes within the PUs’
interference area have to quit the channels. For a node u, we use M, to denote the
current available channel set of u. The sender and receiver have to tune to the same
channel to communicate. We assume there is a CCC in our model. In addition, the
SINR(signal to interference-plus-noise ratio) from the sender node to the receiver has
to be large enough for a successful transmission.

Assume that the opportunistic routing is applied for the data transmission. We
are not limited to a specific opportunistic routing protocol. Our model is to add
the consideration of specialities in CRNs to the FN selection. Suppose we apply
SOAR [78] here, and each node maintains a routing table containing (destination,
default path, and FN set). Our goal is to choose the FN set from the neighbor set
of each node, and ensure that the delivery rate to the destination node satisfies the
predefined threshold. In the following parts, we formulate the delivery probability
for a single link based on the above constraints, and provides the assurance for the
dynamic channel adaptability.

For a single link between a pair of nodes with distance d transmitting on channel
m (m € M), the average SINR value is denoted as I'(d, m). We use the Rayleigh
fading model to estimate small scale fading here[79, 83]. When channel m is available,
which means the PUs on m are inactive, the probability of bit error over a distance

d is[84]:
['(d,m)

pe(d,m) = 1(1 A\ TErdm)

: ). (5.2-9)

In our model, we assume each packet has a constant length of L. The probability

of PUs, whose interference areas contain this link, being inactive on channel m is
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Figure 5.13: The FN adjustment is needed for z, rather than w.

H(m). We use uv to denote the single link from node w to v, and d,, to denote
the distance between v and v. The channel set that can be used for transmission is
M, = M, () M,. The probability of a packet being transmitted successfully over link

uv can be written as:

pldu) =1— ] (1= H(m)- (1= pe(d,m)"). (5.2-10)

mEMuv

The p(d,,) is related to both the SINR constraint, and the PU protection require-
ments in CRNs. It is only an estimation because H(m) is a historically statistical
value, and sometimes it is not precise. In addition, the interference of other links to
uv is not static, since they may switch among different channels during the trans-
mission. However, it does provide a good insight for the quality of a single channel,
which will be one of the factors that are considered for FN set selection.

The PUs in CRNs are likely to be suddenly active during the data transmission,
which may cause the SINR of some links to fall below the required threshold. Once
it happens, the affected links can switch to other available channels, and continue
transmission. However, when none of the channels of a link can meet the SINR
requirement, the link will become broken. During this process, the delivery rate to
the destination is likely to decrease and fall below the required threshold. Considering
this situation, the FN adjustment is inevitable, as to adapt to the dynamic channel

environment in CRNs.
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The influences caused by suddenly active PUs can be studied through ACKs.
There are two types of ACKs for different uses[78]. One is the per-hop ACK, which
is used to confirm having received the packets among one-hop neighbors. Another is
the end-to-end ACKs, which is used for rate control, and is sent by the destination
after receiving a batch of packets. Our model does not need to change the format of
ACKs, or the schema of per-hop ACKs and end-to-end ACKs, but uses the end-to-
end ACKs to determine the appearance of active PUs and to adjust the FN set for
affected nodes.

For a single node, when the received end-to-end ACKs from the destination be-
come fewer, and the rate control does not improve the number of ACKs, it needs to
decide whether the FN adjustment is necessary. It is possible that the FN adjustment
is not necessary on this node, but on some of its downstream nodes to the destination.
For example, in Fig. 5.13, suppose that some PUs suddenly become active and cause
the decrement in the delivery rate of the FN set {y, z} of . This may, in turn, result
in a decrease in the number of ACK’s received by u. Node x should adjust its FN
set, rather than wu, although both of their received end-to-end ACKs become fewer.
Therefore, not only is the FN adjustment necessary, but also finding the nodes that
really need the FN adjustment is crucial.

From the above discussions, it is impractical to find an optimal FN set for each
node, due to the dynamic channel environment. We propose a practical and effective
FN set selection model, which considers both the co-channel interference among links
within the same interference area, and the reliability when PUs become active during
transmission. Also, an efficient FN adjustment scheme is necessary to ensure the

delivery performance of opportunistic routing in CRNs.

5.2.2 FN Set Selection Model

For a node u, the overview of its FN set selection is :
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e Node u selects a subset from its neighbor set;

e Having the FN set selected, node u sends the coded packets on the channel

coordinated using CCC;

e Once PUs appear and cause the channel being used by node u to become inac-

tive, u would switch to another available channel and continue transmitting.

Here are some illustrations. The FN set selection algorithm is described in the
following parts. We propose three algorithms, and each of them is suitable for different
scenarios. Nodes in the FN set of u will receive packets from w using the original
channel as u. The FN set selection algorithms do not depend on which channel is
used by wu for transmission. The channel selection and coordination among multiple
nodes for packet broadcasting, which can be conducted by transmission performance
estimation and controlling message exchanges, is beyond the scope of this paper.
When more PUs become active, and the channel switching cannot meet the delivery
rate requirement, the FN set of some nodes will be adjusted.

In the following parts, we first prioritize the candidate FN nodes in the neighbor
set by defining their weight, considering the channel dynamics in CRNs. Then, three
FN set selection algorithms are proposed and compared.

Forwarding Node Prioritization The delivery probability estimation of a packet
over a single link is given in Eq. 5.2-10. From Eq. 5.2-10, it is obviously that the

main factors on the delivery probability are:
1. the interference, I(m), from other links within the interference area of uv that
are also working on channel m;
2. the probability of PUs, H(m), whose interference area contains link wv, that
are inactive on channel m.

Therefore, both factors should be taken into consideration when selecting FNs from

neighbor nodes.
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For simplicity, we assume that the interference range of a single link uv is two-hop,
which includes all adjacent links of uv. This means that /(m) = co when there is an
adjacent link also using m; I(m) = 0, otherwise. This assumption is not a requisite
for our model. Other interference estimation methods can be easily applied here.

Assume that u needs to select FN from its neighbor set, N,. For a node v € N,,.
M, is the available channel set of node u. We use M, to denote the channels available
on link wv, and M,,, = M, (| M,. Considering the interference from adjacent links,
for any channel m € M,,,, the conflict probability of adjacent links choosing the same

m as uv is defined as:

- 3. e+ 3 e, 621

WE Ny WE Ny,

where E,,,(m) is a step function with a value of 1 when m € m,,, and is 0 otherwise.

Then, we define “receiving ability” regarding a neighbor node v of node w.

Definition 5.7. For Vv € N,, the receiving ability of v from w is the following:

-y C (5.2-12)

meMyy

This definition considers the interference from the adjacent links. Node v, with
more channels that are less likely to be used by adjacent links, has a better value of
R,,. Moreover, node v that has more available channels to be used for receiving from
u is more reliable. When PUs nearby suddenly become active, it can switch to one
of the other channels, and continue transmission.

However, it is not enough to prioritize each neighbor node using the notion of
receiving ability. This is because node v with a better value of R, is likely to have
a worse ability of forwarding to the next-hop nodes of v. When node u decides to

choose v as its FN, it also needs to estimate the forwarding ability of v. Assume
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Algorithm 11 Basic Greedy Algorithm to Calculate F, of u
1: NN/ is the list to store the FN candidates
2: for v € N, & v is smaller of ETX to the destination than u do
if ETX of v to the destination < « then
Calculate Wy, using Eq. 5.2-13
Insert v to N,
while V) is not empty do
Set v as the node with the max W, in V),
if dy, > o, Yw € F, then
F,=F,+ {v}
10 N} =N/ —{v}

that u has the two-hop information when it performs the estimation. We have the

following definition of the weight of node v to be chosen as a FN of u:

Definition 5.8. For Vv € N, the weight of v to be selected as a FN of w is:

Wao = Ruo( D [ My — Mus). (5.2-13)

wGNv

|Myw — My, is the number of elements left in M,,, after removing the elements
in M,, from M,,. With the same receiving ability, the nodes that have more non-
conflict channels with u and more links to forward the packets will have a larger
weight.

Here, if v can be selected as the FN of u, it should be closer in terms of its proximity
to the destination. The proximity here is not measured by physical distance, but the
ETX metrics as in [85]. Additional constraints of ETX can be applied here, e.g., the
four constraints in SOAR [78]. Our FN node set selection algorithm can be combined
with other FN selection algorithms in terms of different proximity metrics.

FN Set Selection Algorithms. Intuitively, the easiest way to select a FN set is
to apply the greedy algorithm. For a node u, the basic greedy algorithm of choosing its
FN set, F,, is described in Algorithm 11. The FN set is selected from the downstream

neighbors of u, which are closer to the destination than wu, in terms of ETX metrics,
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Algorithm 12 Greedy Algorithm With Backtrack List Maintained to Calculate F},
of u
1: Lp is the list to store the backtrack nodes
2: N is the list to store the FN candidates
3: for v € N, & v is smaller of ETX to the destination than u do
if ETX of v to the destination < « then
Calculate Wy, using Eq. 5.2-13
Insert v to N,
while N/ is not empty do
Set v as the node with the max W, in N/
if d,, > o, YVw € F, then
10: F,=F,+ {U}
11:  Set v’ the node with the second max W, in N},
12:  if dy, > 0, Yw € F, then
13: Lp=Lg+{V}
14: N/ =N —{v}

and also satisfy the ETX threshold a. The ETX here of a single link is calculated as
m , where p, and p; denote the loss probabilities of the link in the forward
and reverse directions, respectively. The ETX metrics have been proved useful in
[86]. Also, we set the distance constraint ¢ on nodes in F,. There are two reasons
for setting o on the FN set. First, nodes in close geographical locations share similar
channel availabilities in CRNs. If two nodes are very close together, it is possible that
they choose the same channel for data transmission, which would cause co-channel
interference. Second, when a PU becomes active, nodes that are too close to each
other may be affected together, and they all need to switch channels. Therefore, we
require nodes in the the FN set to satisfy the minimum distance requirements. Having
the ETX and distance constraints satisfied, the node with the maximum weight is
selected, and it will be added to F,.

The basic greedy algorithm is very straightforward and easy to implement. How-
ever, it is likely that the FN set selected by the greedy algorithm is too small. For

example, under some circumstances, once the node with the maximum weight is se-

lected, there is only one more, or even no nodes that satisfy both the ETX and
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distance requirements, which makes the size of the FN set only contain one or two
elements. This would harm the routing performance since the forwarding ability of
FN set is harmed. Also, if the application scenario has other requirements on the FN
set, the greedy algorithm is very likely to fail in satisfying the requirements. There-
fore, the greedy algorithm is likely to be ineffective. To deal with this situation, we
provide one backtrack scheme for the greedy algorithm.

During every loop in which one node is selected into the FN set by the greedy
algorithm, we keep a backtrack node for it. For example, if node v is selected into the
FN set, we would select a node v" with the second largest weight. If the final result
of the FN set selected by the greedy algorithm cannot meet the other requirements
(e.g., the size requirement of FN set), our backtrack scheme will go back one step,
replace one element every time, and rerun the greedy algorithm from that point. The
details of the greedy algorithm for selecting F), for node u with backtrack list Lpg
maintained is in Algorithm 12. The initial FN set selection process is similar to the
greedy algorithm, except that a Lp list is maintained to store the backtrack node for
every node in the initial F,,. Here, some overlap is possible between the two lists, F),
and Lp.

The backtrack algorithm is in Algorithm 13 with the size requirement 7. Similarly,
it can be extended for other requirements other than 7. When the F), cannot meet the
requirement 7, the FN set would be updated by removing all the nodes with weights
less than the one pointed by ptry. Also, the ptr; and ptry are used to maintain the
backtrack node. Then the greedy algorithm will be applied to select new nodes to the
FN set from the remaining nodes with weights less than that of the node pointed by
ptry. The process will continue until the FN set meets the constraint of 7. We only
maintain one backtrack list here. Of course, more backtrack lists can be maintained,
if one cannot find the appropriate FN set. The complexity of this backtrack scheme

is low, since only one node is maintained for each node in the FN set.
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Algorithm 13 Backtrack Algorithm With Size Constraint 7
1: Pointer ptr; points to the end of the F,
2: Pointer ptry points to the end of the Lg
3: N is the list to store the FN candidates
4: while |F,| <7 do

5:  Remove all nodes with weights less than that of the node pointed by ptrl
6:  Replace the node of F, that ptr; points to with the node pointed by ptry in L
7. for v € N, & v is smaller of ETX to the destination than u do

8: if ETX of v to the destination < a then

9: Calculate W, using Eq. 5.2-13
10: if Wy, < the weight of the node pointed by ptrl then
11: Insert v to V),
12:  while NV, is not empty do
13: Set v as the node with the max W, in N/,
14: if d,, > o, Yw € F, then
15: F,=F,+{v}
16: N/ =N, —{v}

17: Move ptry, ptry one step forward

The basic greedy algorithm and the greedy algorithm with one back track cannot
ensure that the selected FN set is the one with the maximum weight. Here, under the
same ETX and distance constraints, we propose another algorithm to give the optimal
result as of the overall weight. For the neighbor set N, of node u, we construct a

graph G, (o) from nodes that satisfy the ETX constraints «, defined as follows:

Definition 5.9. Given node u, its neighbor set N,,, and the distance threshold o, we

define a graph G, (o), where

1. v is a vertex in G, (o), iff v € N, v is smaller of ETX to the destination than

u and satisfies ETX constraint «;
2. an edge exists between two vertices, v and w, in G, (o) iff d,, > o,

Based on the weight definition in Eq. 5.2-13, the FN set selection does not rely
on any specific channel used by each node. The goal here is to find the maximum
weight set with the ETX and distance constraints. We define the independency here

on the distance threshold o, and convert the FN set selection to find the Maximum
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Figure 5.14: An example of the modules for node u.

Weighted Independent Set (MWIS) of G, (o).
The MWIS problem is a well-known NP hard problem. We adopt a recursive

approach for MWIS calculation, based on module decomposition[87]. A module is

defined as:

Definition 5.10. Given a G, (o), suppose U is a subset of the vertex in G, (o). For
a node v, which is a vertex of G,(0) and = ¢ U, = “distinguishes” U if x has both
a neighbor and a non-neighbor in U. U is a module if it is indistinguishable for the

vertices outside U.

We use {Qr} to denote the set of modules in G, (¢). An example is shown in
Fig 5.14. Suppose {z,y, z,v,w} are u’s neighbors, and construct G, (o). The node z
distinguishes the node set {z,w}, since = has both a neighbor and a non-neighbor in
{z,w}. = cannot distinguish the node set {y, v} since neither y nor v is x’s neighbor.
There are two modules in this graph, which is @ = {y,v} and Q3 = {z,w, z}.

Having the module defined, the MWIS algorithm contains two steps: 1) decompose
the G\, (o) into different modules; 2) recursively find the MWIS in each module to get

the MWIS in G, (o). The following are implementations of the two steps.

Definition 5.11. Given a G,(c¢), based on the fact whether it is connected or not,

the module decomposition process is:

e if G, (o) is disconnected, it can be divided into modules {Qy}, which are con-

nected components;
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Algorithm 14 MWIS Algorithm to Calculate F, of u
. Set Gy (o) as empty
. if G, (o) only has one vertex, v then
Return F, = {v} and stop
{Construct the graph G, (o)}
: for every v € N, & v is smaller of ETX to the destination than v do
Calculate W, using Eq. 5.2-13
Add v to the vertex set of G (o)
for every w that is a vertex in G, (o) do
if d,, > 0 & ETX of v to the destination < o« then
Add edge wov to Gy (o)
10: Divide G, (o) into {Q} using Definition 5.11.
11: for every Qi € {Qr} do
12: Set Gy(0) = Q%
13:  Rerun from 2, with output denoted as F*
4. F,=F,|JF*

W N =

= O

e if the complement graph of G, (), denoted as G, (o) is disconnected, G, (o) can

be divided into {Qy}, which are connected components;

e if both G, () and G,(c) are connected, divide G, (o) into maximal modules

{Qx}-

Obviously, for any module @, in connected G, (), there exists no node u outside
@ that has both a neighbor and a non-neighbor in ). The maximal modules in the
third case are all pairwise disjoint.

Having the decomposition scheme, the recursive MWIS algorithm for finding FN
set with the distance threshold o is shown in Algorithm 14. The first part is to
construct the G,(o) based on the threshold . The second part is to divide the
original G, (o) into different modules or components {Q}. The third part is to
recursively find the MWIS in each @ and return the MWIS of G, (¢). Similar to
the greedy algorithm, the dynamic adjustment of F), is inevitable due to the PUs’

activities. The details are discussed in the next part.
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5.2.3 Performance Analysis

We analyze the complexity of the above three algorithms in this part. For node
u, the number of its neighbor nodes is |N,|, denoted as N. Obviously, the complexity
of the greedy algorithm is O(N log V). For the other two algorithms, we have the

following theorems:

Theorem 5.12. For node u with N neighbor nodes, the complexity of the greedy

algorithm with one backtrack to find the F, is O(N®log® N).

Proof. The worst case is that each node in the initial selected FN set needs to be

replaced with its back track node; then, the complexity is N -log N - (3, ;< y 7logi):

N
N-logN-( ) ilogi)%N-logN/ ilog idi
1

1<i<N

1
= N -log N - (5 -N%(log N — 0.5)) = O(N?log* N).
O

Theorem 5.13. For node u with N mneighbor nodes, if the complexity of finding
MWIS for the subgraphs of G, (o) is O(Np), where p is a constant and p > 1, then

the complezity of finding F, using the MWIS algorithm is O(N?).

Proof. 1f the complexity of finding MWIS for the subgraphs of G,(o) is O(Np),
where p is a constant and p > 1, as proved in [87], the complexity of finding F, is
O(Np + q), where ¢ is the number of edges. Since ¢ < O(N?), the complexity of
MWIS is O(N?). 0

Therefore, the complexity of the MWIS algorithm depends on the complexity of
solving the subgraphs, or modules. Moreover, the worst case of the greedy algorithm

with one backtrack has a higher complexity than the greedy algorithm. We will
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compare the performance of the selected FN set by three algorithms, as well as their

reliability in our simulations.

5.2.4 FN Adjustment

In CRNs, when PUs become available, the affected nodes may choose to select
other channels and continue transmission. It seems that the FN adjustment is not
necessary since the affected FNs have other channel options. However, this does not
always work; since sometimes, the number of available channels can be very small
when there are too many PUs, or other nodes take up a lot of channel resources.

Our FN adjustment scheme makes use of the end-to-end ACKs, like in [78]. The
end-to-end ACKs are sent by the destination, and enable each node to know the
frequencies and the packets that are received by the destination. For node wu, it can
tell the delivery rate or the routing quality from recording the frequencies of the end-
to-end ACKs, regarding its packet. We use f,, to denote the frequencies of end-to-end
ACKs received by u over a constant time period.

In CRNs, the sudden appearances of PUs would harm the channel availabilities.
When the channel availabilities of some nodes in a FN set are affected, the f, will
reduce, for every upstream wu of the affected FN set. For example, in Fig. 5.13,
when the FN set of x are affected by the suddenly active PUs, the f of the upstream
nodes of x (e.g., u, v, w) will be affected. Obviously, some adjustment is necessary.
Instead of having all affected nodes make adjustments, our FN adjustment scheme
only requires a limited number of nodes that need to change the FN set and, therefore,
reduces the cost of adjustments under dynamic channel environment. We set \ as
the threshold of f. For node u, when f, falls below A, the adjustment process will

start, as described below:

1. If the channel currently used by u is affected by the suddenly appeared PUs,

u switches to another channel and continues transmitting. If no other channel
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can be found for transmission, u will send a failure signal over the CCC to its

one hop upstream node ', where u € F;

2. If u is not affected by PUs, or successfully continues transmission by channel
switching, it keeps listening on the CCC for a failure signal. If a failure signal
is received by w, it will rerun Algorithm 14. If f, still cannot reach A over a

time period At, u will send the failure signal to u’, where u € F;

3. If u is neither affected by PUs, nor does it receive any failure signal, it will keep

listening and transmitting.

In the above process, step 1 deals with the nodes that are affected by the suddenly
active PUs. They only send the failure signal when the transmission cannot be fixed
by channel switching. Step 2 deals with the situation in which the channels of the
FN nodes are affected by PUs and cannot be fixed by channel switching. Step 3 is
for nodes that are not affected by PUs, and their FN set is not affected either; they
will keep transmitting, and continue listening over CCC.

Take Fig. 5.13 as an example. Nodes v and w are the FNs of u. Nodes y and
z are the FNs of . Suppose both z and y are affected by the suddenly active PUs
nearby, which cause the f of nodes x,y, u, v, w to be unable to meet the requirement
A. First, z and y will find another channel to switch to. Suppose y cannot find any
other appropriate channels; it will send a failure signal to x. Suppose x finds another
channel and continues transmission. When x receives the failure signal, it will run
Algorithm 14 and reselect its F,. Obviously, node y would not be selected to F,.
Node z may or may not be selected to F). If f, cannot reach \ after At, it will stop
and send a failure signal to its one-hop upstream node. Nodes u, v, w are not affected
by PUs. They will do nothing but keep transmitting and listening over the CCC for

a failure signal.
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Figure 5.15: Comparison of delay under different network environment parameters.

5.2.5 Simulations

We randomly distribute nodes in a 200 x 200 unit square. There are three network
parameters: the number of nodes, the number of total channels, and the number of
PUs. The total number of node varies from 10 to 50. The communication range of
each node is [50,70]. Each node has its own set of available channels, depending on
the position of PUs. There are [4,12] total channels, and the total number of PUs
ranges from 10 to 25. Each PU has a probability 0.5 of being active at the beginning
of each time slot, and occupies one channel. We assume each packet is transmitted at
the beginning of each time slot. For a single link, the time cost to transmit a packet
on an available channel is one time slot. We assign the loss rate of a single link as
[0.2,0.8]. By varying the three network parameters, we compare the following two

performance metrics:

e Average delay: Given constant traffic requirements, the average value of delay

used by each algorithm to reach the destination node;

e Number of FN adjustments: The average number of FN adjustments by each

node, due to the dynamic activities of PUs.

Average Delay. We compare the average delay by varying three different network
parameters. In Fig. 5.15(a), the number of nodes varies from 10 to 50. The number of

total channels is set to be 10, and the number of PUs is 15. The three lines denote the
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Figure 5.16: Comparison of FN adjustments under different network environment pa-
rameters.

greedy algorithm, greedy algorithm with one backtrack, and MWIS algorithm. The
delay is measured in seconds. The results show that MWIS has the least delay among
the three algorithms, while the greedy algorithm has the most delay. The delay of all
three algorithms decreases as the number of nodes increases. This is because more
nodes can be selected in the FN set, given a certain traffic.

In Fig. 5.15(b), the average delay is compared by varying the number of total
channels in the network. The total number of channels is varied from 4 to 12. The
number of nodes is 25, and the number of PUs is 15. Again, the MWIS algorithm
achieves the least delay among the three, and greedy algorithm with one backtrack is
the second best. The delay of all three algorithms decrease as the number of channels
increases. This is because more channels bring more channel opportunities for each
link, and make each link more stable.

In Fig. 5.15(c), we vary the total number of PUs in the network, and compare
the delay. The number of PUs varies from 10 to 25. The number of nodes is set as
25, and the number of total channels is 10. The results show that MWIS takes the
least delay, and the greedy algorithm takes the most delay. The delay of all three
algorithms increase as the number of PUs in the network increases. This is because,
the more PUs there are, more interference there would be.

Overall, MWIS has the best performance of average delay among the three al-

gorithms, while the greedy algorithm takes the largest delay. The MWIS achieves
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almost 30% less than the greedy algorithm in delay. Moreover, the three algorithms
have a similar trend when varying the network parameters.

Number of FN adjustments. The number of FN adjustments is calculated as
the average number of FN sets of each node. The PUs randomly become active at
the beginning of each slot, which causes the FN adjustments to become necessary.
In Fig. 5.16(a), the number of FN adjustments is measured by varying the number
of nodes in the network. The number of nodes varies from 10 to 50. The number of
channels is 10, and the number of PUs is 15. When the number of nodes increases,
the average number of FN adjustments decreases for all three algorithms. Among the
three algorithms, MWIS costs the least number of FN adjustments, while the greedy
algorithm takes the highest number of FN adjustments.

In Fig. 5.16(b), we evaluate the number of FN adjustments by changing the
number of total channels from 4 to 12. The number of nodes is kept as 25, and the
number of PUs is 15. The simulation results show that MWIS needs the least number
of FN adjustments, and the greedy algorithm has the second best performance. All
three algorithms need fewer numbers of FN adjustments when the number of channels
becomes more.

In Fig. 5.16(c), the number of FN adjustments is measured by changing the
number of PUs from 10 to 25. The number of nodes is set as 25, and the number
of channels is 10. The results show that MWIS requires the least number of FN
adjustments. When the number of PUs increases, the number of FN adjustments

increases for all three algorithms.

5.2.6 Conclusion

We consider the FN set selection problem in CRNs under the opportunistic rout-
ing. Three algorithms are proposed, based on the weight definition considering the

channel dynamics of CRNs. Considering the dynamic channel availabilities in CRNs,
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we develop a FN adjustment scheme, considering the characteristics of channels avail-

abilities in CRNs. The simulation results show the performance of our algorithms.

5.3 Chapter Conclusion

In this chapter, we study the routing problems in CRNs. The routing problems
in CRNs are different from traditional wireless networks due to the appearances of
PUs. When PUs become active, some links are likely to be broken immediately, which
results in the decrement of the routing performances. Our work mainly lies in two
aspects. One is the boundary assisted routing. The other one is the FN set selection
in CRNs.

We make use of boundary nodes to piggyback information, with low overhead. We
redefine the route length in a creative way, which considers the channel availability,
route stability, and the delay. Based on our defined route length, we give the algorithm
for the route selection. Moreover, we propose schemes for situations with imperfect
information, e.g., missing boundary detection and imprecise sensing results, which
improve the feasibility and reliability of our model.

We consider the FN set selections in CRNs under opportunistic routing. We
define the weight of each candidate FN by taking the dynamic channel availabilities
and co-channel interference into account. Three algorithms are proposed for the FN
set selection, aiming at different performance requirements with varied complexities.
We also develop an efficient approach for FN adjustment considering PUs in CRNs.

The discussions on the routing protocols have shown the complexity under the
highly dynamic and unpredictable environment in CRNs. In the next chapter, we will
study the infrastructure design. A general infrastructure will bring many benefits to

CRNs, e.g., the channel management and routing issues.
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CHAPTER 6

INFRASTRUCTURE DESIGN FOR CRNS

As discussed in previous chapter, the high dynamics of channel availability makes
it costly to collect information from other nodes and construct a routing path. Even
if the route is built, the links on the route are unstable. When the dynamic channels
on a link of the route become unavailable, the route is broken. In this chapter,
we will discuss our works for the architecture design in CRNs to facilitate the data

transmissions.

6.1 Virtual Backbone Construction

In the following sections, we propose a novel approach for virtual backbone con-
struction in a CRN without relying on a CCC. The cognitive radios of nodes are
assumed to have the GPS waveform, so that each node knows its geographical loca-
tion. We make use of the location information of each node and select channels for
distributed control message exchange. Here, we apply a cell division methodology and
assign active/passive states to each node. Through an efficient process of message
exchange, cluster heads are selected based on cells. Then, we efficiently construct
a virtual backbone by selecting backbone nodes from the cluster heads. After the
virtual backbone is constructed, it is used for the end-to-end data transmission in a
CRN. The virtual backbone node would calculate the area route for a source node.
Our approach supports simultaneous transmission of multiple communicating node
pairs in an area, which is different from the data transmission in a virtual backbone of

traditional wireless networks, where each node communicates with the backbone node
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only. Hence, with our approach, both the reliability and throughput are improved
than in a CRN without a backbone, and a traditional wireless network with backbone.
To avoid cochannel interference among different links, we propose an algorithm that
chooses a different transmission channel for each simultaneously communicating node

pair.

6.1.1 Preliminaries

To solve the problems caused by channel dynamics in CRNs, we can make use of
the virtual backbone structure [88] in traditional wireless networks. A virtual back-
bone consists of a connected subset of nodes in the network where every node is either
in the subset or a neighbor of a node in the subset. We use area to refer to a backbone
node and the nodes attached to it. If a virtual backbone is constructed for a CRN, the
backbone nodes can calculate area routes for end-to-end communications. An area
route means a set of areas that would be passed in order to reach the destination. For
example, in Fig. 6.1, each node is either a backbone node or attached to a backbone
node. A; denotes an area, which includes the backbone node and nodes attached
to it. Nodes on the borders are called gateway nodes. The source node S wants to
reach the destination node D, which is located in another area. The backbone node
that S is attached to calculates an area route for S, which is A, = Ay — ... = Ay.
Moreover, the virtual backbone can solve the unstable link problem. This is because
with the area route, a packet can be sent to any node in the next-hop area. This is
much more robust than the case with the route consisting of nodes, where a packet
must be sent to the next-hop node. Therefore, the influence of unpredictable channel
availability is reduced.

However, the virtual backbone construction in traditional wireless networks [89—
91] relies on a control channel to exchange extensive control information during the

virtual backbone construction. In CRNs, due to the dynamic availability of chan-
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Figure 6.1: Example of the end-to-end transmission using virtual backbone.

nels, it is impractical to use a static channel to exchange control information between
nodes. While many studies on CRNs assume a common control channel (CCC), it
is vulnerable to jamming attack and congestions. Furthermore, for the spectrum au-
thorities to allocate a static band as the control channel for CRN, it is often involved
with international negotiations and, hence, is very time consuming. Therefore, we

need to find an efficient way for nodes in CRNs to form a virtual backbone without

a CCC.

6.1.2 Problem Formulation

We consider a CRN with a set of nodes N. Each node is equipped with a GPS
device and, therefore, is able to know its current location. We assume that the trans-
mission range of each node is controllable. This can be achieved through adjusting
the transmitting power. Let M denote the set of all available channels to the CRN.
The set of available channels at each node is expected to be different from node to
node, due to spectrum sensing imperfection and spatial diversity of channel avail-
ability. Therefore, not all channels in M are available at every node. We use M; to
denote the set of available channels at node i. We assume that the nodes on the same
channel use an existing multi-access MAC protocol (e.g., the IEEE 802.11) to access
this channel.

We treat the geographical location of the network as a rectangle. We divide the
network into a set of square cells, C' = {cx|k = 1,2,3,...}. The length of each cell

side is L. Each cell has a unique ID by its geographical location. Each node knows
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the information of the network field (the rectangle), and L. Since each node knows
its location using the equipped GPS waveform, it is able to calculate which cell it
is located in. The length of L is related to the transmission range of each node:
L= ‘/TiR, where R is the data transmission range of each node. We will explain this
setting later. We will adjust the transmission range for virtual backbone construction.
But when performing the end-to-end data transmission, the transmission range used
by each node is R.

The objective of our model is to construct a virtual backbone without a CCC.
Then, using the virtual backbone, the end-to-end data transmission can be efficiently
conducted. Specifically, our approach contains three phases: 1) self-organization:
nodes are spontaneously organized into cells and learn the information of other nodes
in the same cell with limited control message exchange; 2) virtual backbone construc-
tion: cluster heads are selected from each cell and a subset of these cluster heads
forms into a virtual backbone, which ensures both coverage and connectivity; 3) end-
to-end data transmission: with the help of the virtual backbone, an efficient scheme
for end-to-end data transmission in CRNs is developed. We will introduce the above

three phases in the following three subsections.

6.1.3 Self-Organization

THC Selection. For the communication between nodes that have no information

about each other initially, we define two states for each node: active and passive.

Definition 6.1. A passive node is a node that keeps listening and receiving at a
given channel. An active node is a node that guesses the channel that a passive node
is on, and switches to that channel to send data packets. A node alternates between

the active and passive states periodically.

For effective self-organization, it is critical to choose a channel for a passive node

to listen to. We call such a channel for each node as an initial home channel (IHC),
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Algorithm 15 Prol(i, M(c)), to compute IHC for node i

1: Set ¢ as the seed for the pseudo-random number generator Z.
2: Let @ = M (cy) {The channel segment for ¢}

3: repeat

4 k= Z(]Q|) {Generate k such that 1 <k <|Q|}

5. q=Q(k) {Q(k) is kth channel in Q}

6: Q=0\{¢} {Remove ¢ from Q}

7. until g € M;
8: Return ¢ {Selected IHC}

which is used for exchanging control messages initially. We describe how to select
[HC next.

First, the whole channel set M is divided into |C| segments. Cell ¢, is assigned
with a channel segment. We let M (c;) denote this segment of channels for cell ¢.
Since each node is equipped with GPS, it is able to know its location and the cell
that it is currently in. Thus, the node would also be able to know the channels
segment that is assigned to its current cell. Nodes in the same cell would choose their
[HCs from the segment of channels for the cell. For node ¢, its IHC is denoted as
IH;. The procedure Prol(i, M(cg)) for node i in cell ¢; to obtain its I H; is shown in
Algorithm 15.

We divide the whole available channel set M into |C| segments. However, some-
times it is impractical to simply use |M|/|C| to decide the number of channels for
each segment. For example, if | M| = 16 and |C| = 16, then each cell is assigned with
only 1 channel, which may result in unsuccessful self-organization. Hence, we use a
better method to determine the size of the channel segment. We define a threshold
for the minimum number of channels for each cell, A\. Then the number of channels

assigned to each cell equals the following expression:

min (max (A, |M|/|C]), |M]).

The channel segment needs to be reused under some circumstances. The constraint
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Figure 6.2: Example of self-organization

for reuse is to avoid two adjacent cells from being assigned with the same channel
segment. Since each cell knows the cell numbers of adjacent cells, it is able to calculate
which channel segments are assigned to the adjacent cells that have smaller cell indices
than this cell. The reuse policy is to move to the next channel segment that is not
the same as that of any adjacent cell with smaller indices.

Information Learning and Self-Organization within a Cell. After [HCs
are selected, the next step is to have nodes in the same cell learn about each other’s
information, for cluster heads will be selected from each cell later. There are three
problems remaining. One is how to determine the states (active/passive) of different
nodes. Another problem is how an active node can efficiently guess the IHCs of passive
nodes. The third problem is how to let nodes in the same cell learn the information of
each other, with limited control message exchange. We will solve the three problems
one by one.

To determine the state of each node, we apply the subcell concept here.

Definition 6.2. A cell ¢ is divided into a set of square subcells, Si. Each subcell
is in either active or passive state. Nodes in active subcells are active, and nodes in

passive subcells are passive. Two adjacent subcells are in different states.

The size of each subcell is | < L, where L is the size of each cell. The value of [
can be adjusted to ensure that the number of active nodes is similar to the number

of passive nodes. Fig. 6.2(a) is an example of cells and subcells. In this example,
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the network is divided into four cells. Each cell is divided into four subcells. The
subcells marked as “A” are active subcells, and the subcells marked as “P” are passive
subcells. We let each node know the value of [ and the initial state settings of subcells
are based on geographical locations of the subcells. Therefore, it is able to calculate
which subcell it is located in, and switches to the corresponding state.

For an active node to guess the IHCs of passive nodes in the same cell, it first
runs Algorithm 15 and gets the IHC of itself. Since they are in the same cell, their
calculated THCs are based on the same channel segment. When the THCs of active
nodes and passive nodes are different, active nodes need to do channel hoppings until
they reach the IHCs of passive nodes.

We define a channel hopping range for active nodes. Suppose node ¢ is active and
node j is passive. They are in the same cell, ¢,. We define an THC for 7, denoted
as [ H;. We set a hopping range [ H; — AM, I H; + A’M] for i to scan, which means
node 7 would scan AM channels down from IH; and A’M channels up from [H; in
M;. Later on, we will discuss how to analytically find AM and A’M so that the
self-organization process is successful, i.e., every node learns the information of every
other node in the same cell.

An example is shown in Fig. 6.2(b). Nodes i and j are in the same cell, with 4
as active and j as passive. The squares denote channels. Squares marked as grey are
available channels. I H(cg) is the middle channel, as shown in Fig. 6.2(b). The AM
and A’M here both equal to 1. After searching on [/ H; — AM,IH; + A’M], node i
will find j’s I H; by receiving ACKs from j.

Active nodes send messages on the guessed IHCs of passive nodes. If a passive
node receives the request from an active node, it would reply with an ACK. The
transmission range used here is: ry = V2L. Tt ensures that a request from an active
node can cover the whole cell. In our model, only two steps are needed for each

node to know all other nodes’ information in the same cell. Each node maintains two
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lists, L, to store the list of active nodes, and L, to store the list of passive nodes.
The active node also maintains a list of channels with passive nodes, L.. Initially,
L, =9, L, = &,and L, = @. The node information here contains the node ID
and its location in the network. The procedure for information exchange and self-

organization is:

1. Each active node scans the channel hopping range. For each channel, it sends
a request message containing its information. Each passive node returns an
ACK with its own node information to every request it receives on its IHC,
and stores the active node’s information in list L,; Upon receiving the ACK,
the active node stores the passive node information into list L,, and stores the

corresponding THC of the passive node into L..

2. After the above step is finished, each active node switches back to each channel
in L.. The active node sends its passive nodes list L,, to the passive nodes in this
channel. On the other hand, the passive node replies its list L, to the active
node. Note that the active nodes are time synchronized. If otherwise, then

each active node needs to wait until every active node completes the channel

hopping.

Success Probability of Self-Organization. In this part, we analyze the success
probability of self-organization, which is defined as the probability that a node in a
cell successfully learns the ID and other information of another node in the same cell.
In the self-organization procedure, when an active node scans through the channels
to find passive nodes, it is still possible that the THCs of some passive nodes are
not accessible by this active node. The channel searching range for an active node is
AM+A"M+1 channels. Among the AM+A’M+1 channels, let m denote the number
of channels which are available to the CRN communication. Let u; and v; denote

the mean busy and idle durations on the kth channel of the AM + A’M + 1 channels.
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Let X, = 1 or 0 denote if the kth channel is available or not. X} follows Bernoulli

distribution with parameter u,:}ka' We assume that the PU activities on different

channels are independent. If v, = v and u;, = u for all k, then m = ZkA:]\fJFA/MH X,

follows the Binomial distribution with parameters ;- and AMA+A'M+1. Otherwise,

, N . AM+A'M+1
m approximately follows a normal distribution with mean > -0 7= ™" k- and

AM+A/M+1 ULV

variance ) ;= . Furthermore, among the m channels, not every channel
k=1 U4V Y 9

is available to every node, due to spatial diversity of channel availability. Let p
denote the probability that a channel among the m channels is available to a node.
Next, we analyze the conditional success probability of self-organization, given m
and p. The unconditional success probability can be computed utilizing the Binomial

distribution, which m follows.

Lemma 6.3. [92] Let Z;;, denote the event that passive node j selects the kth channel
in the range [IH; — AM,IH; + A'M] as its home channel using Algorithm 17. Then

the probability of Z;i,, denoted as 3, is given as

B = Pf(ij) = % 1-(1-p™). (6.1-1)

Note that B depends on m and p only, neither j nor k.

Let node 7 be an active node and node j be a passive node. Let P, denote the
probability that node ¢ can meet the passive node j in the m available channels. Let

N denote the number of passive nodes in the cell, and N denote the number of active
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nodes in the cell. We have the following theorem on the self-organization success

probability.

Theorem 6.4. The P; is lower bounded as follows,

P, >1— (1 —mpp)min-N), (6.1-2)

Proof. The probability that i can meet j on kth (1 < k < m) channel among the m
available channels is fp, i.e., if node j selects the kth channel as the home channel
and the kth channel is available to node 7. The total probability that node ¢+ meets

node j in any of the m channels is

2:21 Bp = mpp. (6.1-3)

The N passive nodes and the N active nodes in the cell of nodes i and j form a
complete bipartite graph, with the active nodes on one side and passive nodes on
the other side. Let the cost of a link denote the link connection probability, which
is the probability that two end nodes meet each other in the self-organization. By
Eq. (6.1-3), the connection probability of every link is mfp, since (6.1-3) does not
depend on ¢ or j. The active node i and passive node j are disconnected only if all
links of a cut are disconnected. Let n denote the number of links of the cut, then the
probability that nodes ¢ and j are disconnected due to this cut is (1 — mBp)". We
can see that this nodes disconnection probability increases when n decreases. Thus,
the disconnection probability is maximized if the links of a mincut are disconnected.
For a complete bipartite with N passive nodes on the left and N active nodes on the
right, the cardinality of the mincut between nodes i and j is min(d;, d;) = min(N ,N),
where d; is the degree of node i. Therefore, the disconnection probability, denoted as

Py, is upper bounded as

Py < (1= mBpymn¥:),
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Accordingly, the connection probability between the active node i and passive node

J through all possible routes in the bipartite graph is
Py=1—P;>1—(1—mBp)™ V),

]

Estimation of Channel Hopping Range. Based on Theorem 6.4, we can
find m that satisfies the self-organization success probability requirement, for given
p,N,N. From m, we can find AM and A’M, the channel hopping range in the
self-organization. Fig. 6.4 illustrates the self-organization success probability as a
function of m. In the simulation, we generate primary users on each channel with
random session requests. We can see that the analysis results match the simulation
results very well. When p = 0.9 and there are only 3 passive nodes and 2 active
nodes, m = 3 makes the success probability be as large as 0.99. If N and N are
larger, the success probability is even larger, e.g., equal to 0.99999 for N =5 and

N = 5. Since the number of available channels follows Binomial distribution B(j :

v
u+tv’

AM + A’M +1), as discussed in preceding subsection, then the channel hopping
range AM + A'M + 1=~ m“T“’. For instance, if % = 0.6, which is a high spectrum
utilization for primary users, then the channel hopping range AM + A'M + 1 ~ 5.
Therefore, in the self-organization procedure, the active nodes only need to scan about
5 channels to ensure that all nodes will be found/connected (success probability close

to 1).

6.1.4 Backbone Nodes Selection

The classical clustering approach [50] works as follows: (1) all nodes are initially
uncovered; (2) an uncovered node i becomes a cluster head if it has the highest priority

among its 1-hop uncovered neighbors including 7; (3) the selected cluster heads and its
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Figure 6.5: Example of backbone nodes selection.

connected 1-hop neighbors are marked as covered; repeat (2) and (3) on all uncovered
nodes (if any).

In our model, the cluster heads are selected distributively in each cell using the
above approach. Based on our assumption, the transmission range of each node
can be adjusted. Here, we set the transmission range for cluster head selection as:
ro=22L=1R

We can improve the head selection efficiency by utilizing the information collected
by nodes in the same cell. Since each node learns about all other nodes’ ID and
location in the same cell, it can run the classical clustering approach by itself, without
exchanging information with other nodes. The priority we use here is the node’s ID.
The node with the lowest ID value has the highest priority. For example, in Fig. 6.5,
there are three nodes, i1, j1, and jo, in the upper left cell. Since the three nodes
already know each other’s ID and location in one cell, they also know the nodes’ ID

and locations within range r; in one cell (r; < L). Therefore, they do not need to
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exchange any control message. All three nodes would choose i as the cluster head
after applying the classical clustering approach distributedly.

Since our cluster heads are selected based on each cell, they may be different from
the results if running the clustering approach in the whole network without any cell.
We need to prove that the coverage is unchanged in our algorithm. We use H to

denote the set of cluster heads.

Theorem 6.5. The coverage remains unchanged if the cluster heads are selected based

on cells.

Proof. For a node i, after the cluster heads are selected in each cell, ¢ must be covered.
This is because, based on our cell division, ¢ must belong to a cell ¢;. Then in ¢y,
there exists a node h, h € H, (h = ¢ or h # i), that is a cluster head in ¢, and

connected to 7. Thus, ¢ is covered. O

After cluster heads are selected from cells, the next step is to select the backbone
nodes from cluster heads. Here, we apply the approach in [50], consisting of marking
process: Each node is marked if it has two unconnected neighbors. Otherwise, it is
unmarked; and pruning rule: A marked node can unmark itself if its neighbor set is
covered by a set of connected nodes with higher priorities.

The approach is to reduce the number of cluster heads and construct the backbone
while ensuring the connectivity and coverage. The marked cluster heads are the
backbone nodes. Details are in [50]. The priority among nodes still depends on their
ID. The remaining problem is how the cluster heads exchange information with each
other in order to run the above marking process and pruning rule.

A cluster head needs to exchange information with all cluster heads around it.
Therefore, it would exchange information within its adjacent eight cells. The trans-
mission range used here is: ro = R, which is the same as the data transmission range

R of each node. Since ry = R = 2\/§L, it ensures that each cluster head is able to
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Algorithm 16 h sends requests to cluster heads in an adjacent cell ¢},
1: Temp = M,
2: while Temp # () do
3. temp = Pro(h, My, c)
4:  h broadcasts a request message using temp
5:  Remove temp from Temp

reach the adjacent eight cells, which covers all the cluster heads within 7, around it.
For example, node 75 in Fig. 6.5 is able to cover the upper left cell using r;.

Since nodes in different cells use different cell IDs to calculate their IHCs, cluster
heads need to guess the IHCs used by others in adjacent cells. For a h € H that is
located in cell ¢, it is not hard for A to guess the IHC of another cluster head in H,
which is located in the cell ¢, adjacent to ¢x. The process for node h to send the
request message to other cluster heads in cell ¢ is in Algorithm 16.

Since cluster heads are also nodes in the network, they have active/passive states.
A cluster head sends a request message only when it is active. Cluster heads in the
same cell know each other’s information (ID, location). To increase efficiency, the
request message sent by each active cluster head would include the information of all
the cluster heads in the same cell. Also, if a passive cluster head receives a request
message from its IHC, it replies a message with the information of all cluster heads in
its cell. If a cluster head receives a request or reply message from an adjacent cell, it
would mark that cell as known. If no message is received through the above process,
the active cluster head would backoff and retry again later until receiving the replying
or request message. The whole procedure continues for each cluster head until the
adjacent cells are all marked as known.

For example, in Fig. 6.5, node 7; € H is an active cluster head and wants to learn
the cluster heads in the bottom left cell. iy and i3 are passive cluster heads in the
bottom left cell. If TH,;, ¢ M;, then i; cannot reach iy directly. However, if i; can

reach i3, it would receive a reply message from i3. i3 would send both 75 and i3’s
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information to ;. 4; would mark this cell as known. i3 also marks the upper left
cell as known, based on the information in the request sent by 7;. Then i3 shares the
information with ¢,. Therefore, 75 also marks the upper left cell as known.

After cluster heads in H learn about the neighbor information in adjacent cells,
they perform the marking process and pruning rule, and then form the final virtual
backbone. Now we need to prove that the connectivity and coverage is unchanged
through constructing the backbone using our approach. We have the following theo-

rem:

Theorem 6.6. For any nodes i and j, if they are connected in the original network,

they are both covered and still connected through nodes in the backbone node set B.

Proof. In [50], the authors proved that their approach ensures the connectivity and
coverage. What we need to prove here is that the backbone nodes B’ selected in [50]
are still connected using B. The difference is that their marking process and pruning
rule is performed for all cluster heads within ry, and ours is performed for all cluster
heads in adjacent cells. For a cluster head h;, it conducts the marking process and
pruning rule for adjacent cells. Cluster heads outside the adjacent cells of h, but
within the range of 79, are connected because none of them is removed. For cluster
heads within the adjacent cells of h, they are connected since the results are the same
as the approach in [50], which ensures the connectivity and the coverage using the

same broadcast process in [50]. O

6.1.5 End-to-End Data Transmission

We first describe how each node chooses the data transmitting channel and how
the single-hop links are built. Then, we propose a scheme of having a virtual backbone
to calculate the area route, and using multiple links to transmit data simultaneously

intra and inter areas until the destination node is reached.
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Single Hop Transmission. To build single-hop links for the network, each node
uses the active/passive states. The home channel for passive nodes here cannot be the
same as the IHCs in the previous section. This is to allow multiple links transmitting
simultaneously. If the active nodes transmit through the IHCs of the passive nodes,
the interference would be relatively high among links nearby. This is because IHCs
of nodes in the same cell, which are geographically close, are selected from the same
channel segment. Therefore, we need to choose a new home channel for every node
to transmit, which is called transmission home channel (THC).

THC Selection. We adopt the approach in [40] for the nodes to choose THCs and
guess the THCs of others, which has minimal control overhead and is highly effective.
Algorithm 17 describes how to select the THC of node ¢ with the available channel
set M;, denoted as Pro2(i, M;). Note that Algorithm 17 is similar to Algorithm ?7?.
The difference here is the value of Q. Here, O equals M, instead of the channel
segment assigned to the corresponding cell. Also, the algorithm has been deliberately
designed to make the channel estimation (to be discussed) highly successful. It has a
subtle difference from a naive random channel selection that simply picks a channel
from set M; at random. This subtle difference has a profound impact on the success
probability for a node to estimate the home channel of another node. This has been
proven in [40].

THC Estimation. When an active node ¢ wants to transmit packets to a pas-
sive node j, it estimates the THC of node i as Pro2(j, M;), i.e., using node j’s ID,
but node ¢’s accessible channel set M; as parameters. Then node ¢ switches to chan-
nel Pro2(j, M;). If the intended receiver, node j, is in fact on the estimated channel
Pro2(j, M;), then the rendezvous is successful and the packet transmission starts. Al-
gorithm 17 has been designed to ensure that the successful probability of the channel
estimation, i.e., Pr(Pro2(j, M;) = Pro2(j, M;)), is high. This is also proven in [40].

This approach does not require any exchange of control messages, which significantly
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Algorithm 17 Pro2(i, M;), to compute THC for node 4
: Set i as the seed for the pseudo-random number generator Z.
: Let @ = M {The total channel set}
repeat
k= Z(|Q|) {Generate k such that 1 < k < |Q|}
qg=Q(k) {Q(k) is kth channel in Q}
Q=0\{¢q} {Remove q from Q}
until ¢ € M;
: Return ¢ {Selected THC}

@ gk Wy

streamlines the communication and reduces overhead.

State Sequence Generation. After each node has its THC selected, we need
to decide the active/passive state sequences over a time period. There is a potential
issue: when node ¢ switches to the THC of node j to send packets, node j itself
has switched to the home channel of another node. To resolve this issue, we develop
two wvaritants, depending on if a node knows the number of nodes in its single-hop
neighborhood. Since each node in our network is equipped with a GPS device, the
cognitive radio is programmed to have the GPS waveform so that each node can
receive the GPS signal to have a common time reference, i.e., all nodes are time
synchronized while operating in time slotted mode.

Variant 1: The node does not know the number of nodes in its single-hop neigh-
borhood. This happens when the number of nodes in the neighborhood changes
dynamically, and we do not want to have the overhead or incur a control structure
to keep track of the number of nodes at each node. In this case, we let node i use
a function ¢(i,t) to compute its state in time slot . The function g(e) is a pseudo-
random number generator that uses ¢ and ¢ as the seed to generate a random number
of either 0 or 1. If ¢g(i,t) = 1, then node i is a passive node in slot ¢ and stays on its
home channel in this slot. If g(i,t) = 0, node 7 is an active node in slot ¢. It selects a
passive node and switches to the home channel of the selected passive node for packet
transmission. Note that, node 7 knows whether another node, say node j, is a passive

node, by calling the function g(j,t) to find the status of node j.

146



Variant 2: Each node knows the number of nodes in its single-hop neighborhood.
If we know n = |N|, which is the number of nodes in the network, then we can
generate the node status, such that the number of passive nodes and the number of
active nodes are balanced, to maximize throughput. Specifically, in time slot ¢, every
node uses a pseudo-random number generator function ¢'(t,n) that uses ¢ as the seed
to generate the states for all n nodes, denoted as [g1,92,...,9n] with ¢g; = 1 or 0,
denoting that node 7 is a passive or an active node. To balance the number of passive
nodes and the number of active nodes, we let the pseudo-random number generator
continue to generate [gi, go, ..., g,] until > g; = [%], i.e., the number of passive
nodes is [%W Note that as every node uses the same seed t, every node would need

exactly the same number of rounds of the pseudo-random number generator to get

Yorigi = (%W Hence the [g1, go, - . ., gn] generated by each node is still the same.

With the number of passive nodes being equal to (%L the spreading of both passive
and active nodes into different channels is maximized, which maximizes the number
of simultaneous transmissions (on different channels) and, hence, the throughput.

Multihop Transmission. After the single-hop links are built, to implement the
end-to-end data transmission, the source node needs to know the route to reach the
destination. If the source node calculates a route of individual nodes, the overhead
and delay would be very high. With the virtual backbone structure, we can provide
an efficient multihop transmission scheme.

Since the virtual backbone is connected and covers the whole network, the back-

bone node that the source node is attached to can calculate an area route from the

source area to the destination area.

Definition 6.7. The area route is a set of areas that the source node needs to pass
through to reach the destination node. Each area is a set of a backbone node and all

nodes attached to it.

As shown in Fig. 6.1, the area route from source S to destination D is A; —
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Ay — ... — Ag. Source S belongs to A; and destination D belongs to Ai. The
backbone node only needs to communicate with other backbone nodes until reaching
the backbone node that the destination node is attached to. The overhead for a
backbone node to calculate the area route is much less, compared to the one that
the source node calculates the full path to reach the destination. We can apply any
classical routing algorithm among backbone nodes to calculate the area route.

For data transmission within a single area, since each node knows the number of
nodes in the area, it applies the Variant 2 in the preceding subsection to generate its
state: 1) based on the border nodes schedule, each node knows the number of nodes in
this area in the current time slot. Let N’ denote this number; 2) each node generates
the node status [g1, g(2),...,gn]; 3) if g; = 0, then node i is active, and otherwise,
node 7 is passive, and selects its THC to keep listening; 4) the active node selects a
passive node, e.g., based on the first packet of the packet queue, and switches to the
estimated THC of the passive node.

For data transmission between different areas, we need to design an active schedule
for different areas. We make use of the gateway nodes here. If a node is at the border
of two or more areas, then it is a gateway node. To select the gateway nodes, we can
set a threshold of the distance differences from a node to two backbone nodes. If the
distance difference is within the threshold, then the node becomes a gateway node.
This can be easily implemented, since each node has the GPS device and knows the
location of itself and the backbone nodes.

A gateway node needs to communicate with all nodes of each area it belongs to.
Except the gateway nodes, a node communicates with the neighbors in the same area
only, even though it can reach nodes in another area. A gateway node sequentially
joins the areas it belongs to. Let {Aj, As,..., Ay} denote the set of the areas that
a gateway node, i, belongs to. At time slot ¢, ¢ would join area Ay, where ki = (¢

mod k) +1. When i joins area A, (1 < k; < k), the nodes in area Ay, (k2 # ki,
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1 < ky < k) know that node 7 is not in area Ay,, by the control information from the
backbone node, and hence do not try to communicate with node i. Nodes from an
area would send the data to a gateway node when it joins this area. Then after the
gateway node joins another area, it would forward the information received in the
previous area to the nodes in the current area.

The use of gateway nodes can improve the performance in two aspects. First, the
throughput is increased. This is because there can be several gateway nodes in one
area, and hence, there can be simultaneous data transmission on different channels
between multiple nodes and the gateway nodes, and between gateway nodes and
gateway nodes. Second, the backbone nodes only need to calculate area routes, and
there are no data packets being forwarded through the backbone nodes. Hence the
traffic loads on the backbone nodes are minimized, which avoids the congestion at
the backbone nodes if the traffic of all nodes have to go through the backbone nodes.

The packet delay is reduced as well.

6.1.6 Simulations

We distribute nodes in a 200 x 200 unit square. The cell size is set as 50 x 50. We
also generate 40 primary users, which are randomly active and occupy some channels.

We vary the following two network parameters:
1. number of nodes: 100 ~ 200 with an increment of 20;
2. number of channels: 80 ~ 160 with an increment of 40.

We assume that the bandwidth of each channel is the same. The active state
and passive state each lasts 1 time slot. Each node switches among the two states
independently. We compare the throughput and delay with the approach in [40],

which does not have a virtual backbone construction.
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Figure 6.8: Process of a backbone construction.

We first show the cost of self-organization in terms of the average number of
channel hoppings for an active node to reach a passive node in Figs. 6.6 and 6.7. We
compare the average number of channel hoppings needed to achieve three different
channel busy time ratios, i.e., ;%> = 0.4, 0.6, and 0.8. The results show that the
number of channel hoppings needed for all three are less than 5, which verifies our
previous analysis. Fig. 6.6 shows that when the number of nodes increases, the
number of channel hoppings increases slowly. Fig. 6.7 shows that the increase in
the channel availabilities does not have a huge influence on the number of channel
hoppings.

Next, we set the number of nodes as 100 and the number of total channels as 80.

Also, we show the process of backbone node selection using our model. The process

is shown in Fig. 6.8. Fig. 6.8(a) shows the nodes distribution in the network with
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cell divisions. In Fig. 6.8(b) the square nodes are the selected cluster heads from
each cell. Fig. 6.8(c) shows the selected backbone nodes (the diamond ones).

Moreover, we implement the algorithm in [40], which does not have a virtual
backbone construction, and compare it with our approach. In the network without a
virtual backbone, each node does not know the number of nodes in the network, and
uses the Variant 1 to reach their next hop. Also, since no virtual backbone exists,
the source needs to calculate the route to the destination itself.

The comparison results of throughput are shown in Figs. 6.9, 6.10, and 6.11. The
throughput is the average throughput for all the active sessions in the network. In
Fig. 6.9, the throughput at the first 6 time slots are shown. The one with the virtual
backbone structure increases faster than the one without the virtual backbone over
time. At the 6th time slot, our approach achieves almost 1.6 times over the one
without virtual backbone. In Fig. 6.10, the results show that the throughputs of
both approaches increase slowly when the number of nodes increases. In Fig. 6.11,
the throughputs of both approaches increase while the number of channels increases.
Overall, the throughput with virtual backbone structure is much larger than the one
without virtual backbone structure.

At last, we compare the packet delay between the two approaches. The results

are shown in Figs. 6.12, 6.13, and 6.14. In Fig. 6.12, we vary the number of active
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sessions, while setting the number of nodes as 100. The delay in both approaches
increases, when the number of active sessions increases. The delay for the approach
without the virtual backbone structure increases more rapidly. In Fig. 6.13, the delay
in both approaches decreases, when the number of nodes increases. Nevertheless, the
speed of delay decrement becomes slower as the number of nodes increases. This is
because when there are more nodes, the average number of channels available to each
node is smaller. In Fig. 6.14, we vary the number of total channels in the network,
while setting the number of nodes as 100. The results show that when the number of
total channels increases, the delay decreases for both approaches. Overall, the delay

of the approach with the virtual backbone structure is less than the one without a
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virtual backbone structure.

6.2 Chapter Conclusion

In this chapter, we focus on the infrastructure design in CRNs to improve the
performance of data transmission. We present a comprehensive approach on self-
organization, virtual backbone construction, and end-to-end data transmission for
CRNs, without relying on a CCC. Each node makes use of the location information
and adjustable transmission range for the virtual backbone construction. We let each
node choose its own channel for data transmission and reduce the interference among
different links. We propose an efficient scheme for end-to-end data transmission.
The simulation results verify our theoretical analysis and show that the efficiency
of our approach is significantly improved compared with the one without a virtual

backbone.
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CHAPTER 7

CONCLUSION

This dissertation presents our in-depth research works on the spectrum manage-
ment and cross-layer protocol designs in CRNs. The highly dynamic channel avail-
abilities and unpredictable PU activities pose extra challenges to works in CRNs. We
propose our models and algorithms to solve the challenges in CRNs, which improve
the performances from different aspects. We summarize our contributions and point

out some future research topic, that are very promising.

7.1 Summary of Contributions

CRNs are different from traditional wireless networks. There are two types of
users in CRNs, which are PUs and SUs. PUs have higher priorities on channel access,
and SUs need to quit channel usage once the nearby PUs become active. Moreover,
due to security concerns, the active patterns of PUs are unpredictable to SUs. The
channel dynamics make the spectrum sharing, session construction and maintenance
difficult.

First of all, this dissertation start with improving the performance of spectrum
sensing, which is the key phase to protect PUs. We propose a pre-phase improvement
for sensing. We also give a hitchking scheme, which makes use of the core structures
to assist spectrum sensing. Through our approaches, the sensing accuracy is improved
while the time cost for spectrum sensing is reduced.

Secondly, we study the channel assignment, which is an important part of spec-

trum management. We propose distributed channel assignment algorithms, which is
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effective and conflict-free. In addition, given a specific routing protocol, we make use
of the control messages to collect information. The collected information is used to
facilitate a more effective channel assignment scheme.

Next, we study the routing protocols in CRNs. Different from routings in tra-
ditional wireless networks, the special challenges of CRNs motivate us to propose a
novel routing protocols with the assistance of boundary nodes. We take the angle di-
mensions into accounts, and select routes that pass less PU areas and are more reliable
through the information of boundary nodes. In addition, we study the forwarding
node set selections for routing use, and propose a multi-layer algorithm.

Last but not least, we consider the infrastructure design for CRNs, which could be
very helpful for multiple aspects in CRNs, e.g., channel assignment, link construction,
and routing protocols. We construct the virtual backbone without a common control
channel. Nodes are self-organized into cells and backbone nodes are distributedly
selected from them. We also give the link construction algorithm, and area routing

for end-to-end data transmissions.

7.2 Future Research

Since the spectrum usage is increasing rapidly nowadays and the previous static
spectrum allocation scheme can barely meet today’s requirements, how to apply the
cognitive radio technology is becoming more important and inevitable. In the future
research, I plan to continue working on improving the reliability and practicability of
CRNs.

The first direction is the application of geolocation databases [93-98]. Instead
of purely relying on spectrum sensing [99], the geolocation databases can be used
to store the static information about channel availabilities and spectrum maps. For
example, IEEE 802.11af [100] is about the standard for spectrum sharing in TV white

spaces based on spectrum databases. Due to environmental differences and security
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issues, the integration of database information and spectrum sensing results will be a
reasonable and promising way for future use. It reduces the cost of spectrum sensing,
and improves the accuracy of the generated spectrum map based on the integration
results.

The second direction lies in the performance evaluation of the protocols in CRNs
[101-103]. The current evaluation results are mainly based on simulations, and exper-
imental results on a small scale of USRP testbeds. A large scale of collected channel
usage data samples, which are over a long time duration and a large geography area,
will be helpful for practical performance evaluations. Also, the spectrum manage-
ment approaches and cross-layer protocols can be evaluated in a long term with more
practical channel dynamics. The implementation of the large-scale testbed has huge
potentials and are necessary in order to make CRNs practical in real industrial envi-

ronment.
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