
 
 

 i 

 
THE EFFECT OF DATA BREACHES ON SHARE PRICES 

 
 
 
 

A dissertation 
Submitted to  

the Temple University Graduate Board 
 
 
 
 

In Partial Fulfillment  
of the Requirements for the Degree 

DOCTORATE IN BUSINESS ADMINISTRATION 
 
 
 

by 
Michael Thomas McGarry 
Diploma Date May 2022 

 
 
 
 
 
Dr. Min-Seok Pang, Advisory Chair, Management of Information Systems, Temple University 
Dr. Lynne Andersson, Department of Human Resource Management, Temple University 
Dr. Elizabeth Gordon, Department of Accounting, Temple University  
Dr. David Lanter, Department of Management Information Systems, Temple University 
Dr. Lalitha Naveen, Department of Finance, Temple University 
  



 
 

 ii 

ABSTRACT 
 

Data breaches are the theft of sensitive information or the disruption of company operations 

through cybercriminal acts.  This paper studies the impact data breaches have on stock prices.  I 

use the findings to make a public policy recommendation which I believe will facilitate future 

cybersecurity improvements. 

The impact of a data breach on stock prices is not well understood.  The existing research is 

contradictory:  Some research has found that a data breach has a statistically significant, long-

term, negative impact on stock price.   Others have found that data breaches have no impact.  

One study found a statistically significant negative impact but that the share price quickly 

recovers (Richardson et al., 2019).  Share price reflects the market’s consensus option of the 

value of a firm.  Clarity on the impact of a data breach on share price would help companies 

establish an appropriate cybersecurity investment strategy.  The lack of clarity in the research 

makes establishing a strategy difficult.   

This paper studied the share price movement of companies who disclosed a data breach 

between January 2007 and September 2020.  It found, through event studies and statistical tests, 

that data breaches have a statistically significant negative impact on share price.  These results 

were heavily influenced by a few extreme cases.   

Interviews with research analysts and investors found that they regard data breaches as 

immaterial.  They do not believe customer behavior changes as a result of a breach.  They also 

do not believe that the cost of a breach is material to a financially sound company. 

The implication is that companies should be wary of over-investing in cybersecurity.  

Company strategy should be to do what is necessary for regulatory compliance and to be 

consistent with standard practices. 
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Market participants suffer from a lack of information.  There is not a data source which can 

be used to determine the probability and cost of a future breach; nor is there a data source to 

gauge the effectiveness of a security control.  Cybersecurity insurers are the natural collection 

and dissemination point for this data, but they view this information as their source for 

competitive advantage.  They will not willingly share the information.  The government should 

intervene by making the disclosure of breach information mandatory, and then ensuring that this 

information is widely available.    
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THE CHANGE IN STOCK PRICE AFTER A DATA BREACH 

 

Introduction 

Data breaches, defined as the unauthorized access to confidential information or the 

disruption of company operations due to cybercriminal acts, have become ubiquitous.  

Confidential information stolen by criminals includes personal financial information (such as 

credit card numbers and banking information), intellectual property (the 2014 Sony breach 

included the theft of four previously unreleased movies), personal health information, and 

personal identity.  See Table 3 for the number of data breaches and millions of records lost per 

year.   

Prominent data breaches include Target (2013, 40 million credit card records stolen), Equifax 

(2017, 143 million US citizen records stolen), Marriott (2018, up to 500 million customer 

records, including some credit card and passport information), Capital One (2019, 106 million 

records), and American Medical Collection Agency (2019, 20 million records).   The American 

Medical Collection Agency breach led to the company’s bankruptcy (Bloomberg, 2019).  The 

CEOs at Target and Equifax were fired as a result of their data breaches. 

All 50 US states have implemented security breach notification laws and the number of US 

states with mandated minimum IT security standards has doubled since 2016 (National 

Conference of State Legislatures, 2019).  Companies have been increasing their investments in 

Information Technology (IT) security defenses.   The growth in IT security investments is double 

the growth in overall IT spending (Gartner, 2019).  See Table 4 for the worldwide growth in 

security spending by year. 

The number of publicly announced security breaches increased by 17% in 2019, after a sharp 

drop in 2018 from 2017’s record high (see Table 3).  The ITRC theorizes that the increase is due 
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to new disclosure regulations and because of heightened criminal activity (Identity Theft 

Resource Center, 2020).   

The costs of a data breach can be significant (see tables 6 and 7 for the average cost of a data 

breach).  Target reported that a $202 million net cost of its data breach after insurance 

reimbursements (Stempel & Breach, 2015).   The costs included investigations, remediation 

services, regulatory fines, and legal settlements.  Equifax saw its credit rating downgraded as a 

result of its data breach (Hogal, et al., 2020).  A $12.5 billion class-action lawsuit was filed 

against Marriott hours after its breach was disclosed (Cimpanu, 2018).   The lawsuit is still 

pending.   

The costs discussed above does not consider lost sales due reputational damage.  One study 

found that the impact of reputation loss exceeds other data breach costs (Karniya, et al., 2020).   

Academics and practitioners theorize that the costs of a data breach will lower a firm’s future 

cash flows and hence the market valuation of a firm.  A literature review found that 71% of 

academic research found a negative, statistically significant relationship between a data breach 

announcement and share prices (Spanos & Angelis, 2015).   

Others are not so sure.  They argue that data breaches have become so common that they 

should be considered a cost of doing business.  Recent articles state that the frequency of date 

breaches has made consumers numb and apathetic to them (Mele, 2018; Chen, 2020).  Breaches 

are expected and should be considered a regular cost of doing business (Kvochko & Pant, 2015), 

similar to inventory theft in the retail industry.   

As a result, they argue that the change in market value due to a due breach is insignificant.  

Some academic research supports this theory (Schatz & Bashroush, 2016; Richardson, et al., 
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2019).   A look at stock price movement after high profile breaches generally supports this view 

(see Table 5, Equifax being an exception).  

The contrasting theories and research findings, combined with the dynamic and complex 

nature of cybersecurity, make it difficult for boards and senior managers to determine an 

appropriate budget for cybersecurity defense.  Firms are at risk of either over or under investing. 

The purpose of this research is to help practitioners understand the cost of a cybersecurity 

breach by measuring the change in firm market value after a public data breach notification.  

This will help boards, managers and executives determine the appropriate level of IT security 

investment. 

Literature Review 

Although information security is a classic topic in IT research, very few studies examine IT 

security from a business or economic perspective (Eling & Wirfs, 2019).  

The existing research on the market value consequences of a data breach is inconsistent and 

inconclusive.  Some studies conclude that a data breach leads to a negative change in market 

value (e.g. Morse et al., 2011), other studies did not see a statistically significant change (e.g. 

Goldstein et al., 2011).  One study found a short-term decrease in market value, but the decrease 

was minor and of short duration (Richardson et al., 2019).   

Previous research has shown that investors’ ability to predict stock market moves in response 

to events improves over time (Mikhail, et al., 1997).  Cybersecurity and data breaches have been 

studied for about 20 years.  One explanation is that the early studies were plagued by 

inconsistent market reactions as investors became familiar with data breach effects.  Current 

research could be more consistent as the enhanced familiarity stabilizes investor expectations.  
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However, this does not appear to be the case, as recent studies have come to differing 

conclusions (Schatz & Bashroush, 2016; Richardson, et al., 2019; Hogal, et al. 2020). 

See Table 1 for sample research concerning IT security and general business impact.  Table 2 

provides a summary of the research on the relationship between IT security events and a firm’s 

market value.   

Cybersecurity is a dynamic and rapidly evolving space; the nature of attacks and the 

sophistication of the attackers is changing rapidly.  Relatively new attacks, such as ransomware, 

quickly become commonplace.  New cybersecurity research is needed to provide clarity to 

practitioners and academics.   

This dissertation will help practitioners by providing evidence of a data breach’s impact on 

market valuation and providing insights into the factors that influence the magnitude of the 

change in valuation.  A better understanding of the impact of a data breach will help guide 

practitioners making investment and governance decisions.    

Conceptual – Relevant Theory 

The hypotheses for this research proposal are based upon Institutional Theory, and the 

Resource-based View of the Firm. 

Institutional Theory 

 Institutional theory describes how management practices and organization structures adapt to 

social norms even when adaption comes at the expense of organization goals, such as 

profitability (Meyer & Rowan, 1977).   

Society places pressure on organizations to conform to social norms through three 

institutional forces: 1) Regulatory (laws, monitoring, and enforcement) 2) Normative (social 

norms, expected behaviors) and 3) Cognitive (Models, congruence with the cultural 
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environment) (Bruton, et al., 2010).  Organizations which do comply are allowed to operate and 

access societal resources such as shared infrastructure, customers, and employees (Suchman, 

1995).   

Organizations which do not comply risk having its conduct questioned (Oliver, 1991).  For 

example, Equifax’s CEO had to testify before Congress as a result of its data breach (Newman, 

2017).  Severe non-compliance will place the organization’s right to exist at risk (Deegan, 2002).   

Organizations which process sensitive information, such as personal financial data, are 

expected to protect the data.   Society codifies and implements this expectation through 

regulations.  The regulations will specify the standards, the oversight process, and the 

punishments for non-conformance.  

Resource-based Theory 

The Resource-Based View of the firm argues that the ownership of strategic resources 

positions a firm for sustained competitive advantage and long-term success.  Sustained 

competitive advantage is a value creating strategy which cannot be replicated by competitors 

(Barney, 1991).  Strategic resources which create sustainable competitive advantage are 

valuable, rare, immobile, difficult to imitate, and non-substitutable (Barney, 1991).  A firm can 

build on these strategic resources to consistently superior financial performance over time.  

Examples are well-known and respected brand names, such as Apple or Coca-Cola.  The 

resource-based theory has been widely confirmed in empirical studies (Wade & Huland, 2004). 

Extant research has found that IT capability is positively related to a firm’s market value 

(Bharadwaj, 2000; Samburthy, et al., 2003).   The stock market has been shown to react 

positively to IT investment announcements (Bharadwaj et al., 2009).  This implies that, 

consistent with the resource-based view, IT capabilities are a strategic resource. 
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The converse is that research has established that IT failures have an adverse and material 

impact on a firm’s market value (Bharadwaj, et al., 2009; Goldstein et al.,  2011).  These failures 

include operational disruptions due to extended system outages, and unsuccessful projects 

resulting in cost overruns, write-offs and operational disruptions.   

Data breaches are a form of IT failure.  They signal to investors that the firm has IT 

capability deficiencies.   

Hypotheses 

Additional research is needed on the relationship between data breaches and share price.  

This relationship has not been fully examined (Eling & Wirfs, 2019), cybersecurity is a dynamic 

and rapidly evolving field, and the existing research is contradictory (Table 2).   My overarching 

hypothesis, drawing upon Institutional and Resource-Based View theories, is that there is a 

statistically significant negative relationship between data breaches and share price. 

Customers and institutions expect that firms will protect the confidential personal 

information entrusted to them.  Firms which breach this expectation will be punished by 

customers and societal institutions.  The punishment will be seen in reputational damage, lost 

sales, new litigation, regulatory fines, and increased government oversight.   

Customers whose data was stolen by hackers will become dissatisfied and frustrated, and 

more willing to take their business elsewhere.  Potential customers are more likely to choose a 

competitor.  The breached firm will have to offer better terms, such as lower prices, in order to 

retain existing or attract new customers.  The result is that breached firms will see a decrease in 

future sales.   
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A firm suffering a data breach can expect punitive institutional actions, such as increased 

regulatory oversight, enhanced cybersecurity standards, litigation, and fines.  Equifax’s data 

breach led to a $700 million fine from the Federal Trade Commission (Whittaker, 2019).   

The firm will experience unplanned direct costs as a result of the data breach.  The direct 

costs include the costs to investigate and correct the cause of the breach, expenses for legal and 

public relations advice, fines, legal settlements, customer notification costs, and the cost of 

offering remediation services to affected parties (such as free credit monitoring).  The firm may 

be forced to make unanticipated investments to bolster its cybersecurity defenses.  

The efficient market hypothesis states that security prices reflect all available public 

information (Fama, 1970).  The hypothesis further states that new information is quickly 

incorporated into security prices (Malkiel, 2003).  The hypothesis has been confirmed through 

empirical tests (Fama, 1970; Malkiel 2003).   

The efficient market hypothesis means that today’s change in security prices is the market’s 

reaction to today’s news.  That is, a change in a firm’s security price is a reflection of news 

concerning the firm, such as macro-economic reports, company announcements, or news 

effecting the firm’s industry. 

This means that a change in a firm’s share price, immediately after public disclosure, can be 

attributed to the data breach assuming no other significant firm-specific news and after adjusting 

for movements in the overall market.  The abnormal return is the difference between the actual 

share price and the expected share price, based upon the change in a market index such as the 

S&P 500.   

Details on calculating abnormal returns are presented in the methodology  section.   
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A firm’s market value is the discounted value of future cash flows.  The costs and loss in 

sales caused by the data breach will reduce future cash flows, lowering the market value of the 

firm.  The resulting change in the firm’s share price, per the efficient market hypothesis, will 

occur immediately after the public breach disclosure.  

H1: A data breach will result in statistically significant abnormal negative returns immediately 

after the breach is made public. 

 Data breaches can be classified by the impact and threat they pose to consumers.  The loss of 

personal financial and personal identity information has the highest impact on customers.   

 Exhibit 1 classifies data breaches by the nature of the breach and the impact to customers.  

The breach events are listed from lowest to highest impact. 

Exhibit 1: Data breach classifications by customer impact 
 
Data breach: Event and the nature of the data lost Impact 
Stolen employee information Low 
Operational disruption (example: Ransomware) Low 
Customer contact information (examples: email address, phone #) Low 
Customer login information (username and password) Low 
Personal financial (examples: credit card, bank account numbers) High 

Personal identity (examples: Taxpayer ID, social security number) High 
 

 The loss of personal financial information exposes the customer to monetary loss and 

financial fraud. The loss of personal identity information exposes the customer to a lifetime of 

identity theft risk. 

Consistent with Institution Theory, the higher impact breaches will lead to more severe 

penalties from consumers and institutions.  Consumers are more likely to take their business 

elsewhere.  Regulatory fines will be higher, for example, the loss of personal health information 

subjects the breached firm to fines from the Department of Health and Human Services (HHS).   
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HHS recently increased its fines (HIPPA Journal, 2019).  Equifax will pay regulatory fines 

between $575 and $700 million as a result of its 2017 breach.   Banks can sue to recover 

damages from fraudulent credit card purchases.   Target paid $39.4 million in settlements to 

banks as a result of its 2013 credit card breach (Stemple & Bose, 2015). 

 Legal costs, regulatory fines, and the unexpected decrease in future sales will lead to a 

decrease in market value.  The decrease in value for a customer’s personal information will be 

greater than the decrease for other types of data breaches. 

H2: The loss in market value will be greater if the data breach includes the loss customer 

personal information, either financial or identity, relative to other types of data breaches. 

The impact of a data breach will vary by industry. 

Depository institutions are based upon consumer trust.  Consumers need to be confident that 

the money given to a bank will be is safe and available when needed.  Institution Theory states 

that an implied social contract exists which specifies that depository institutions will protect the 

assets given to them.  Firms that violate the terms of this contract should expect heavy 

retributions from Society’s Institutions (such as regulatory fines). 

 Personal information is an asset given to depository institutions.  A data breach involving the 

theft of personal information is a breach of the social contract.  The breached firm should expect 

large regulatory fines, as evidenced in Table 7.  Note that financial institutions have the second 

highest cost per record breached.    

Information technology is a strategic resource to business service firms.  Unique technical 

capabilities determine the long-term performance of companies such as Google, Amazon, and 

Microsoft. 



 

10 

A data breach signals a weakness in technical capability.  Technical capability weaknesses 

are more troubling within technology companies than they are for firms in other industries.  The 

Research Based View of the firm states that this weakness will call into question the firm’s 

ability to compete.   Investors lower their long-term financial projections.  These revisions will 

drive the share price down. 

The impact of a data breach on depository and technology service institutions will be more 

pronounced than firms in other industries.  We should expect a sharper decrease in their market 

value. 

H3: Data breaches at depository institutions (SIC major group code 60) and business services 

firms (SIC major group code 73) will have lower mean cumulative abnormal returns than firms 

in other industries. 

Cybersecurity insurance minimizes the costs of cyber incidents, such as data breaches, denial 

of service attacks, and extortion demands.  The number of firms with cybersecurity insurance has 

increased dramatically, from 35% of firms in 2011 to 75% in 2018 (see Table 8). 

Cybersecurity insurance typically covers fines, legal fees, remediation services (such as 

providing credit monitoring services to effected consumers), and data restoration costs. 

 Cybersecurity insurance minimizes the direct costs of a data breach to firms, protecting a 

firm’s cash flows.  The widespread adoption of cybersecurity means, that on average, that the 

costs of a data breach is lower now than it was at the beginning of the study.  We expect that 

cumulative abnormal returns for breaches disclosed from 2008-2010 to be less than breaches 

disclosed from 2018 through 2020. 

H4: Firms disclosing a data breach between 2007 and 2010 will have greater cumulative 

abnormal returns than firms disclosing a data breach between 2017 and 2020. 
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Research Methodology 

This research will use event studies to determine the effect of a data breach on share price.   

Event studies are a generally accepted approach to measuring the effect that an event has on 

the value of a firm (MacKinlay, 1997).  Event studies rely on the rational market hypothesis 

which states that the impact of an event will be seen immediately in security prices.  This enables 

researchers to measure the effect of a specific event by analyzing the change in share price over a 

short period of time.  Example uses of event studies includes the announcements of mergers and 

acquisitions, earnings announcements, debt issuances, stock splits, and equity issuances.   

Event studies are also consistent past research studying the relationship between data 

breaches and share prices, as shown in Table 2. 

Data sources 

Firms included in the research    

A sample of data breaches of US publicly traded firms disclosed since January 1 2007.   

Publicly disclosed data breaches     

The primary data source is the Privacy Rights Clearinghouse (PRC, website  

https://privacyrights.org/).  PRC is a non-profit organization founded in 1992 and dedicated to 

protecting consumer rights.   

PRC provides a database containing information on any event which led to the loss of 

consumer information, such as sensitive documents found in dumpsters (On Feb 24, 2011 a 

resident found personal checks and real estate applications in the dumpster behind Prudential 

Realtors of Hazlewood Missouri); mailing errors (Wells-Fargo of Jacksonville Florida sent bank 

statements to the wrong customers on October 20, 2011), and data breaches (such as Target’s 
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credit card breach in 2013).  Events in the PRC database go back to 2005, and the database can 

be found at https://privacyrights.org/data-breaches.    

The PRC database currently has information on over 9,000 events, including over 6,000 

disclosed since 2010.  This database has been used in recent academic research (Richardson, et 

al., 2019; Hogal et al., 2020). 

Calculations 

This study is based on calculating cumulative abnormal returns over the event window.  

Abnormal returns are the difference between actual and expected returns.   

This approach is consistent with other finance studies, such as a study of the impact of 

information surprises on share prices (Nimalendran, 1994), political connections (Goldman & 

So, 2008) and dividend announcements (Damodaran, 1989). 

Event window 

The event window is based upon the breach disclosure date.  This research will use a small 

event window to help ensure that share price movements are related to the data breach.   

Start and end dates are the number of trading days relative to the breach disclosure date.  The 

research is using four event windows 

• Start date of -1 (the trading day before the breach was disclosed) to +1 (the trading day 

after breach disclosure).  I included the day before the breach to account for leaks. 

• Start date of zero (the day the breach was disclosed), end date of +1 (first trading day 

after the breach was disclosed) 

• Start date of zero, end date of +2 (two trading days after the breach was disclosed) 

• Start date of zero, end date of +5 (five trading days after the breach was disclosed) 

Expected returns 
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Expected returns are calculated using the Fama and French plus momentum model 

(sometimes referred to as the four-factor model).  This model extends the Fama and French three 

factor model, which in turn is an extension of the capital asset pricing model.   

The capital asset pricing model calculates expected returns based on the stock’s historical 

return and volatility relative to the market.   The formula is: 

RE = RF + Alpha + Beta * (RM -RF) where: 

RE is the expected return  

RF is the risk-free rate of return, typically measured using US treasury bonds 

Alpha measures a stock’s return relative to the rest of the market 

Beta measures a stock’ sensitivity to overall market changes,  

RM is the market rate of return, based upon a market index. 

The Fama and French three factor model won a Noble prize in economics for explaining 

anomalies in stock market returns (Fama & French, 1992).  Their research showed that they 

could explain almost all observed anomalies by adding two factors to the capital asset pricing 

model.   These factors recognize the historically higher returns that small firms and firms with 

high book to market ratios enjoy.  The model is: 

RE = RF +Alpha + Beta * (RM – RF) + (B2 * SMB) + (B3 * HML)  

Where:  

RE, RF, Alpha, Beta, and RM have the same definitions as in the market model   

SMB measures the historic excess returns of small firms relative to big  

HML measures the historic excess returns of value stocks.   

B2 and B3 are the betas which reflects the security’s sensitivity to the overall  

market. 
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 Fama and French acknowledged that their model could not explain the positive abnormal 

returns generated by following a momentum strategy (Fama & French, 1996).  Research has 

shown a momentum strategy generates positive abnormal returns (Jegadees & Timman, 1993).  

The momentum strategy is to hold, for a short period of time, a portfolio of stocks that has 

performed well the previous year (or shorting a portfolio of stocks which performed poorly).   

This discover of the momentum anomaly led to the three-factor model plus momentum 

model, whose formula is: 

RE = RF + Alpha + Beta * (RM – RF) + (B2 * SMB) + (B3 * HML) + (B4 * UMD) 

Where:  

RE, RF, Beta, RM, B2, B3, SMB and HML have the same definitions as in three factor 

model   

UMD is the market premium for stocks with high recent performance over stocks with 

lower market performance; B4 is its beta 

Regression parameters 

The alpha and the beta values in the models are calculated using linear regression analysis.   

They are calculated based on actual returns of a maximum 100 trading days, minimum 70, 

beginning 45 days prior to the start date of the event window.  Starting the regression 45 days 

prior minimizes the likelihood of the event influencing the calculations.  

Testing 

Hypotheses 1 through 4 will be tested via one-sided t-tests.   

The null hypothesis for H1 is that the cumulative abnormal return is zero.   

The null hypotheses for H2 through H4 is that there is no difference in the mean values. 

Statistical significance is tested using a 95% confidence level.   
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The t-statistic will be compared to the critical t-statistic for the sample’s degrees of freedom.   

The t-statistic calculation is: 

 t-statistic = Mean / (standard deviation / square root of n) 

 Where: 

• Mean is the average cumulative abnormal return  

• Standard deviation measures the variance in the cumulative abnormal  return 

• n is the number of data breaches in the sample. 

Hypotheses tests 

H1 will be supported if the stock price change is negative and statistically significant. 

H2 will be supported if:  

1. The mean cumulative abnormal return (CAR) for data breaches involving personal 

financial information and personally identifiable information (breaches classified as high 

customer impact in Exhibit 1) is negative and statistically significant. 

2. The mean CAR for high customer impact data breaches is less than the mean CAR for 

other types of data breaches. 

3. The difference in means is statistically significant. 

H3 will be supported if:  

1. The CAR for data breaches for firms within the depository institutions and business 

services industries is negative and statistically significant. 

2. The mean CAR for firms within the depository institutions and business services 

industries is less than the mean for firms in other industries. 

3. The difference in means is statistically significant. 
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H4 will be supported if:  

1. The mean CAR for data breaches which occurred from 2007 through 2010 is less than 

the mean CAR for data breaches which occurred from 2017 through 2020. 

2. The difference in means is statistically significant. 

Outliers 

Potential outliers are defined as data breach events whose abnormal return differs by more 

than three standard deviations from the data set’s mean abnormal return. 

The following outliers were excluded from the analysis: 

• X-Rite Inc (breach disclosed on April 11, 2012): Danaher Corp announced plans to 

purchase X-Rite on April 10, 2012. 

• Twitter (breach disclosed on June 13, 2016).  Microsoft announced on the same day 

plans to purchase LinkedIn for a 49% premium, driving up share prices of other 

social media platforms.  Twitter’s stock went up 8%. 

• Cornerstone Brands (ransomware attack disclosed August 11, 2020): Cornerstone 

announced a 50% increase in earnings per share (EPS) the day the breach was 

announced.  The stock increased by 25% on August 12th. 

Data Analysis 

The data set consists of 204 data breaches of US publicly traded firms.  The breach disclosure 

dates range from January 12, 2007 to November 28, 2020.   The number of breaches by year are 

shown in Exhibit 2. 

Exhibit 2: Number of data breaches in the study by year 

Year Number 
2007 8 
2008 12 
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2009 5 
2010 13 
2011 11 
2012 15 
2013 14 
2014 22 
2015 15 
2016 22 
2017 20 
2018 23 
2019 7 
2020 17 
Total 204 

 

The firms in the study represent a number of industries.  The number of data breaches in the 

study by SIC industry code is shown in Exhibit 3. 

Exhibit 3: Number of data breaches in the study by SIC major group  
 
Major Group Description # 
73 Business Services 48 
60 Depository Institutions 23 
48 Communications 15 
70 Hotels 14 
59 Misc Retail 12 
63 Insurance Carriers 11 
58 Eating and Drinking Places 8 
53 General Merchandise Stores 7 
45 Air Transportation 5 
50 Wholesale Goods 5 
67 Investment Offices 5 
80 Health Services 5 
35 Machinery and Computer Equipment 4 
20 Food Products 3 
36 Electronic Equipment 3 
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38 Measurement Devices 3 
57 Home Furniture 3 
62 Security Brokers 3 
79 Recreation Services 3 
87 Professional Services 3 
15 Building Contractors 2 
44 Water Transportation 2 
56 Apparel Stores 2 
17 Construction Contractors 1 
23 Apparel Products 1 
26 Paper Products 1 
27 Printing Industries 1 
28 Chemicals 1 
31 Leather Products 1 
37 Transportation Equipment 1 
42 Motor Transportation 1 
47 Transportation Services 1 
49 Electric, Gas and Sanitary Services 1 
52 Building Materials 1 
54 Food Stores 1 
55 Automotive dealers/Gas stations 1 
61 Credit Institutions 1 
78 Motion Pictures 1 

 

There are a surprising number of securities with positive abnormal returns over the event 

horizon, as shown in Exhibit 4. 

Exhibit 4: Negative and positive abnormal returns, by event horizon 

Event Horizon # Neg # Pos % Neg 
-1 to 1 125 79 61.3% 
0 to 2 112 92 54.9% 
0 to 1 120 84 58.8% 
0 to 5 117 87 57.4% 
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Test Results 

Test of H1: A data breach will result in statistically significant abnormal negative returns 

immediately after the breach is made public. 

Figure 1: Test of H1.  n=204 

Statistical results 

Event Window -1 to 1 0 to +1 0 to +2 0 to +5 
Mean -0.52% -0.51% -0.71% -0.92% 
Standard Deviation 3.61% 2.96% 4.82% 6.09% 
Coefficient of Variation (6.90) 6.90 6.84 6.43 
t-stat 2.07 (2.48)  (2.09)  (2.15)  
p-value 0.02* 0.01* 0.02* 0.02*  

 * significant using a 95% confidence internal (CI).  ** significant using a 99% CI 

 

H1 is supported across all event horizons, signifying that, on average, a breached firm will 

suffer a statistically significant decrease in share price. 

However, the average impact is small (<1%) across the event horizon.  The coefficient of 

variation is also high, indicating significant variability in stock price impact. 

 One possible implication is that a few large data breaches may be driving the statistical 

analysis.  The breaches with largest one-day decrease in stock market returns are: 

Cumulative abnormal returns, 4 largest one-day decrease in share price 

Data breach -1 to 1 0 to +1 0 to +2 0 to +5 
Global Payments, 2012 -14.1% -13.7% -10.5% -10.6% 
Equifax, 2017 -12.8% -12.4% -21.9% -37.2% 
Chegg’s, 2018 -13.0% -13.9% -13.77 -8.6% 
Capital One, 2019 -6.2% -7.4% -5.3% -2.3% 

 

The data breaches were: 
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• Global Payments lost 1.5 million or more credit cards.   

• Equifax lost 143 million customer records.  Information lost included social security 

numbers, taxpayer ids, and driver’s license numbers. 

• Chegg lost 40 million customer records, including user names and passwords. 

• Capital One lost over 100 million credit card applications. 

 

Rerunning the analysis excluding the above data breaches results in: 

Event Window -1 to 1 0 to +1 0 to +2 0 to +5 
Mean -0.30% -0.29% -0.46% -0.64% 
Standard Deviation 3.25% 2.48% 4.47% 5.51% 
Coefficient of Variation -10.75 -8.64 -9.67 -8.59 
t-stat (1.32) (1.65)  (1.46)  (1.64)  
p-value 0.09 0.05 0.07 0.05  

* significant using a 95% confidence internal (CI).  ** significant using a 99% CI 

 

The decrease in share is no longer statistically significant using a one-sided 95% confidence 

interval.    

An analysis of the four largest breaches follows in the discussion section.  

 

Test of H2:  The loss in market value will be greater if the data breach includes the loss 

customer personal information, either financial or identity, than other types of data breaches. 

 
Figure 2: Test of H2.  CAR after the loss of personal information.  n=110 
 
 

-1 to 1 0 to +2 0 to +1 0 to +5 

Mean -0.41% -0.79% -0.42% -0.795 

Standard deviation 3.66% 5.74% 2.93% 6.75% 
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t-stat -1.17 -1.45  -1.52  -1.22 

p-value 0.12 0.07  0.06  0.11 

 
 
Figure 3: Test of H2.  CAR for all other breaches.  n=94 
 
  

-1 to 1 0 to +2 0 to +1 0 to +5 

Mean -0.66% -0.60% -0.62% -1.07% 

Standard deviation 3.55% 3.48% 3.00% 5.25% 

t-stat -1.79 -1.68 -1.99 -1.98 

p-value 0.04* 0.05* 0.02* 0.02* 
* significant using a 95% confidence internal (CI).  ** significant using a 99% CI 

CAR is cumulative abnormal returns  

 

H2 is not supported.  The cumulative abnormal returns after data breaches which involve the 

theft of personal information is not statistically significant, and nor is the cumulative abnormal 

returns consistently lower than other types of data breaches. 

 

H3: Data breaches at depository institutions (SIC major group code 60) and business services 

firms (SIC major group code 73) will have lower mean cumulative abnormal returns than firms 

in other industries. 

Figure 4: Cumulative abnormal returns for depository institutions, n=23 
 

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean -0.16% -0.42% -0.32% -0.75% 
Standard deviation 2.65% 2.92% 2.44% 3.24% 
Standard error 0.55% 0.61% 0.51% 0.68% 
t-stat -0.30 -0.69  -0.63  -1.10 
p-value 0.39 0.24  0.27 0.13 

 



 

22 

Figure 5: Cumulative abnormal returns for business services firms, n=48 
  

-1 to 1 0 to +2 0 to +1 0 to +5 

Mean -1.42% -1.88% -1.01% -2.34% 

Standard deviation 4.09% 7.83% 3.69% 9.14% 

Standard error 0.59% 1.13% 0.53% 1.32% 

t-stat -2.40 -1.67  -1.90  -1.77 

p-value 0.01* 0.05 0.03* 0.04* 

 
Figure 6: Cumulative abnormal returns for both SIC codes, n=71 
  

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean -1.01% -1.41% -0.79% -1.82% 
Standard deviation 3.71% 6.66% 3.33% 7.75% 
Standard error 0.44% 0.79% 0.40% 0.92% 
t-stat -2.29 -1.78  -1.99  -1.98 
p-value 0.01* 0.04* 0.02* 0.02* 

 
* significant using a 95% confidence internal (CI).  ** significant using a 99% CI 
 

The abnormal returns for the two SIC codes are statistically significant.  Next, we calculate 

the means and standard deviations for all other SIC codes. 

 

Figure 7: Cumulative abnormal returns for all other SIC codes, n=133 
 

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean -0.26% -0.33% -0.37% -0.43% 
Standard deviation 3.53% 3.44% 2.74% 4.96% 
Standard error 0.31% 0.30% 0.24% 0.43% 
t-stat -0.86 -1.10 -1.54 -1.01 
p-value 0.20 0.14 0.06 0.16 

 

The difference between the two independent samples is then tested for statistical significance. 

Figure 8: Difference between the two populations 
 

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean difference  -0.75% -1.08% -0.42% -1.39% 
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Standard error of differences 0.54% 0.84% 0.46% 1.01% 
t-stat -1.39 -1.29 -0.91 -1.38 
p-value 0.08 0.10 0.18 0.08 

 

H3 is not supported.  The difference in the share price is not significantly different for the 

event horizons. 

 

H4: Firms disclosing a data breach between 2007 and 2010 will have greater cumulative 

abnormal returns than firms disclosing a data breach between 2017 and 2020. 

Figure 9: Cumulative abnormal returns data breaches disclosed between 2007 and 2010, n=38 
 

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean -0.99% -1.69% -0.69% -2.34% 
Standard deviation 3.91% 7.76% 2.32% 8.23% 
Standard error 0.63% 1.28% 0.38% 1.34% 
t-stat -1.56 -1.34 -1.84  -1.75 
p-value 0.06 0.09  0.03* 0.04* 

 
Figure 10: Cumulative abnormal returns data breaches disclosed between 2017 and 2020, n=67 
  

-1 to 1 0 to +2 0 to +1 0 to +5 

Mean -0.67% -0.69% -0.63% -1.11% 

Standard deviation 4.27% 4.73% 3.66% 6.92% 

Standard error 0.52% 0.58% 0.45% 0.85% 

t-stat -1.29 -1.18 -1.40  -1.31 

p-value 0.10  0.12 0.08 0.10 

 
Figure 11: Difference between the two populations 
 

-1 to 1 0 to +2 0 to +1 0 to +5 
Mean difference  -0.32% -1.01% -0.06% -1.23% 
Standard error of differences 0.82% 1.39% 0.58% 1.58% 
t-stat -0.39 -0.73 -0.10 -0.78 
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p-value 0.35 0.23 0.46 0.22 
* significant using a 95% confidence internal (CI).  ** significant using a 99% CI 

H4 is not supported.  2007-2010 share prices dropped more than 2017-2020 share prices.  

However, the decrease in share price is not significant the day after the breach disclosure. 

 

Discussion On The Four Breaches With The Largest Stock Price Impact 

 Firms disclosing a data breach, on average, suffer a statistically significant decrease in share 

price.  The decrease is not significant if the four largest decreases are excluded.  The breaches 

that led to the four largest percentage decreases in stock price are discussed in the following 

section. 

Methodology 

 I used a multiple case study approach during this research. The case study is used when the 

research questions are specified by the researcher prior to the study.  They enable researchers to 

explore the questions and derive insights from real-life events (Benbasat et al., 1987).   Data on 

the four data breaches was collected from secondary sources, such as new stories, investor 

analysis and academic journals. 

The Four Largest Stock Price Drops: Description Of The Events 

1. Global Payments (Breach Disclosed On March 30, 2012)  

 Global Payments provides payment card processing services to merchants, enabling them to 

accept debit and credit cards.  The company processes over 1.5 billion payments annually. 

 The breach was first reported the morning of March 30th by security blogger Brian Krebs, 

who wrote that an unnamed company had suffered a massive payment card breach (Krebs, 

2012).  The Wall Street Journal was the first to name Global Payments (Johnson & Sidel, 2012).  
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Wired magazine later reported that 10 million payment cards had been stolen during the breach 

(Zetter, 2012).   Global Payments’ stock dropped 9% before trading was suspended. 

 Global Payments did not comment on the breach reports until after the stock market closed.  

The company confirmed that they suffered a breach of 1.5 million payment cards and scheduled 

an investor call to discuss the details the following morning.   

2. Equifax (Breach Disclosed On September 7, 2017)   

 Equifax is a consumer credit reporting agency.  The company creates credit reports on 

individuals so that businesses can make consumer lending decisions.  Equifax does this by 

applying a proprietary algorithm to personal data aggregated from external sources of consumer 

financial information, such as banks, credit card providers, and lenders. 

 Equifax announced a data breach of 143 million records after the stock market closed on 

September 7, 2017.  The records lost contained highly sensitive personal information, such as 

social security and driver’s license numbers.  This type of information cannot be easily changed 

by those effected by the breach, leading to a persistent identity theft risk to those effected by the 

breach. 

 Hackers had taken advantage of a vulnerability within Equifax’s web site.  The vulnerability 

was within a widely-used software package created by Apache.  Apache announced the 

vulnerability and released a patch to fit it March 7th, 2017.  Apache customers were told that it 

was a critical vulnerability that could be easily exploited and urged to apply the patch 

immediately.   The Department of Homeland Security contacted Equifax on March 8th and also 

urged the company to apply the patch.  Equifax instructed its IT administrators to apply the patch 

on March 9th.  However, the patch was not applied to the Equifax servers until July 29th after the 
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security team noticed suspicious network traffic.  The web site was taken down the next day 

(Electronic Privacy Information Center, 2017).   

 Equifax came under criticism for both the breach, which was viewed as easily preventable, 

and the company’s response. Equifax was criticized for the 6-week gap between breach 

discovery and breach disclosure.  Three Equifax executives sold $1.8 million of stock during this 

gap, leading to insider-trading investigations by the US Attorney General and the SEC.  The web 

site Equifax created for individuals to determine if they were a victim was riddled with security 

flaws and logic errors (Krebs, 2017; Rotenberg, 2017).  Equifax offered free credit monitoring to 

victims only if the victim agreed to not participate in class-action lawsuits.   Security blogger 

Brian Krebs called the company’s response “haphazard” and “a dumpster fire” (Krebs, 2017).  

Inc magazine stated that Equifax’s inept response made it the worst data breach of all time 

(Aspan, 2017). 

 Equifax stock dropped 31% in the 4 trading days after the breach, a market capital loss of 

$5.4 billion.   

3. Chegg (Breach Disclosed On September 25, 2018)   

 Chegg is an education technology company that provides textbook rentals, tutoring, and other 

services to students.  The company’s goal is to disrupt the textbook and tutoring industries by 

offering middle, high-school, and college students Netflix-style rental services.  Chegg was a 

Wall-Street darling and saw its stock price more than triple since the company’s 2013 IPO. 

 Chegg announced the breach through an 8-K filing.  The one-paragraph description stated 

that Chegg became aware on September 19th of unauthorized third-party access to its customer 

database starting at or around April 29, 2018.  It further stated that the information stolen could 
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include customer names, shipping addresses, usernames and hashed passwords.  The company 

said that the investigation was on-going.   

 Chegg stock dropped 12% the day after the 8-K filing.    Investors were apprehensive and 

uncertain; the company did not disclose the size of the breach nor did Chegg’s unequivocally 

state that the breach did not include sensitive information.  Investors became concerned that the 

reputational damage from a large data breach would impact Chegg’s future growth (Sharma, 

2018).   

 The breach did result in the loss of 40 million customer records, but the data lost did not 

include highly sensitive information such as payment cards or social security numbers.  Worries 

that the breach would impact growth were unfounded, as both subscriptions (up 13%) and 

revenues (up 29%) enjoyed robust growth in the subsequent quarter.  The stock price recovered 

within a month of the breach disclosure. 

Capital One (Breach Disclosed On July 29, 2019)   

 Capital One is a bank holding company specializing in credit cards, auto loans, and banking.  

It is the third-largest credit card issuer in the United States. 

 Capital One announced that one of its websites had been breached, leading to the loss of 106 

million credit card applications.  The information lost included applicant name, address, 

birthdate, self-reported income, and email address.  The breach was executed by an ex-Amazon 

software engineer (the breaches Capital One web site was hosted at Amazon) who took 

advantage of a misconfigured firewall and bragged about the data theft on Slack, Twitter and 

GitHub.    The FBI arrested the person the day of the announcement.  Capital One management 

estimated that the breach would cost the company $150 million. 
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 Capital One shares dropped 13.9% in the two weeks after breach disclosure, resulting in a 

$3.2 billion drop in market value.  The stock price recovered to its pre-breach level on November 

5th.  

 

Lessons From The Four Largest Events 

I. Have a rehearsed, well defined data breach response plan 

Research has shown that investors and customers are reassured when a company does not try 

to minimize the data breach, highlights the security controls that were in place prior to the 

breach, and then commits to further cybersecurity improvements (Huang and Madnick, 2020).    

Neither Global Payments or Chegg had a robust breach communication and response plan.  

The Global Payment breach was first reported by bloggers and news sources.  Chegg announced 

their breach via a one-paragraph SEC filing.  Not owning the communications led to exaggerated 

media reports based on speculation, hearsay, and rumors.   Equifax’s response to its breach was 

heavily criticized (Volz & Shepardson, 2017).   Equifax’s CEO, who had resigned under duress, 

blamed the breach on a single IT employee (Lamb, 2017).   

Companies should have a rehearsed data breach communications and response strategy.  

Communications should emphasize that company management takes full responsibility for the 

data breach, assure stakeholders that the company is taking the breach seriously, describe the 

security controls that were in place at the time of the breach, and commit to investing in future 

cybersecurity improvements.  If done well, an effective data breach response can minimize the 

short-term impact on the stock price.   
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II. Timing can be everything 

JP Morgan announced a data breach of one million customer records on August 28, 2014.  

The number of records stolen was later revised to 83 million, and it still is one of the largest 

financial-service data breaches of all-time. 

The JP Morgan breach is similar to the Capital One’s.  Both companies are financial 

institutions, and both breaches led to the loss of tens of millions of customer records.  Neither 

breach resulted in the loss of highly sensitive personal information such as social security 

numbers, medical history, or payment cards.  Capital One executed an effective breach response 

plan,  earning praise from the United States Office of the Comptroller (Barrett, 2020). 

 Capital One’s stock price dropped 13.9% in the two weeks after the breach.  The stock took 

months to recover.  JP Morgan’s stock was flat after its initial data breach announcement of one 

million records, and actually went up after announcing that the breach really led to the loss of 83 

million records. 

 Capital One’s announcement came one week after the Federal Trade Commission announced 

a $700 million settlement with Equifax (Schneider & Arnold, 2019).   Investors were concerned 

about potential, Equifax-like, political and regulatory actions (Lambert, 2019).  They were 

skeptical of Management’s reassurances that the breach would not impact future earnings 

(Henry, 2019).  One Evermore market analyst wrote:  

 “We are skeptical of management’s implication that an issue of this magnitude will not 

impact go-forward earnings and efficiency expectations” (Henry, 2019).  

 Capital One, in contrast to Global Payments, Chegg, and Equifax, did everything right when 

responding to the breach.  Unlike Equifax, Capital One did not lose highly sensitive information.  

Capital One’s issue is that its breach announcement came on the heels of the Equifax settlement. 
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Discussion On Long-Term Stock Price Impact 

 The observed impact of a data breach on stock prices, on average, is <1% across all four 

event horizons. 

 The impact does increase with the time horizon, going from -0.51% for (0, 1), to -0.71% for 

(0, 2) to -0.91% for (0, 5).   The decline in share price could be become more significant if the 

trend continues for a long period of time. 

 One hypothesis is that investors hold their shares until the details of the breach are fully 

understood.  Investors wait until the costs incurred, such as investments to improve 

cybersecurity, remediation services, and lawsuits, can be accurately estimated.  Investors may 

wait to trade until they can gauge customer, competitor, supplier, and regulator reactions.  The 

impact of a breach, under this hypothesis, can only be understood by taking a longer-term view 

of share price performance. 

 I tested this hypothesis by calculating the mean cumulative abnormal returns up to 45 trading 

days after breach disclosure, as shown in Figure 12.   The graph was created using Wharton 

Research Data Services. 
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Figure 12: Longer-term cumulative abnormal returns 

 

 

The mean cumulative abnormal returns for the 15, 30 and 45 day trading horizons are: 

Figure 13: Mean cumulative abnormal returns for longer event horizons 

 0 to 15 0 to 30 0 to 45 

Mean  -1.04% +0.14% -0.24% 

Std deviation 8.81% 13.80% 16.10% 

t-stat -1.68 0.14 -0.21 

p-value 0.05* 0.44 0.42 
* significant using a 95% confidence internal (CI).  ** significant using a 99% CI 

 Other events, such as macro-economic news, competitive actions, and earnings performance, 

are influencing the longer-term returns.  For example, the five largest decreases in share price 45 

trading days after disclosure are shown in Figure 14. 
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Figure 14: Most negative cumulative abnormal returns, 45 trading days after disclosure date 

Name Disclosure date 0 to 1 0 to 5 0 to 15 0 to 30 0 to 45 

Carnival Cruise Lines 2020-03-02 -4.8% -25.1% -45.2% -45.9% -39.8% 

Heartland Payment  2009-01-20 -6.8% -42.7% -40.8% -68.3% -68.9% 

Equifax 2017-09-07 -12.4% -37.2% -29.1% -28.4% -31.9% 

MGM Resorts 2020-02-19 +0.43% -9.7% -28.7% -44.6% -40.3% 

Monster.com 2009-01-23 -0.84% -5.65% -22.5% -27.9% -17.6% 

 

The drop in MGM and Carnival can be attributed to the COVID-19 pandemic.  

Monster.com was dealing with new competition and a drop in revenue during the 2008-2010 

recession. 

  The data does not indicate that a data breach has a long-term impact.  The average stock 

price recovers (cumulative abnormal return = 0) on the 25th trading day.  The change in stock 

price is not statistically significant at 30 and 45 trading days. 

  

Implications 

Wall Street appears to be somewhat indifferent to data breach announcements.  While the 

cumulative abnormal returns are statistically significant, the average is small (<1% on average 

across the event horizons).   And the impact appears to be decreasing overtime, as shown in H4.  

And H3 shows that the impact is not significant outside of the business service and banking 

industries. 

Future research projects are needed to investigate why the stock price response is muted.  

Some potential reasons are that companies have minimized the cost of a breach through cyber 

security insurance, that companies have disclose their cybersecurity risk in SEC filings and the 

cost of future breaches is already priced into the stock, or, as it is been suggested, consumer 



 

33 

behavior does not change as a result of a breach (Kamula, et al, 2020; Liang & Tabny, 2020; 

Kvochkol & Pant, 2015).   Without a change in consumer behavior, investors will see the cost of 

a data breach as a one-time event that will not impact future earnings or cash flows. 

The implication to companies is that the impact of a data breach, if handled appropriately, is 

relatively minor.  Executives should prioritize minimizing the cost of a future data breach over 

additional cybersecurity defense investments.  Costs can be minimized by transferring risk to 

third-parties through insurance.  Companies should also ensure that breach costs are borne or 

shared with third-parties when negotiating contracts. 

Cybersecurity costs should be minimized, and executives should strive that their firm’s 

defenses are “good enough”.  This means that firms should be followers, not leaders, in 

cybersecurity defense.  They should be late adopters of new technologies, and the goal should be 

to implement the minimum necessary to meet regulatory compliance and to be consistent with 

generally accepted security practices. 
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HOW INSTITUTIONAL INVESTORS REACT TO A DATA BREACH 

  

My previous chapter analyzed the average stock price change after a data breach 

announcement.  This chapter’s intent is to explain the price change by understanding how 

institutional investors analyze and react to data breach news. 

Introduction And Motivation 

My previous research found that, on average, companies experience a statistically significant 

decrease in share price after disclosing a data breach.  The decrease is small (< 1%) and is 

heavily influenced by a small number of events (for example, Equifax’s market value dropped 

37% in the 5 trading days after its breach).  42% of companies experienced positive abnormal 

returns in the 5 trading days after disclosure. 

These results were counter to my hypotheses.   One explanation is that investors view data 

breaches as one-time events.   Previous research has found that one-time events have an 

insignificant impact on company valuations (Ramakrishnan & Thomas, 1998).  But this 

explanation conflicts with research which found that breached firms experience long-term 

reputational damage.  The reputational damage can lead to decrease in future sales (Karniya, et 

al., 2020).  

The purpose of this research is to understand how institutional investors react to the news of 

a data breach.  Insight into how investors react to a breach will help practitioners set 

cybersecurity strategy, and contribute to the cybersecurity literature by studying data breaches 

from an investor’s perspective. 
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Data Collection 

Primary data was collected via interviews with regulators, cybersecurity insurers, and 

cybersecurity insurance brokers.  The interviews were semi-structured and approximately one 

hour in length.  The interview participants are summarized below: 

Interviewee role Number of interviews 

Government/Regulator 5 

Cybersecurity Insurer 3 

Cybersecurity Insurance Broker 6 

 

The interviewees were asked their opinions on regulatory frameworks, the effectiveness of 

cybersecurity standards, cybersecurity insurance, and whether institutions had sufficient 

incentives to invest in cybersecurity.     

 Secondary data was collected from the interviewees, who often provided internal analysis 

and assessments.  Other data was collected from the academic literature and the practitioner 

press. 

 

The Efficient Market Hypothesis 

I used event studies to analyze stock price movements after a data breach announcement.  

Event studies rely on the efficient market hypothesis, which states that new public information is 

immediately reflected in security prices.  Studies have found empirical evidence supporting the 

efficient market hypothesis (Fama 1998; Malkiel, 2003; Boudoukh, et. al., 2012) .    

The implication is that the impact of data breaches is immediately reflected in security prices.  

My research found that a data breach has a minor impact on stock prices.  Investor interviews 
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should confirm that breaches are regarded as immaterial and that they do not influence trading 

strategy. 

Some economists, inspired by behavioral finance, are challenging the efficient market 

hypothesis.  They point out anomalies such as the success of momentum trading.  Stocks that 

have performed well in the past tend to keep out-performing the market, while poorly performing 

securities tend to continue to under-perform.  An investor can realize abnormal returns by buying 

top-performing securities and shorting poor-performing ones (Fama & French, 1996; Jegadees & 

Timman, 2001).  Researchers theorize that there is a bandwagon effect that draws investors in 

when stock prices go up or to sell when the market goes down (Cooper and Shiller, 2000; 

Staumbaugh, Yu, and Yang, 2012).  Interviews may find that investors react more to price 

movements after a data breach than to the news of the breach itself. 

There is evidence that investors have a tendency to underreact to new information and that 

the impact of a news event is only seen over a period of time (Barbens, Shleifer and Vishny, 

1997; Kadiyala and Rau, 2002; Savor, 2012).  We could find that investors take a “wait and see” 

approach to data breach news.  They hold their positions until they have a full understanding of 

the event and its economic implications, or, until they see price movement.    

My previous chapter did not find that data breaches had a long-term impact on share prices, 

but that could be distorted because of other events.  Interviews could find that investors regard 

data breaches as significant, but that it takes time for them to fully analyze and react. 

Table 9 contains a summary of the extant research on how investors react to news.   
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Methodology  

 I used grounded theory as the basis for this research.  Grounded theory is an inductive, 

theory-discovering methodology based upon qualitative data.  Theory is discovered through an 

iterative process of gathering and analyzing data, and then using the data to create and verify 

theory (O’Reilly, et. al., 2012).   This iterative process continues until theoretical saturation is 

reached, the point in which the researcher believes that additional data gathering will not lead to 

new information. 

Grounded-theory can be used when developing a context-based description of business 

phenomena (Myers, 2020).  It is the appropriate methodology for this study because of grounded 

theory’s focus on context, process, and key actor interpretations (O’Reilly, et. al., 2012).    

 

Data Gathering 

Data was gathered via interviews.  Interviews are one of the most common and most 

important data gathering tools within qualitative research (Myers & Newman, 2007). 

Interviews were conducted with institutional investors, research analysts, and investor 

relations managers.  The investors and research analysts covered both debt and equity securities.  

Retail investors, regulators, and consumers were out of scope for this study.  

This study used snowball sampling to identify participants.  Snowball sampling is a non-

probability technique in which existing participants provide references for future interviewees.   

The interviews were semi-structured and lasted between 30 and 60 minutes.  Initial 

questions, used to frame the subject and guide the interview, are shown in Table 10.  The 

questions were emailed to participants prior to the interview.  Some participants provided written 

responses to the questions prior to the interview. 
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The participant’s role and interview dates are captured in Table 11.  Interview notes were 

hand-written and then summarized in a memo.  The memo captured key concepts and any 

follow-up questions.   Follow-up questions were done via email or through additional interviews.  

 

Data Analysis 

 Figure 15 illustrates the process by which institutional investors analyze and react to news 

events. 

Figure 15: Process to identify, analyze, and  react to news events 

 
 

Those interviewed believe that the stock market is efficient, and that public news provides 

few arbitrage opportunities.   

Their primary news source is Bloomberg, which is monitored for announcements and stock 

price changes.  They will track mass media reports, such as those from the Wall Street Journal 

and CNBC, but mostly to anticipate questions from clients and senior management.  Mass media 

reports did not influence trading strategy.  None of the interviewees monitor social media or 

other non-traditional information sources.  
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Investors make a judgement call, using past experience, to determine whether the news is 

significant.  Significant results lead to a recalculation of future earnings.  For example, I 

interviewed two analysts who had covered the automotive industry.  Recall announcements are 

significant.  They would have used past recalls to model the future sales and cost impact of 

Ford’s July 2021 Explorer recall (Hoffman, 2021), potentially leading to a change in share price 

guidance. 

The worst negative events are those that are unprecedented and cannot be modeled.  Two 

examples were cited by investors: 

• First Energy bribery scandal: Five members of the Ohio House of Representatives 

were indicted for allegedly accepting over $60 million in bribes in return for their 

support of a nuclear plant bailout (Wamsley, 2020).  Investors could not forecast 

First Energy’s earnings because they were unsure of the scandal’s effect on future 

rate increase requests.  They liquidated their First Energy holdings, and the stock 

dropped 34% in two days. 

• The 2018 California Camp wildfire1: A faulty Pacific Gas & Electric (PG&E) 

transmission line ignited what became the deadliest and most destructive wildfire in 

California history (Baldassari, 2018).  California law holds a company liable for 

wildfire damages if their equipment is at fault, regardless of whether the company 

was negligent.  Investors liquidated their shares because they could not model 

PG&E’s future liabilities, and the stock dropped 51% within a week. 

 

 
1 The wildfire is named after its origin, Camp Creek Road. 
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Lawsuits, regulatory fines, and other one-time costs are generally dismissed as immaterial.  

Investors assume that a healthy firm will easily absorb the cost. 

A company’s competitive position determines whether on-going cost increases, such as raw 

material inflation, will impact future profitability.  Investors expect that recurring cost increases  

lead to profit margin erosion in weaker firms, while stronger firms are able to pass the cost onto 

its customers. 

 

Reactions To A Data Breach 

Data breaches are viewed, in general, as inconsequential and immaterial.  One portfolio 

manager confessed to having to look up examples to prepare for our interview.  Another investor 

said that data breaches are the cost of doing business in the 21st century.   

Investors do not believe that a data breach leads to a change in customer behavior.  This 

position has been confirmed by extant research (Liang & Talang, 2020). A variety of reasons 

were given, such as breaches have become so ubiquitous that customers have become numb, and 

that consumers don’t fully understand the ramifications of their personal information being 

stolen,  Others referenced the power of brand loyalty and customer preferences,.  One analyst 

who covered Target during its 2013 breach2 noted that: 

“Customers pick Target because they like Target.  They like the product offerings.  They like 

the store location.  They like seeing themselves as Target customers, whom they consider to be 

superior to Wal-Mart Customers.  A data breach doesn’t change that.” 

 She held her position, and was disappointed when Target’s stock price didn’t drop.  She 

planned on increasing her holdings if it had. 

 
2 Target announced on December 18, 2013 that hackers had stolen 60 million credit cards. 
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The costs to remediate a breach are generally dismissed as a one-time charge against earnings 

and immaterial to future performance.   Public pressure forces management to improve security, 

ensuring that the breach does not become a recurring event.   Remediation costs, even for major 

breaches,  are insignificant.  Target 2013 data breach cost the company $162 million (Lunden, 

2015), Target’s 2013 net income was $1.97 billion.  Equifax initially told investors that the cost 

of its breach would be $114 million3.  Equifax’s EBITA (earnings before interest, taxes, and 

amortization) for the quarter was $1.23 billion4.     

Investors also note that the majority of companies now have cybersecurity insurance (Table 

8), which caps the cost of a data breach. 

Investors did stress the importance of managing the breach.  Management should have a pre-

defined breach response plan as part of its crisis stakeholder confidence.  

Investors did not believe that a data breach was necessarily a result of negligent management 

practices or poor cybersecurity capabilities.  They felt that modern attacks have become too 

sophisticated to fully defend against, and that a breach could happen to anyone.   

 

Data Breach Case Studies 

Most interviewees referenced case studies to emphasize their points.  A few are listed here. 

Target, disclosed on December 19, 2013. 

• The event: Hackers breached Target’s internal network through a HVAC supplier.  The 

hackers were able to steal over 60 million credit cards. 

• Impact on share price: Closed at $62.52 on December 18th, $62.22 on December 19th.  

Closed at $62.79/share on December 27. 

 
3 Equifax’s actual costs were close to $2 billion (Meltzer, 2020). 
4 The analyst also noted that Equifax’s EBITA increased in the quarter after the breach. 
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• Analysis: The breach was considered novel at the time, and analysts were unsure how to 

model costs.  But Target was considered an extremely strong company that could easily 

absorb any incremental charges.  The consensus was that that future Target revenue and 

profitability would not change.  The interviewees decided to hold their stock. 

Equifax, disclosed on September 7, 2017. 

• The event: Equifax failed to secure its web site, enabling hackers to gain access to the 

Equifax internal network.  The hackers stole personally identifiable information of 143 

million US citizens, including social security numbers, birthdates, and driver’s license 

numbers. 

• Impact on stock price: Equifax closed at $141.58 on September 6th, $141.45 on 

September 7th.  The share price dropped to $94.40 by September 15th.   

• Analysis: Investors were not concerned with Equifax’s revenue.  Equifax has two 

competitors and the industry has significant entry barriers.  Customer switching costs are 

high because of the degree of systems integration, as evidenced by the industry’s 3% 

customer churn rate.   

The stock dropped because of concerns with future liabilities and the management team.  

Investors could not estimate the cost of the breach because management’s description of 

the breach kept changing.  They were not confident management had a handle on the 

situation.  Management never explained why they waited months after discovering the 

breach to announce it; there were allegations of insider trading5; and the website Equifax 

 
5 Jun Ying, Equifax’s Chief Information Officer, was found guilty of insider trading for selling Equifax stock a week 
and a half before the breach disclosure.  Two other executives, including the CFO, were investigated for equity 
trades made after the breach discovery but before breach disclosure. 
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provided for consumers was riddled with security errors.  The Equifax CEO, CFO, and 

CIO eventually were forced to resign.   

American Medical Collection Agency (AMCA), disclosed on June 3, 2019. 

• The event:  AMCA was hacked between August 2018 and March 2019, resulting in the 

theft of 26 million health records, including the patients of corporate clients such as 

Quest Diagnostics and LabCorp.  AMCA is privately held, Quest and LabCorp are public 

companies. 

• Impact: AMCA filed for bankruptcy.  Quest stock went from $95.52/share on May 31st to 

$95.87 on June 3rd , to $99.62 on June 10th.  LabCorp went from $161.99/share on May 

31st to $162.88 on June 3rd, to $167.67 on June 10th. 

• Analysis: The interviewees were not surprised that AMCA went bankrupt.  One research 

analyst stated that “collection agencies are a dime a dozen, and easily replaced”.  The 

interviewees assumed that clients, such as Quest and LabCorp, would terminate their 

contracts to distance themselves from AMCA.  They also believed that Quest and 

LabCorp would not be held responsible by their customers and regulators for an event 

originating at a third-party. 

Colonial Pipeline, disclosed on May 7, 2021. 

• The event: Colonial Pipeline is a private company which fell victim to a ransomware and 

data theft attack in May 2021.  The attack halted the company’s operations, leading to 

fuel shortages throughout the Eastern United States.    

• The impact: Colonial’s bonds held their value.  Some interviewees were disappointed, 

they were hoping to buy “into the dip” if bond prices dropped. 
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• The analysis: Colonial Pipeline is viewed as a strong company in a non-competitive, 

heavily regulated industry.  The ransomware demand ($4.4 million) was viewed as 

immaterial.  Any future costs to improve cybersecurity defenses were assumed to be 

passed onto consumers, and the disruption in operation only delayed revenues.  The 

interviewees did not feel the event had any impact on the company’s credit quality or its 

ability to pay back its debt. 

 

Implications For Companies 

Investors view most data breaches as immaterial.  The costs are insignificant, and will 

continue to decrease as cybersecurity insurance becomes more pervasive.  Investors believe that 

data breaches do not change customer behavior or adversely impact future profitability.  

Companies should be careful not to over-invest in cybersecurity.  Companies should set a 

strategy of being “good enough” – implementing what is necessary to obtain the desired 

cybersecurity insurance policy, achieve regulatory compliance, and be consistent with generally 

accepted practices.     
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POLICY RECOMMENDATIONS 

Introduction 

 A data breach is the unintentional dissemination of private information.  Over 60% of 

Fortune 1000 companies have experienced a data breach in the past decade, and approximately 

25% will suffer a data breach in the coming year (“Over 60% of the Fortune 1000”, 2020).  See 

Table 12 for the percentage of Fortune 1000 firms suffering a known breach between 2010 and 

2018.  

 Cybersecurity consists of the defensive measures taken to prevent data breaches   Data 

breach prevalence makes it natural to question whether firms are investing enough in 

cybersecurity.  And if they are not, should the government intervene through regulations and by 

enforcing minimum standards? 

 

Incentives To Invest In Cybersecurity 

Firms motivated by economic returns will invest in cybersecurity if the expected marginal 

benefit exceeds the marginal cost.  Benefits can be calculated as: 

(the reduction in the probability of a breach occurring * the cost of a data breach) 

The direct costs of a data breach include the cost to investigate the breach, the costs to implement 

corrective actions, legal fees, lost productivity due to business interruption, and the cost to notify 

customers.  Firms suffering a data breach may incur regulatory fines and reputational damage. 

Companies lack the information necessary to estimate data breach probability and costs 

(Mulligan, 2011).  A comprehensive list of data breaches, including their cause and cost, does 

not exist.  Firms do not willingly disclose this information because of the risk of negative 

publicity, lawsuits, and reputational damage (Moore, 2010).  The lack of data means that 
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companies are at risk of over-investing if they are unduly influenced by practitioners who cite 

worst-case scenarios (Moore, 2010) or of underinvesting because they underestimate the odds 

and impact of a data breach.  There is even debate on useful historical information would be if 

available.  Today effective security control may be rendered obsolete by a new attack tomorrow.  

Understanding yesterday’s attacks may not help prepare you for tomorrow’s.  

There is no generally accepted method to estimate the cost of a breach.  Academic research 

has found that the cost of a breach varies based on firm size, industry, type of attack, the type of 

information lost, the number of records lost, and the quality of management’s response (Huang, 

2020).  But the cost and impact of a breach may not consistent even after controlling for all of 

these variables.  JP Morgan (2014) and Capital One (2019) both suffered data breaches of over 

80 million customer records.  Both are banks, neither lost personally identifiable, health, or 

financial data, both had high-quality management responses.  JP Morgan’s stock price increased 

after its breach announcement; Capital One’s stock dropped 5.9%.   

An alternative strategy is to use cybersecurity as a competitive differentiator.  Surveys have 

found that consumers are concerned about cybersecurity (Morgan, 2020) and that they may be 

willing to pay a premium for it (Goldman, 2016; MacKinney, 2020).  The issue with competing 

on superior cybersecurity, besides providing a tempting target to hackers who want to prove you 

wrong, is that consumers do not have a reliable way to measure relative cybersecurity quality.  

Past research, including a Noble-prize winning economics study, has shown that consumers will 

not pay a premium for quality that they cannot measure (Akerlof, 1970).   

The economic rationale for investing in cybersecurity is, at best, nebulous.  The lack of a 

credible quantitative justification is hindering efforts to improve cybersecurity.  Over 70% of 

respondents to a UK survey on Cybersecurity Incentives and Regulations stated that the lack of 
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commercial incentives was a moderate to severe barrier to firms managing cyber-risks (Lam, 

2021).  A 2021 report from the Organization of Economic Co-Operation and Development 

(OECD) found that many cybersecurity challenges are economic in nature.  These challenges 

include a lack of financial incentives (Lam, 2021). 

Nebulous economic justification makes cybersecurity decisions susceptible to cognitive 

biases.  Research has shown that humans exhibit a pervasive bias towards optimism (Sharot, 

2011).   They overestimate the likelihood of positive events and underestimate the likelihood of 

negative ones.  Students consistently overestimate their job prospects and starting salaries; 

newlyweds underestimate their chances of getting divorced; and we consistently overestimate 

our ability (a survey found that over 80% of respondents believe that they are a better than 

average driver).  Research has shown that a large majority of the population (approximately 

80%) demonstrates optimism bias.   A lack of optimism bias might be a sign of depression 

(Korn, et. al., 2013).  People understand that bad things will happen, they just assume it will 

happen to someone else.   

Optimism bias will lead to a company underestimating the cyber threats to their organization.  

They think that an attack is unlikely, and if it occurs, , the company overestimates their defense 

capabilities.  Optimism bias may lead to minimizing the need for continuous improvements and 

investments in cybersecurity.  Optimism bias may explain why a UK survey found that 43% of 

organizations experienced a data breach in the past year, yet only 67% of them spent spent 

money on cyber security measures in response (Department for Digital, Culture, Media and 

Sport, 2018). 

Threat inflation, sometimes referred to as fear appeal arguments, is a political science 

concept use to galvanize action by creating concern.  The presenter describes a fearful situation 
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that will happen unless you take the suggested action.  Politicians routinely employ threat 

inflation to galvanize support for policy changes; sales reps can use threat inflation to encourage 

the purchase of their products and services.   

There has been a consistent, steady, alarmist warnings of future cybersecurity threats.  The 

argument is that cyberattacks are becoming increasingly sophisticated, pervasive, and 

catastrophic.  Your company will eventually come under attack, and it will happen sooner rather 

than later.  The company’s on-going viability is at stake, because a data breach will ruin your 

company’s reputation, lead to lost sales, and subject the company to punitive fines.  But, taking 

this action (e.g., purchasing this cybersecurity product or service) will help stave off a cyber-

attack induced disaster.  Many emerging cybersecurity companies, such as Carbon Black, Dark 

Cubed, and DarkMatter, chose names that play on the perception that cyberspace is nether region 

in which the cybersecurity providers are the good guys fighting on behalf of unsuspecting and 

unprepared companies (Shires, 2020).  Companies that fall victim to threat inflation will 

overinvest in cybersecurity. 

Critics have charged that threat inflation has been used to push cybersecurity to the top of 

political agendas and public discourse (Gomez & Whyte, 2021; Brito & Watkins, 2011).   The  

charge is that cybersecurity proponents, frustrated by a lack of progress, have deployed “cyber-

doom scenarios”.  These involve hypothetical cyberattacks on a country’s infrastructure, leading 

to physical harm, severe economic losses, and even social collapse.  Critics are concerned that 

the use of cyber-doom scenarios encourages the adoption of counter-productive policies of 

control and centralization (Lawson, 2011) .   

The lack of clear economic rationale, cognitive biases, and threat inflation make it hard for 

companies to determine an appropriate level of cybersecurity investment.  It is also widely 
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acknowledged that no cybersecurity program can ever be 100% effective.   Prudent firms should 

invest in products, such as cyber insurance, which minimize the financial impact of a data 

breach.   

 

Cybersecurity Insurance 

Industry overview 

Cybersecurity insurance provides financial protection from the effects of a data breach.  It 

typically reimburses the insured for the tangible costs of the breach, such as legal fees, lost 

productivity due to business interruption, ransomware payments, data recovery expenses, legal 

settlements, and regulatory fines.    The insurance serves as a hedge, capping the insured’s 

financial exposure..   

Cybersecurity insurance is a growth industry, as firms seek financial protection from the 

unpredictable costs of a breach.  The global market for cybersecurity is expected to increase from 

$7.8 billion in 2020 to $20.4 billion in 2025, a compounded annual growth rate of 21.2% 

(Greenwald, 2020). 

 

Risks to the carriers 

The insurance carriers face adverse selection risk.  Like life insurance, the least desirable 

customers need the product the most; the best customers need it the least.  And like life 

insurance, insurers manage adverse selection risk through the underwriting process.  Cyber 

insurers will perform a security assessment prior to issuing a new policy.   The assessment is 

primarily done through a carrier-specific questionnaire,  supplemented as necessary by 

interviews, client-led presentations and site visits.  The goal is for the carrier to get enough 
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information from the applicant to model the likelihood of a future data breach.  A typical 

questionnaire asks about the implementation of specific security controls, the amount, storage, 

and handling of sensitive data, the number and locations of employees, and the company’s 

cybersecurity processes.  Like life insurance, a misrepresentation during underwriting can void 

the policy and any subsequent claims.   

A moral hazard occurs when a party does not suffer the full consequences of a risk.  The 

party receiving protection may act differently than they would if they were not protected.  

Employees take less care of their office laptops than their personal technology.  Critics charge 

that the government bail outs during the great recession of 2007-2009 encourage the risky 

investments, accounting blunders, and inefficient operations which lead to financial crises.   

Companies with cyber insurance may forego future cybersecurity investments. 

Ransomware has brought cybersecurity insurance moral hazard risk to the forefront:  The 

industry is accused of inadvertently encouraging the growth of ransomware attacks.  It is cheaper 

and less disruptive for the victim with insurance to pay the ransom and file a claim than to incur 

the costs of rebuilding the IT infrastructure, suffering through a business interruption, and risking 

reputational damage and negative publicity.  Criminals know this and try to target firms with 

cyber insurance.  They have attacked insurers in order to get their client lists.  They try to 

determine the victim’s coverage amount prior to setting the ransom (Bajak, 2021).   Criminal 

entrepreneurs have introduced Ransomware as a Service (RaaS) offerings to make it easier to 

execute an attack (White, 2021).  Table 13 displays example RaaS advertisements.  The result is 

the number of ransomware attacks on organizations doubled during the first 6 months of 2021 

(Cogntyte Research Group, 2021); the number of attacks on the banking industry increased by 

1,381% (Henriquez, 2021); and insurers have seen a 400% increase in annual ransomware claims 
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(Bajak, 2021).  Researchers noted that “Cyber insurers are unintentionally facilitating the 

behavior of cyber criminals by contributing to the growth of targeted ransomware attacks” 

(MacColl, et. al, 2021).   

Insurers have responded by increasing premiums by over 100%.  Leading carriers have 

started excluding ransom payment coverage from new policies (Kass, 2021).  The criminals are 

fighting back: Axa, who is the US market leader, announced on May 9th,  2021 that it would no 

longer write policies that reimburse ransomware payments.  Axa was a victim of a ransomware 

attack within a week (Avast Security News Team, 2021). 

 

Opportunity to use cyber insurance to improve overall cybersecurity 

Cyber insurers have the potential to become the de facto regulator.  Insurers can set and 

enforce minimum cybersecurity standards.  Companies who want the financial protection have a 

strong incentive to implement the security controls and processes prescribed by the insurers.  

Influential cybersecurity author Brian Schneir predicted that cyber insurance carriers would 

eventually subsume the computer security industry (Schneir, 2001).  The claims and controls 

data can be aggregated and shared, helping all parties understand the risk, frequency and costs of 

a data breach.  The potential benefits have led to calls for making cyber insurance mandatory 

(Lemnitzer, 2021).   

This potential is not being realized.  Competition, and the push to grab market share in a 

nascent, rapidly growing industry limits the carriers willingness to set minimum cybersecurity 

standards.  Competition also limits data pooling and sharing.  Claims data is seen as the source of 

competitive advantage: It is the basis for a company’s risk models, product design, and pricing.  

Sharing this information eliminates the advantage of obtaining the data, and makes it easier for 
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new insurers to enter the market.  Data privacy is yet another issue: Customers don’t want their 

security controls and claims history made widely available.  The regulators I interviewed did not 

see insurance carriers ever willingly sharing their data.   The unrealized potential of 

cybersecurity insurance has led some researchers to call for government intervention (MacColl et 

al,, 2021; Lemnitzer, 2021).   

It is important to note that while cybersecurity insurance has the potential to facilitate 

cybersecurity improvements, it is not its primary purpose.  Its purpose is to help companies 

manage residual cyber risk through financial protection.   Carriers will always act in their own 

interests and take actions which maximize their profits.  Regulatory action may be a better way 

to force cybersecurity improvements.  

 

Regulatory Options 

A market failure occurs when economic incentives lead to an inefficient allocation of 

resources.  A neighborhood receives benefits from a new park or library, the economy as a whole 

benefits from an improved transportation infrastructure.  But it is not in the best interests of any 

individual party to pay for something that benefits the whole.  The free market will underproduce 

these types of goods and services.   

Externalities are closely associated with market failures, and occur when an economic 

decision made by one party impacts an independent third-party.  Externalities can be either 

positive or negative.  A positive externality occurs when the project benefits someone other than 

the producer, such as a new park or better highways.  A negative externality occurs when a 

decision results in costs to a third party.  A firm polluting a lake with runoff chemicals adversely 

impacts the local community who depend on the lake for drinking water and recreation.  Market 
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failures and externalities are used to justify government intervention through projects, actions, 

and regulations.     

 Some have argued that cybersecurity suffers from negative externalities.  The internet is a 

shared resource, so cybersecurity decisions at one firm can impact everyone else.  Undetected 

malware at one company can become part of a botnet used to attack other firms.  A breach 

resulting in the disruption of a critical infrastructure industry (such as the delivery of electricity) 

could result in massive losses to the economy as a whole.  In 2013, hackers obtained access to 

Target’s network by attacking one of its HVAC suppliers.  The hackers stole 40 million credit 

cards, and Target paid $18.5 million in settlements (Abrams, 2017).  Vulnerabilities in shared 

software, such as the recent SolarWinds and log4j issues, have put thousands of  government 

agencies and private firms at risk.  

Governments may look at data breach frequency, the lack of a clear return on investment, the 

costs data breaches have on other firms, infrastructure, citizens, and the economy as a whole, and 

decide that intervention is needed.   They may decide that businesses are not investing enough in 

cybersecurity and that new regulations are needed.     

 

Ex-Ante (before the event) Regulations 

The challenge is implementing effective, relevant regulations that are effective and do not 

create new problems.  Defenses evolve and improve as new threats emerge.  Prescriptive 

standards will need to be revised at the pace of technical change or risk becoming ineffective and 

irrelevant.  This may not be realistic, since the process for designing and agreeing to standards 

can take anywhere from a few months to a few years (Srinivas, et. al., 2019).  And standards may 

not prevent data breaches.  The payment card industry created the Payment Card Industry Data 
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Security Standard (PCI-DSS) to establish standards for the storage, processing, and transmission 

of cardholder data.  Target was certified as PCI-DSS compliant a few weeks prior to its 

December 2013 data breach of 41 million payment cards (Moldes, 2018).  An alternative is to 

create general regulatory guidelines that are directional in nature.  But they are open to 

interpretation and may lack the specificity necessary to drive cybersecurity improvements.   

Legal scholars have found that regulatory standards are ineffective when the appropriate 

standard is uncertain (Moore, 2010).  The link between cybersecurity standards compliance and a 

reduction in vulnerabilities is unproven (Mulligan, 2011), and a study found that a majority of 

firms believe that compliance with regulatory standards has a negligible impact on overall 

security (Dynes, et. al, 2013).    

The myriad of issues regarding establishing minimum cybersecurity standards has some 

researchers calling for outcomes-based regulations. Outcome-based regulations focus on desired 

results rather than detailed rules.  It started gaining political momentum as a better way to 

regulate capital markets in both the US and Europe prior to the 2007-2008 financial crisis (Black, 

2008).  The theory is that the organizations and their management are best suited to determine 

the processes, technologies, and actions necessary to efficiently and effectively meet an objective 

set by regulators.  This, in theory, gives regulated firms the flexibility to rapidly adopt new 

practices and technologies in complex, rapidly changing environments. 

 The issue, for both regulators and the regulated, is that outcome-based approaches remove 

certainty and predictability.  Firms cannot be sure that their actions are sufficient for compliance, 

as it may vary by regulator.  The benefit of outcome-based regulations is that organizations can 

quickly adapt new cybersecurity technologies, but in practice, they may have to educate and 

convince their regulatory body of their validity.  Firms may decide it is easier to stay with 
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incumbent solutions until the new approach is generally understood and accepted, which could 

make cybersecurity worse. 

The challenges of establishing and updating effective standards may explain why there has 

been little new US cybersecurity regulation since the July 2019 passage of the New York 

SHIELD (Stock Hacks and Improve Electronic Data Security) Act.  

 

Ex-Post (after the event) Regulations and Liabilities 

Standards, both prescriptive and outcomes-based, are examples of ex-ante (before the event) 

regulation.  The goal is to prevent data breaches by requiring safeguards which prevent data 

breaches from occurring.  An alternative and often complementary approach is ex-post (after the 

event) regulation.  Ex-post regulation levies fines and financial penalties against the firm 

responsible for a data breach.  The theory is that the threat of future monetary damages will 

encourage firms to invest in cybersecurity.   

US government agencies have used their authority to start levying cybersecurity penalties.  

The Federal Trade Commission (FTC) can take action against companies who use deceptive 

advertising and dishonest sales tactics.  The FTC has used this authority to issue fines against 

companies who have experienced a data breach.  The FTC’s position is that companies were 

dishonest when they collected and committed to protecting a customer’s personal information.  

Example FTC cases include Facebook, BJ Wholesales Club, and Kohl’s Department Stores.  The 

US Security and Exchange Commission (SEC) requires that publicly-traded companies disclose 

all material events.  It issued guidance in 2011, with supplemental clarifications in 2018, to 

remind firms that cybersecurity lapses, data breaches, and vulnerabilities can be material events.  

It issued its first fine and a cease and desist order against First American Financial Corporation 
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on June 15, 2021.  First American had not, per company policy, closed a vulnerability which led 

to the exposure of over 800 million customer images.  The SEC charged First American with 

failing to maintain disclosure controls and procedures to ensure that information about the 

vulnerability was made available to investors (SEC, 2021).   

The issue with ex post regulations is that they may not spur cybersecurity investments.  

Companies do not know if or when they will suffer a data breach.  Nor can they predict the 

breach’s severity and the regulatory reaction.  Companies may become indifferent to the risk of 

future financial penalties since they cannot be predicted.  And most people, including corporate 

decision-makers, demonstrate present bias.  Present bias is the tendency to settle for a smaller 

immediate reward rather than wait for a larger future payoff (O’Donoghue & Rabin, 1999).  The 

costs of investing in cybersecurity are tangible and have an immediate impact on the bottom line.  

The benefits, such as a reduction in potential regulatory liabilities, are nebulous, may be less than 

the required investment amount, and if realized, occur sometime in the future. 

As an example, the PCI-DSS cybersecurity standard was established by the major credit card 

brands (the founders were American Express, Discover, MasterCard, Visa, and JCB 

International) to prevent credit card theft.  Non-PCI compliant firms that suffer a breach are 

subject to fines from the PCI governing council.  A 2020 Verizon study found that only 27.9% of 

organizations are fully PCI compliant, a percentage that has dropped steadily since 2016 

(Verizon, 2020). 

There is also the question on whether a data breach that led to find could have reasonably be 

prevented.  Two regulators I interviewed referenced Anthem.  Anthem was the victim of a 

sophisticated Chinese-sponsored attack in 2015, resulting in the theft of 79 million customer 

health information records (Krebs, 2015; McGee, 2021).  Anthem was fined $16 million by the 
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Department of Health and Human Services.  Anthem had passed all of its regulatory 

examinations prior to the breach, and was generally viewed as a company with an outstanding 

cybersecurity program.   

Companies could analyze the Anthem breach and the subsequent fine, and decide that it is 

better to invest in cyber insurance and transfer any future regulatory liability to the insurer rather 

than make incremental investments in cybersecurity. 

 

Disclosure laws 

California passed the first data breach disclosure law in 2002.  The rest of the United States, 

and many countries around the world, quickly followed suit.  Today, all 50 states and an 

additional 90 countries have some form of a notification law.  The law requires companies to 

notify individuals affected by a data breach involving their personally identifiable information 

(PII).  The laws also typically require the company to offer some type of remediation service to 

affected individuals, such as free credit monitoring.   

The goal of data breach notification laws is two-fold.  The first is a belief that the individuals 

have the right to know.  This enables them to take actions to protect themselves against identity 

theft and financial fraud.  The second is that notifications will highlight a firm’s poor security 

controls.  This creates incentives for firms to improve their cybersecurity to avoid incurring the 

notification and remediation costs and eliminate the reputational risk from the resulting negative 

publicity.  The UK Science and Technology Committee stated that the “data breach notification 

law would be among the most important advances that the United Kingdom could make in 

promoting personal internet security (House of Lords, Science and Technology Committee, 

2007).   
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The SEC has based its regulations on mandatory disclosures, the theory being that 

disclosures promote market efficiency and ensures a well-informed investing public.  The SEC 

has increased its emphasis on cybersecurity disclosures (Rabinowitz, 2021).  2011 SEC guidance 

reminded companies that they must disclose all material events, and that material events may 

include cybersecurity risks and incidents. The expanded guidance issued  in February 2018 stated 

that cybersecurity risk is a threat to investors, capital markets, and the country as a whole (U.S. 

Security and Exchange Commission, 2018).  Companies have an obligation to disclose 

cybersecurity risks and incidents in a timely manner, including material risks that have not yet 

been the target of an attack or have led to a successful exploit (Cain, et. al., 2021).   Public 

statements and official guidance have emphasized that employees with knowledge of the 

company’s security vulnerabilities have an obligation to share that knowledge with those 

responsible for making SEC disclosures.   

The argument in favor of mandatory disclosures can be summarized by the phrase “sunlight 

is the best disinfectant”.  The phrase comes from U.S. Supreme Court Justice Louise Brandeis, 

who argued that making the actions of government officials more visible helps eliminate 

government corruption.   Likewise, forcing companies to disclose their data breaches and their 

cyber risks serves as a powerful incentive for companies to improve their cybersecurity.   

Critics counter that disclosure laws create unnecessary costs for firms and consumers.  

Markets regulate themselves: If notifications are valued, investors and consumers already favor 

firms that voluntarily disclose their risks and data breaches.  They note that only a small 

percentage of data breach victims, roughly 2%, become victims of fraud.  The majority of this 

fraud is committed on existing credit accounts where the liability is born by banks, credit card 

issuers, and merchants, not the individual (Lenard & Rubin, 2006).  A study found that data 
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breach disclosure laws had a marginal effect on identity theft (Romanosky, et. al., 2011).   

Consumers may become indifferent to the notifications if they are inundated with them.  Writers 

have referred to this as data breach fatigue (Rokkex, 2019).  There is evidence that consumers no 

longer take action after a breach, such as changing compromised passwords (Mello Jr., 2021).  

Research has found that the SEC disclosure guidance may be counter-productive and limiting 

the value of cybersecurity disclosures.  A study examining disclosures prior to the SEC’s 2011 

guidance found a positive link between a cybersecurity risk disclosure and the occurrent of a 

future data breach (Wang, et. al., 2013).  A post-guidance study found that disclosures no longer 

predicted a future breach.  The authors’ conclusion was that all firms were issuing cyber risk 

disclosures, regardless of materiality, in order to mitigate future litigation and regulatory costs 

(Li, et. al, 2018).  

 

Policy Recommendations 

What not to do: Regulations that establish standards, increase fines 

The argument for increased cybersecurity regulation is straightforward and makes intuitive 

sense.  Companies with poor cybersecurity can be compromised and used as bots to attack other 

firms, putting everyone at risk.  Organizations which manage critical infrastructure services are 

at risk of cyberattacks from terrorists and state-sponsored hackers.  A successful cyberattack 

against the power grid, such as what happened to the Ukraine in December 2015, would be 

devastating to citizens and the economy.  Organizations do not bear the full costs of a data 

breach.   This distorts economic incentives, leading to the under-production of cybersecurity.  

Cybersecurity is a market failure.  The government needs to intervene. 
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This argument is overstated.  Most contemporary attacks, including the attack on the Ukraine 

power grid, are launched directly against the target.  The SEC and sector-specific government 

agencies already have cybersecurity oversight responsibility (Fisher, 2014) and the agencies 

should already be working with the private sector to ensure that organizations have adequate 

defenses.  Successful, crippling cyberattacks against critical infrastructure are low-probability, 

high-impact events.  Firms and regulators should focus on early warnings (security incident 

detection), resilience, and recovery.  The power grid is designed to withstand and recover from 

weather events and natural disasters.  The same principles can be applied to cybersecurity 

attacks. 

The calls for increased regulations and standards are based on an assertion that private 

companies underinvest in cybersecurity.  That may be an unfair, or at least premature, assertion.  

The appropriate level of cybersecurity investment depends on the likelihood and cost of a data 

breach.  There is not a generally accepted methodology to make the appropriate calculations.  

There has not been an empirical study on the current level of investment compared to an ideal, 

with the ideal considering the costs to society as a whole.  I believe that because of the absence 

of data and the use of scare-tactics and threat inflation, organizations are just as likely to be over-

investing as under-investing in cybersecurity. 

New regulations and standards are unnecessary, impractical, and could be counter-

productive.  Defenses and threats evolve far faster than regulatory change.   The standards will 

be outdated as soon as they are issued.  Cybersecurity is a complex ecosystem; the effects of 

regulation on complex systems are unpredictable (Clark-Ginsberg & Slayton,2018).  

Government-imposed standards could make the problem worse, replacing a perceived market 

failure with a government-failure. 
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What can be done: Regulations to increase Information Sharing 

The cybersecurity industry suffers from a lack of information.  It is almost impossible for an 

individual firm to estimate the likelihood and the cost of a data breach, making cybersecurity 

investment decisions difficult.  Firms are at risk of under-investing in cybersecurity (if they 

underestimate the risk because of ignorance or optimism bias) or over-investing (if, for example, 

the firm falls for threat inflation).  Empirical studies are needed to determine if the private sector 

investing at an appropriate level, or, if under-investing, to establish the need for further 

regulatory intervention.    

The lack of information hinders responses to emergent systematic risks.  Hackers, believed to 

be directed by the Russian Intelligence service, inserted malicious code into a routine update of 

SolarWinds’ Orion software.  Orion is a popular IT infrastructure management application used 

by over 33,000 customers (Temple-Rason, 2021).  The Orion customer base includes banks, 

hospitals, government agencies, and 25% of North America’s power utilities (Watson, 2021).  

The Department of Homeland Security reported that over 100 companies suffered a data breach 

because of the SolarWinds vulnerability, including technology leaders Cisco, Microsoft, and 

FireEye (Bing, et. al, 2021).  The SEC, in order to get better visibility into the extent of the 

attack, has asked companies to voluntarily report any cyber incidents caused by an exploit of the 

SolarWinds vulnerability (Kovar, 2021).   The SolarWinds cyberattacks highlight the systematic 

risk created by the use of common software applications.  The SEC probe highlights the lack of 

information available to firms, cybersecurity professionals and policy makers as they organize 

defenses and assess damages.   
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Cyber insurance carriers are the natural aggregation points for collecting data breach data but 

they will not do so voluntarily.  As one insurance executive stated “Insurance is data” (MacCool, 

et. al, 2021).  The insurer’s data is their competitive advantage, sharing the information broadly 

levels the playing field and encourages new entrants.  Sharing data will turn cybersecurity 

insurance into a commodity with eroded profit margins.  The rational carrier strategy is to 

initially underwrite as many policies as possible in order to accumulate data, then use the data to 

make superior risk models.  The carrier is now positioned to make superior underwriting 

decisions, leaving the unprofitable customers to the competition. 

The government needs to intervene to fill the information gap.   If there is systematic under-

investment in cybersecurity it is driven by inaccurate cost and probability estimates which are 

leading to understated return on investment (ROI) calculations.  Government should provide the 

information necessary to make accurate decisions, and then trust the market to act rationally.   

Regulators should start by expanding existing data breach disclosure laws.  All 50 states 

currently have a disclosure law, whose primary motivation is to notify affected individuals so 

that they can take protective actions (Romanosky, et. al. 2011).   Legislative details vary, but in 

general, the existing laws only apply to the loss of personal information.  Disclosures should be 

expanded to include all types of cyberattacks, such as ransomware, intellectual property theft, 

and denials of service.  The government will have to take responsibility for redacting all sensitive 

information, the stewardship of the data, and indemnify companies who share security 

information from lawsuits and privacy viiloations.   The redacted information can then be made 

available to companies and researchers to better understand the costs, probability, and causes of 

data breaches.   
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Two recent proposals are steps in the right direction.  Ransomware is making headlines, but 

nobody really knows how pervasive it is.  The Ransom Disclosure bill, sponsored by Senator 

Elizabeth Warren and Representative Deborah Ross, will increase visibility by requiring 

companies to disclose ransomware payments to the federal government (Wider, 2021).   An 

additional bill, the bipartisan Cyber Incident Notification Act, was drafted in response to the 

SolarWinds and Colonial Pipeline attacks (Feiner, 2021).  Testimony to the Senate Select 

Committee on Intelligence stated that the government only became aware of the SolarWinds 

hack because of a FireEye report to its customers.  The bill requires federal agencies, federal 

contractors, and critical infrastructure companies to notify the Department of Homeland Security 

(DHS) of any breach of their systems.   The DHS is required to anonymize personally 

identifiable information, and companies who share information receive limited legal immunity 

(for example, shareholders who file a lawsuit cannot get access to the disclosed information).  

The goal is to increase transparency and to coordinate responses to cybersecurity events.   

Finally, the government should add value to the data by entering into partnerships with 

managed security service providers, external threat intelligence suppliers, and cloud service 

industry in order to contextual information to the data.  This approach will increase visibility and 

help prepare defenses for vulnerabilities which are actively being exploited.  It would help the 

industry discover sources of systematic risk.  Cyber insurers could aggregate and interpret the 

information and then advise their clients on how to take remedial actions. 

Finally, the government should add value to the data by entering into partnerships with 

managed security service providers, external threat intelligence suppliers, and cloud service 

industry in order to contextual information to the data.  This approach will increase visibility and 

help prepare defenses for vulnerabilities which are actively being exploited.  It would help the 
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industry discover sources of systematic risk.  Cyber insurers could aggregate and interpret the 

information and then advise their clients on how to take remedial actions. 

 

Future Research 

 One motivation for disclosure laws is that firms will improve their cybersecurity defenses 

in order to avoid the negative publicity and outraged customers that will come from a data 

breach.  The UK Science and Technology Committee went so far as to state that “data breach 

notification law would be among the most important advances that the United Kingdom could 

make in promoting personal internet security (House of Lords, Science and Technology 

Committee, 2007).  Discussions on the economic consequences of a data breach include the 

threat of reputational risk, which is the loss of market share after the data breach due to the 

damage done to the firm’s reputation. 

However institutional investors believe, and at least one academic study confirms (Liang & 

Tulang, 2020), that customer behavior does not change as a result of the breach.  This implies 

that reputation risk due to cybersecurity events is a myth.  Articles have stated that, rather being 

outraged, consumers are numb and indifferent to date breaches (e.g., Kvocko & Pant, 2015; 

Mele, 2018).  It has been suggested that customer indifference is due to some combination of not 

understanding the impact of a breach and the consequences of identity theft; being overwhelmed 

by the sheer volume of data breach notices; switching costs; and a lack of confidence that a 

competitor’s cybersecurity will be any better. 

Future research is needed to understand data breaches from a consumers perspective.  The 

research agenda should include their perception of the risk, what they say would lead to a change 

in their buying patterns v. what they actually do, and their perception of data breach prevalence.  
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This research would be extremely helpful to practitioners setting a cybersecurity security as well 

as to policy makers considering enhanced disclosure laws or who are developing consumer 

education programs. 
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Tables 
 
Table 1 – Extant research: Effects of a data breach 
 

Authors Analysis Conclusion 
Campbell, 
Gordon, Loeb, and 
Zhou (2003). 

Effect of a security 
breach on publicly 
traded US firms share 
price. 

Depends on the nature of the breach.  Negative impact if the 
breach involves unauthorized access to information.  No 
impact otherwise. 

Morse, Rival, and 
Winegender 
(2011). 

Impact of a data breach 
on stock price. 

Firms suffering a breach will experience abnormal negative 
returns, moderated by whether the breach could have been 
prevented with reasonable precautions. 

Gordon, Loeb, and 
Sohail (2010). 

Market reaction to 
voluntary cybersecurity 
disclosures by looking 
at US SEC filings from 
2000-04. 

Positive reaction to proactive investments.  Positive reaction 
to vulnerability disclosures.  No reaction to actual breaches. 

Song, Cavusoglu, 
Lee, and Ma 
(2020). 

Determine if voluntary 
IT risk disclosures 
increase a firm’s risk of 
a stock price crash.  

Firms that disclose IT risks in their disclosures have a 
heightened, statistically significant risk of a stock price 
crash. 

Holgan, Olsson, 
and Angelina 
(2020) 

Market value impact of 
a data breach. 

Abnormal negative returns in the short-term, but smaller 
than previous studies.   
 

Kamiya, Kang, 
Kim, Milidonis, 
and Stulz (2020). 

Quantify the 
reputational loss impact 
of a data breaches.   

Defined reputational loss as the difference between the 
change in market value and breach mitigation costs for 
breaches which occurred between 2005 and 2017.   Study 
found no reputational loss if the breach did not involve 
personal financial information, large cost otherwise. 

Kannan, Rees, and 
Sridhar (2007). 

Determine the long-
term financial impact 
of a data breach 
announcement. 

Breached firms do not suffer significant negative returns 
over the long run. 

Bharadwaj, Keil, 
and Mähring 
(2009). 

Impact of IT failures, 
which impact 
operations are failed 
new projects, on the 
market value of firms.    

Paper found, by looking at 213 IT failures between 1990 and 
April 2000, an average decline in market value of 2%. 

Haislip,Kolev, 
Pinsker, and 
Steffen (2019). 

Analyze the market 
effect of a data breach 
on other firms in the 
industry. 

No significant statistical impact on other firms in the 
industry. 

Yayla and Hu  
(2011). 

Impact of market value 
on firms due to a 
cybersecurity issue. 

Paper looked at 130 cybersecurity  events from 1994 to 
2006.  Found that denial of service attacks, which disrupt 
website operations, had the most material impact.  Paper 
found the impact was less severe for more recent events. 

Telang and Wattal 
(2007). 

Impact of vulnerability 
announcements on the 

Average market cap loss of 0.63% on the day of the 
vulnerability announcement.   No statistically significant 
change either before the announcement or after the day of 
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value of software 
companies.   

the announcement.  The loss is greater if a patch fixing the 
vulnerability is not also announced. 

Richardson, 
Watson, and 
Smith (2019). 

Impact on stock price 
of breached firms. 

Nominal impact immediately after a breach (-0.3%).  No 
impact after a short time window, except for the most severe 
data breaches. 

Schatz, and 
Bashroush (2016). 

Examined the influence 
of one or more data 
breaches on the stock 
market value of a firm. 

Did not see a statistically significant decrease in share price 
after a breach announcement (after removing an outlier).   
Statistically significant with the outlier.  No statistically 
significant impact after a second breach.  Statistically 
significant if all events are analyzed (decrease of 1.27%), 
leading the authors to assume a “weak” confirmation that 
firms which suffer a data breach suffer a decrease in market 
value. 

Goldstein, 
Chernobai, and 
Benaroch (2011). 

Impact on market value 
of an IT loss event.    

Data breaches do not have impact market value. 
Other loss events (e.g. an extended outage) have a 
statistically significant negative impact.  

Gordon, Loeb, and 
Zhou (2011) 

Impact of a breach on 
stock market returns. 

Impact on firms is significant, but breaches that effect 
availability are more significant than those that impact 
confidentiality or data integrity.   Impact is decreasing over 
time.   Authors speculate it is because investors are lowering 
their assessments of the impact of a data breach. 

Cavusoglu, 
Mishra, and 
Raghunathan 
(2004). 

Impact of a breach on a 
firm’s market value.  
And, through 
information transfer, 
the impact on security 
developers. 

Breached firms lose, on average, 2.1% of their market value 
two days after the announcement.    Internet firms lost more 
market value then traditional firms.  Security developers, on 
average, realized a 1.36% increase two days after the 
announcement. 

Liang and Talang 
(2020) 

Impact of the 2014 
Home Depot data 
breach on consumer 
purchasing behavior. 

No effect.  Consumers purchased the same amount, with the 
same payment card type, after the breach as they did before 
the breach. 

Cheng, and 
Waltan (2019). 

Studied how non-
professional investors 
react to data breach 
disclosures. 

Overall negative impact.  Less negative if the company 
makes the disclosure quickly after the breach occurs.  More 
negative if an external party announces the breach after a 
significant time lag between the breach and the 
announcement. 

Juma’h, and 
Alnsour (2020). 

Analyze the effect of 
data breaches on a 
firm’s intermediate 
(quarterly) 
performance. 

Financial performance, such as ROA and ROE, declined the 
quarter of a data breach.  The firm’s market valuation did 
not change.  
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Table 2 – Extant research: Market valuation 
 

Authors 
Breach period, # 

breaches Data Source Method 
Data breach impact on 

market valuation 
Ali, Lai, and Shad 
(2021) 

2011-2019 Privacy rights 
clearinghouse. 

Buy and hold 
abnormal returns 
by comparing 
breached firm to a 
firm in same 
industry and of 
similar size. 

No abnormal returns 
compared to the matched 
firm six months prior to the 
breach. 
 
Significant negative 
abnormal returns in the 
year after the breach. 

Campbell, Gordon, 
Loeb, and Zhou 
(2003). 

1995-2000, 43 5 newspapers Event study; 
Capital asset 
model 

Significant; negative 

Cavusoglu, 
Mishra, and 
Raghunathan 
(2004). 

1996-2001; 66 Lexis/Nexis; CNET; 
ZDNET 

Event study; 
Capital asset 
model 

Significant; negative 

Kannan, Rees, and 
Sridhar (2007). 

1997-2003; 72 Wall Street Journal; 
NY Times, CNET; 
ZDNET 

Event study; 
Capital asset 
model 

No significant relationship 

Morse, Rival, and 
Winegender 
(2011). 

2000-2010; 306 5 newspapers Event study; 
Capital asset 
model 

Significant; negative 

Gordon, Loeb, and 
Zhou (2011). 

1995-2007; 121 5 newspapers Event study; Fama 
French 3 factor 
model 

No significant relationship 

Yayla and Hu  
(2011). 

1994-2006; 123 Internet search and 
Lexis/Nexis 

Event study; 
Capital asset 
model 

No significant relationship 

Schatz, and 
Bashroush (2016). 

2005-2015; 50 Privacy Rights 
Clearinghouse 

Event study; 
Market model 
methodology 

No significant relationship 

Richardson, 
Watson, and Smith 
(2019). 

2005-2017; 827 Privacy Rights 
Clearinghouse 

Event study; Fama 
French 4 factor 
model 

No significant relationship 

Hogal, Olsson and 
Angelina (2020) 

1990-2019; 3,931 Database from Advisen 
LTD 

Event study; 
Capital asset 
model 

Significant; negative 
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Table 3 – Number of breaches and millions of records lost per year 
Source: Identity Theft Resource Center 
 

 
 
Table 4: Worldwide Cybersecurity Spending by Year 
Source: Gartner 
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Table 5: Stock price movement before and after a data breach.  Selected Stocks. 
Source: Yahoo 
 

 
 
 
 
Table 6: Average Costs of a Data Breach by Year (Global) 
Source: IBM Security/Ponemon 
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Table 7: US Data Breach Costs: Per record, by industry 
Source: IBM Security/Ponemon: 2019 Cost of a Data Breach Study 
 

 
 
Table 8: Cybersecurity Insurance Adoption 
Source: Statista Research Department, November 5, 2020 
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Table 9: Investor reaction to new information 
 

Authors Analysis Conclusion 
Barbens, Shleifer and 
Vishny (1997). 

Presents a model that explains 
underreaction of stock prices 
to earnings announcements 
and over- and under- 
reactions to other events. 

Created a model based on the representativeness 
heuristic (tendency to ignore chance and 
probability) and conservatism (individuals are 
slow to change their impressions). 
Proposed model assumes investors believes 
investors underreact to surprises/news/events. 
Proposed model assumes investors overreact to a 
string of consistent news. 
Authors believe this explains the anomalies, 
which challenge the efficient market hypothesis. 

Barber and Odean 
(2005). 

Test the hypothesis that 
investors are net purchasers 
of attention-grabbing stocks, 
such as those in the news 

Confirmed that individual investors are more 
likely to purchase attention-grabbing stocks, and 
that these stocks will under-perform relative to 
stocks sold by individuals. 

Boudoukh, Feldman, 
Kogan and 
Richmardson (2012) 

Past research has found little 
relation between stock prices 
and news, violating a tenet of 
financial economics.  The 
paper re-tested the 
relationship between news 
and stock prices using 
contemporary artificial 
intelligence technology. 

Found evidence of a strong relationship between 
news and stock prices, especially when the tone of 
the news is taken into account. 

Cutler, Poterba and 
Summers (1989). 

Paper studied the amount of 
stock price variance which 
can be explained by various 
types of news. 

Found that it was difficult to explain market 
movement based on publicly available news.  This 
conclusion castd doubt on whether stock price 
movements can be explained by news and 
discounted cash flows. 

Daniel, Hirshleifer, 
and Subrahmanyam 
(1998) 

Use Attribution Theory from 
psychology to assume that 
investors are overconfident.  
Build a mathematical model 
demonstrating the impact of 
overconfidence on the 
securities market. 

Demonstrated that their model explained market 
volatility, overreactions, and then drift.  

Fama (1998) Studied whether the abnormal 
returns imply over- and 
under- reactions to 
information which refutes the 
efficient market hypothesis. 

Found that anomalies are randomly split between 
over- and under- reactions, which is consistent 
with the efficient market hypothesis. 

French and Roll 
(1986). 

Researched why stock prices 
are more volatile during 
trading hours. 

Private information is driving the volatility.  The 
assumption is that informed investors have better 
access to private information and that they are 
more likely to trade during business hours.  

Hayn (1989). The authors hypothesized that 
losses have little information 

Found evidence to support the hypothesis that 
losses less informative than profits about the 
firm’s future prospects. 
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value, because investors can 
liquidate the company. 

Kadiyala and Rau 
(2002). 

Investigates two competing 
theories in behavioral 
finance: One which states that 
investors overreact to new 
information; the other which 
states investors underreact. 

Investors tend to underreact to short-term 
information prior to the event itself and 
subsequentially to the information conveyed in the 
event. 

Malkiel (2003). Studied reported anomalies 
and predictable patterns in 
security prices which appear 
to challenge the efficient 
market hypothesis 

Found that the anomalies and patterns are not 
robust or dependable in different sample periods; 
may be due to inaccurate assessments of risk, or 
do not offer superior returns after accounting for 
transaction costs. 

Ramakrishnan and 
Tomash (1988). 

Tested the relationship 
between earnings and stock 
price movements by dividing 
earnings into 3 categories: 
Permanent, Transitory, and 
Price-irrelevant.   

Found that the model increased the explanatory 
value of earnings as measured by R-squared.  

Savor (2012) Analyzed stock performance 
after a major price change 
(defined as abnormal returns 
in excess of 10%). 

Using analyst reports as a proxy for new 
information, found that investors underreact to 
news about a company’s fundamentals and 
overreact to other shocks which move a firm’s 
stock price. 

Sprenger and Welpe 
(2011). 

Studies whether the stock 
market reacts differently to 
different types of news 
events.  

Market value differs based on the type of news.  
M&A and earnings announcement appear to have 
the largest effect.  The absolute value of positive 
news prior to the news event is great than negative 
news, implying that positive news has a tendency 
to leak.    

Staumbaugh, Yu, and 
Yang (2012). 

Explores how market-wide 
sentiment combined with 
impediments to short-selling 
lead to anomalies.  The 
impediments imply that there 
is only over-pricing. 

Hypotheses were confirmed: Anomalies are 
stronger following high investor sentiment, 
returns on the short-leg (bottom 10% of stocks) is 
lowest after high investor sentiment (since they 
are the most overpriced), and overpricing on the 
long leg (top 10% of stocks) in minimal because 
they are the least overpriced.  
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Table 10: Interview questions 
` 

1. Information about the interviewee 
a. What is your current position? 
b. What are your major responsibilities? 
c. What do you enjoy most about your role? 
d. What are some of the challenges you face? 

2. Information about the interviewee’s news sources 
a. What sources do you use to get news on companies? 
b. Do you use social media, such as Twitter, for company news? 
c. Do you ever scan general internet sources (message boards, blog posts) for news 

and opinions about companies? 
d. Do you have a process for filtering noise from relevant news? 

3. General questions about news events 
a. Are there any news categories (M&A, change in management, product launches, 

earnings, legal events, restructuring) that, on average, are more important to you 
than other events? 

b. How do you evaluate the significance of company news? 
c. How do you determine sentiment (bearish or bullish) when you see a news 

article? 
d. How do you determine the stock price significance of legal news (e.g., the 

company settled a lawsuit; announced that the company is the target of a lawsuit)? 
4. Questions on data breaches/cybersecurity events 

a. Are you familiar with any recent data breach announcements? 
i. If so, did the breach news change your stock price forecast?  Did you trade 

the security as a result of the news? 
b. How do you (or would you) evaluate the news of a data breach? 
c. How do you think consumers, in general, react to the news of a data breach? 
d. How do you think retail investors, in general, react to the news of a data breach? 
e. How do you think institutional investors, in general, react to the news of a data 

breach? 
5. Is there anything that I didn’t cover that you would like to add? 
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Table 11: Interviews 
 
Interviewee Role Dates Interviewed 
1, Senior VP, investment management, insurance company March 29, 2021 
2. Director, credit researcher, insurance company April 21, 2021 

 
3. Technical trader April 3, 2021 

April 9, 2021 
4. Investments manager, insurance company.  Focuses on 

bonds.  
April 30, 2021 

5. Asset manager, insurance company May 4, 2021 
6. Senior credit analyst, insurance company May 4, 2021 

May 10, 2021 
May 12, 2021 

7. Risk manager, financial services company.  Ex- 
investments manager for an insurance company. 

June 2 , 2021 

8. Portfolio manager, investments firm. June 2, 2021 
9. Investor relations manager, multiple companies June 3, 2021 
10. Securities trader, investments firm June 4, 2021 
11. Research analyst, investments firm June 9, 2021 
12 Retired portfolio manager, banking industry June 10, 2021 
13. Investment manager, investments division of an 

insurance company 
June 14, 2021 

14. Investment analyst, investments division of an insurance 
company 

June 16, 2021 
June 17, 2021 

15. Investor relations leader of an insurance company June 21, 2021 
16. Vice President.  Portfolio manager, high-wealth 

individuals. 
June 24, 2021 

17. Senior investments leader. June 30, 2021 
July 2, 2021 

18. Co-founder and President, Capital Management Firm. June 30, 2021 
 
  



 

76 

Table 12: Percentage of Fortune 1000 with Known Data Breaches 
 
Source: Cyentia Institute 
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Table 13: Example Ransomware Advertisements 
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