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ABSTRACT

In recent years, mmWave radar technology has gained significant prominence and
found diverse applications in everyday life, including autonomous driving, health
monitoring, and security checks. However, the increasing adoption of mmWave radars
also brings forth notable security concerns that warrant attention and investigation.

One prominent category of security threats revolves around eavesdropping. Ma-
licious actors can exploit mmWave radar technology to intercept private data from
legitimate users. For example, these radars can capture acoustic vibrations, enabling
attackers to eavesdrop on private calls or online meetings. Moreover, attackers can
extend their eavesdropping capabilities to encompass screens and air-gap devices,
posing a severe threat to user privacy. Surprisingly, prior studies have not adequately
addressed the detection and localization of such ”spy” radars.

The second security threat involves spoofing attacks, where attackers inject false
target information into victim radars through the transmission of spoofing signals or
the deployment of passive tags in specific locations. Existing spoofing attack systems
often assume that attackers possess prior knowledge of the victim radar’s mode and
parameters, which can be obtained from publicly available resources such as user
manuals. However, this assumption proves inadequate when dealing with commercial
off-the-shelf (COTS) radars, as users have the ability to modify the radar’s mode and
parameters.

Interference constitutes the third security threat. Interference can be considered
an "unintended spoofing signal” that leads the radar to mistake the interfering signal
as its own received signal, thereby generating ghost objects. Mitigating interference
presents a significant challenge, with previous research focusing on random adjust-
ments of radar parameters or coordination through a central controller. However,
these approaches suffer from high costs, time-consuming procedures, and limited effi-
ciency. Therefore, our primary objective is to develop an affordable radar coordination
system. Additionally, it is observed that the complexity associated with implementing
hardware-based parameter adjustments. To overcome this limitation, this dissertation
proposes Radar-Immune, a system that empowers radars to autonomously cancel in-
terference. With Radar-Immune, the radar does not require adjusting its parameters

to avoid interference anymore.
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This dissertation presents several novel systems to address these security threats.
Firstly, we design a spy radar detection and localization system that safeguards user
privacy against eavesdropping attacks. Secondly, we propose a radar mode classifica-
tion and parameter estimation system to enable practical spoofing attacks. Further-
more, we introduce a radar coordination system that significantly reduces the cost and
time required for interference mitigation compared to existing approaches. Finally,
we present an interference cancellation system that enables radars to autonomously
cancel interference without requiring parameter adjustments.

By developing these systems, this dissertation contributes to enhancing the secu-

rity, privacy, and robustness of mmWave radar technology.
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CHAPTER 1

Introduction

In recent years, there has been a growing popularity of millimeter-wave (mmWave)
radar due to its cost-e ectiveness and high resolution. As radar signals propa-
gate through the air, their properties are altered as a result of interactions with
the environment. These signals contain valuable information about the surround-
ing environment, which can be extracted and utilized in various applications such
as human tracking, vital sign monitoring, material recognition, and object imag-
ing [4,26,27,79,105,115, 116].

While radar applications mentioned above are primarily aimed at improving hu-
man life, the very fact that radar signals can provide environmental awareness makes
them vulnerable to eavesdropping, spoo ng, and exploitation by malicious nodes.

Malicious nodes attacking mmWave radar systems may have the following moti-
vations:

Exploitation:  Malicious nodes attempt to exploit radar sensing for their own
bene t.

Manipulation:  Malicious nodes seek to manipulate the sensing performance
of legitimate nodes by injecting false target information, leading to misleading
outcomes.

Interception:  Malicious nodes try to overpower legitimate nodes through jam-
ming techniques, rendering them incapable of sensing the environment.

1.1 Security Threats in mmWave Radars

There are four major security threats commonly associated with mmWave radar
sensing: eavesdropping, spoo ng, interference, and jamming.



Figure 1.1: Eavesdropping in mmWave radar.

1.1.1 Eavesdropping

Eavesdropping refers to the unauthorized sensing of the environment by an indi-
vidual with the intention of acquiring resources for personal gain.

Spy cameras, for example, pose a threat to human security as they can monitor
location, identity, and activities, raising concerns about privacy. Extensive research
has been conducted on the detection of spy cameras [16, 76]. However, consider the
scenario where an eavesdropper replaces a camera with a mmWave radar to spy on
individuals. In such cases, the attacker can gather information about the location,
identity, and activities of individuals without their knowledge. Moreover, mmWave
radar is not a ected by light conditions or obstructions.

We illustrate the concept of eavesdropping using mmWave radar in Fig. 1.1. The
attacker deploys a malicious radar device outside a room and exploits the penetration
capabilities of millimeter waves to gather sensitive and critical information about
the individuals inside. Previous studies have demonstrated the potential of such
eavesdropping attacks [35, 46,47]. For instance, these radars can capture acoustic
vibrations, enabling attackers to eavesdrop on private calls or online meetings [35].
Attackers can even extend their eavesdropping capabilities to include screens [47] and
air-gap devices [46], posing a signi cant threat to user privacy.

However, no prior studies have addressed the detection and localization of such
\spy" radars. In this dissertation, we propose a system calleRadar? that utilizes
commercial-o -the-shelf (COTS) radar to detect and localize stealthy spy radars.

Detailed discussions will be presented in Chapter 3.



Figure 1.2: Spoo ng in mmWave radar.

1.1.2 Spoong

mmWave radars are widely deployed in autonomous vehicles (AVs) [37,85,97] due
to their ability to provide high-range resolution and measure velocity. This enables
autonomous vehicles to create dense point clouds for detecting obstructions. However,
the primary concern for automotive vehicle systems is tra ¢ safety. Malicious nodes
can launch spoo ng attacks by transmitting spoo ng signals [61, 75, 85] or deploying
speci ¢ passive tags [14].

We depict a spoo ng attack scenario in Fig. 1.2. The attacker generates "ghost"
objects that do not exist in reality but can be detected by the victim radar, leading
to unreliable point cloud generation [61, 85]. However, launching such a spoo ng
attack requires prior knowledge of the target radar's mode and parameters. EXxisting
radar spoo ng systems often claim that this information can be obtained from user
manuals. It is important to note, though, that users can adjust these parameters for
certain radars [86], and user manuals typically provide only a range of controllable
parameters. Therefore, our focus lies in radar mode classi cation and parameter
estimation, which enhances the practicality of current spoo ng attack systems.

In this dissertation, we propose a novel radar mode classi cation and parameter
estimation system that utilizes COTS radars to provide the necessary prior knowledge
for existing low-cost spoo ng systems [14,57]. This system improves the practicality
and e ectiveness of current spoo ng attack systems. Details will be discussed in
Chapter 4.



1.1.3 Interference

A legitimate radar can unintentionally fall victim to spoo ng by other radars,
resulting in radar-to-radar (R2R) interference [6, 38, 39, 58]. Interference acts as an
"unintended spoo ng signal" where the radar mistakenly identi es the interfering
signal as its own received signal, leading to the generation of ghost objects. Mitigating
such interference poses a signi cant challenge. Previous research has focused on
mitigating radar-to-radar interference by randomly adjusting radar parameters or
under the coordination of a central controller. However, these approaches are costly,
time-consuming, and ine cient.

Therefore, our initial goal is to design an a ordable radar coordination system.
In Chapter 5, we propose Radar-IM, which leverages a central coordinator to detect
and mitigate interference within a radar network. Radar-IM is built on COTS radars,
thereby reducing costs and saving time for interference mitigation.

Additionally, we observe that implementing parameter adjustments in hardware
is complex. To overcome this limitation, we introduce Radar-Immune, a system that
enables radars to autonomously cancel interference. In Chapter 6, we propose Radar-
Immune, which utilizes phase modulation to di erentiate between the transmitted
signal and interference signal, allowing for interference cancellation. Radar-Immune
enhances the robustness of existing radar systems for R2R interference cancellation.

1.1.4 Jamming

Jamming attacks involve the transmission of high-power signals on the same fre-
guency band, rendering legitimate radars incapable of detecting any objects.

Although few studies have developed speci ¢ attack models or defense strategies
for jamming attacks, they are only mentioned in the background. Therefore, this
dissertation does not encompass jamming attacks. However, we consider this area a
promising avenue for future research.

1.2 Hardware Requirements

This dissertation endeavors to address various security threats in mmWave radars
by utilizing COTS radars. Our research leverages the Texas Instrument (TI) radar

4



platform as the foundation for our systems. However, alternative radar systems that
satisfy the following requirements can also be employed in the development of these
systems:

Firstly, the radar should possess the capability to operate in di erent modes, in-
cluding single-frequency mode, step single-frequency mode, and sweep-frequency
mode.

Secondly, the radar should be equipped with the ability to disable its own
transmission while designing the local signal to mix with the received signal.
This functionality enables the implementation ofRadar? and the parameter
estimation system.

Thirdly, in order to facilitate the implementation of Radar-Immune, the radar
should support phase modulation in the transmitted signal.

By adhering to these requirements, alternative radar systems can be considered for
the research and development of the proposed solutions outlined in this dissertation.

1.3 Contributions

The dissertation makes signi cant contributions to addressing various security
threats in mmWave sensing. The following are the key contributions:

Spy Radar Detection and Localization System: The dissertation proposes the
rst system to detect and localize stealthy spy radars using COTS radars,
thereby safeguarding user privacy against eavesdropping attacks.

Radar Mode Classi cation and Parameter Estimation System: We propose the
rst system for classifying radar modes and estimating radar parameters using
COTS radars, providing valuable prior knowledge for existing spoo ng attack
systems. This enhances the practicality and e ectiveness of current spoo ng
attacks.

Radar Coordination System: The dissertation presents a radar coordination
system that leverages commercial-o -the-shelf (COTS) radars to detect and



mitigate interference within a radar network. This approach signi cantly re-
duces coordination costs and the time required for interference mitigation.

Radar-Immune: The dissertation introduces Radar-Immune, a system that em-
powers existing radars to autonomously cancel interference. By utilizing phase
modulation techniques, interference can be di erentiated and e ectively can-

celed, enhancing the robustness of radar systems.

In summary, the contributions of this dissertation include the development of a spy
radar detection and localization system, a radar mode classi cation and parameter es-
timation system, a radar coordination system, and the introduction of Radar-Immune
for interference cancellation. These contributions collectively contribute to protect-
ing user privacy, enabling practical spoo ng attack systems, and defending against

security threats in mmWave sensing.



CHAPTER 2

Preliminary

In this chapter, we provide preliminary knowledge of mmWave radar, which is the
background for the following work. If you are familiar with the signal waveform and
working principle of CW radars, FSK radar, and FMCW radars, you can feel free to
skip this chapter.

Millimeter wave radars transmit electromagnetic signals in the mmWave band
with frequencies ranging from 30 to 300 GHz and detect the movement of objects
based on the re ected signal. According to di erent patterns of transmitted signals,
mmWave radars can be classied into di erent categories. Therefore, our system
should be able to detect the presence of all various types of radar. Besides, we aim at
using COTS radar to implementRadar?. Therefore, our design should be under the
constraint of the current radar processing ow. Meanwhile, we need to di erentiate
mmWave radar with a 60GHz wireless transceiver WiGig [96], which also works in
the mmWave band.

2.1 Type of mmWave Radar
There are various kinds of mmWave radars for di erent applications. We will

discuss the features and applications of commonly used radars in this section.

2.1.1 CW Radar

Continuous wave (CW) radar transmits a continuous electromagnetic wave signal
with constant amplitude and frequency, typically a sine wavey(t):

s(t) = d2fot* (2.1)

wheref g is the carrier frequency, and is the initial phase. The receiver demodulates
the signal to the baseband and measures the velocitypased on the Doppler frequency
shift in fo as

C; (2.2)



wheref 4 is the Doppler frequency of the target measured by the radar, ardis the
propagation speed of the electromagnetic wave.

To spoof CW radars, the attacker should know the carrier frequendy and gen-
erates a misleading Doppler frequency signal, which induces an incorrect velocity
estimation according to Eqg. (2.2).

2.1.2 Pulse Radar

The pulse radar emits short and powerful pulses during the silent period and then
receives echo signals. Pulse radar can estimate absolute range by the time delay
calculated from the echo signal. They are designed mainly for long-distance sensing.
It is primarily used in the military. Other applications include air tra ¢ control,
weather observation, and satellite-based remote sensing of the earth's surface.

2.1.3 FSK Radar

Frequency Shift Keying (FSK) radar transmits two or more signals with di erent
carrier frequencies alternatively. The transmitted signas(t) is:

s(t) = (2.3)

wheref, and f, are two di erent carrier frequencies, ; and , are the initial phases
of the two signals, andT is the period of FSK signal.

Suppose there is an object located at a distana®, then the absolute distance
between the target and the radar can be calculated as follows:

C( a b) .

do= ——2— 2,
°T 4 (f, fy)

(2.4)

where ,;  are the phase di erence between the transmitted signal and received
signals at each frequency.

The range can be determined using the phase di erence between two echo sig-
nals. However, FSK radar cannot di erentiate multiple objects at di erent distances.
Therefore, FSK radar can only be used to detect the range and velocity of a single
object.



To spoof an FSK radar, the attacker should know the radar's two frequency points
fa, fp, and the periodT to spoof it. The attacker can spoof the velocity measurement
by adding Doppler frequency shift to these two frequency points, and f,. Because
the range is calculated from the phase di erence, the attacker must also know the
period T to synchronize with the signal.

2.1.4 FMCW Radar

Frequency Modulated Continuous Wave (FMCW) radar transmits linearly frequency-
modulated signals over time, and the most commonly used signal is a chirp signal.
FMCW radar can measure the absolute distance and velocity of a target with high
resolution, so it is extensively used in AVs [71]. In the frequency domain, the lowest
and highest frequencies in a chirp are designatedfasandf 4, respectively, and their
di erence is the bandwidthB = f; f_. In the time domain, the Sweep TimeTg
indicates how long the radar will take to sweep fronfi, to fy, while the Chirp Idle
Time T, indicates how long the radar will be idle while waiting for the received signal.
The chirp period T¢ is composed of theSweep TimeTs and the Chirp Idle Time T,
Tc = Ts + T,. The transmitted signal of an FMCW radar is

( ei<2th+%t2) O<t TS
s(t) = (2.5)
0 Tg <t Tc
Suppose that there is an object at distancd; from the radar. Once the receiver
receives the signal, it dechirps the received signal with the transmitted signal to obtain
the IF signal y(t):

y(t) = r(t) s(t) = : gt (2.6)
where the frequencyf is related to the time Iolelay i,f = 2S ;. FFT of the IF
signal can be used to get the spectrum and calculate the frequency. We can estimate
the distance byd, = ¢ ;=2.

In FMCW radars, a frame is composed of a certain number of continuous chirps
and a frame idle. We should estimate the frame perio@: and the frame idle time
T [71].

It is necessary to estimate the frequencids , f, the chirp period T¢, the sweep
time Ts, the frame period Tz and the frame idle time Tg, of an FMCW radar to

spoof it.



Figure 2.1: Signal processing ow of COTS mmWave radar.

2.2 Radar Processing Flow

Our systems should detect, estimate, coordinate, and cancel other radars' signals.
Unlike mmWave band spectrum analyzers that have a high enough sampling rate
to recover Radio Frequency (RF) signals, a COTS mmWave radar is hard to detect
another mmWave signal since a low-pass lter is used for nondestructive sampling.
Furthermore, our design should be within the limits of the COTS mmWave radar's
processing ow. Therefore, we need a deeper understanding of its processing ow.

The processing ow of a COTS mmWave radar is shown in Fig. 2.1. To sample
the received signal using a low sampling rate, the receiver usually mixes the received
and transmitted signals in the baseband. The mixer performs conjugation and multi-
plication of two signals, and we will use demodulation to refer to this operation in the
following section. After demodulation, the receiver applies a low-pass Iter to remove
high-frequency components, which guarantees that the low-sampling rate ADC can
sample the IF signal non-destructively. The cuto frequency of the low pass lter
is usually less than half of the sampling rate. Therefore if the frequency di erence
between the received and transmitted signal is over the cuto frequency, the receiver
is not able to sample the IF signal.

2.3  WiGig

WiGig is a wireless standard that uses a 60GHz band to provide high-speed wire-
less transmission. Currently, there are two standards for WiGig, which are IEEE
802.11ad and IEEE 802.11ay. Both use Orthogonal Frequency Division Multiplexing
(OFDM) as a physical layer modulation scheme to exploit the benet of the wide
bandwidth of the 60GHz channel. As WiGig can provide as high as 176 Gbps data
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rate, it will be widely adopted for high-speed video transmission in the home envi-
ronment. WiGig transceivers are not radars but work in the same frequency band as
mmWave radar.
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CHAPTER 3

Radar®: Spy Radar Detection and Localization

3.1 Introduction

Millimeter wave radars have gained popularity in recent years due to the high
resolution provided by the wide bandwidth. They have been explored in a wide variety
of sensing systems, such as human tracking [36,116], health monitoring [4,28,105,110],
and autonomous vehicles [97]. Compared with wearable devices or cameras, mmWave
radars are less intrusive and more robust. Besides, it achieves a higher range of
resolution for accurate localization.

In particular, mmWave radar systems have been widely used for detecting users'
location, activity, and vital signs in an unobtrusive manner [21,105,110,111]. How-
ever, this \unobtrusiveness” feature can also pose a threat to users. For example,
Zeng et al. [116] indicated that unsolicited radars can be used to spy on users' daily
lives without users' awareness. Moreover, mmWave radars can even spy on screens or
computers, which may cause information leakage [46,47]. With more radar systems
being developed to monitor sensitive information, the wide adoption of mmWave
radars can introduce serious security and privacy concerns at the same time. There-
fore, it is of critical importance to detect malicious spy radars. It is also imperative
to locate the radar(s) and act accordingly once they are successfully detected. To the
best of our knowledge, current mmWave radar actively transmits signals.

It has been proposed that spectrum analyzers can be used to detect mmWave
signals [1,2,106]. In 2012, Shikhar et al. proposed that unintended electromagnetic
emissions (UEESs) can be taken as a unique signature of electronic devices, and such a
signature can be used for device detection and identi cation [1]. However, a spectrum
analyzer is required to sample UEEs. A key limitation of such systems is the high
cost. The spectrum analyzer needs to have a high sampling rate to detect mmWave
radar signals. For example, to recover mmWave signals with a bandwidth of 4GHz in
the 77-81GHz frequency band, the required sampling rate is usually 8GHz according
to the Nyquist Theorem [25]. Spectrum analyzers with such a high sampling rate are
often costly and unsuitable for daily use.
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Figure 3.1: An application scenario oRadar?. The user leverages a mmWave radar
to detect the presence of other mmWave radars and localize them by measuring the
signals at multiple anchor points.

Furthermore, even though the spectrum analyzer can detect the existence of
mmWave signals [1, 2, 106], it cannot localize the hidden radar. The localization
of the radar is crucial to enabling users to locate and remove it. To overcome the
limitations of spectrum analyzers, this chapter aims to use an inexpensive, COTS
mmWave radar to detect the presence of spy radars and locate them.

This chapter proposeRadar?, a practical spy radar detection and localization
system using a COTS mmWave radar. In comparison with previous work using spec-
trum analyzers [1,2,106]Radar? can not only detect the spy radar more a ordably
but also be able to localize the spy radar. The application scenario is shown in Fig.
3.1, where spy radars are installed in imperceptible places (e.g., behind the curtain
or TV). Radar? can detect spy radars using a hand-held COTS radar as the detector
and alarm the user. To locate spy radars, the user should hold the detector and walk
to several positions to measure the signals. Then, the locations of spy radars can be
calculated and reported to the user.

To design such a system, we face the following challengdsrst, the hardware
constraint of COTS mmWave radars introduces new challenges for radar detection
1) COTS mmWave radars have a limited sampling rate, which is not enough to
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directly recover other mmWave signals (which a spectrum analyzer does). 2) Since
COTS mmWave radars are intended for sense, they have a prede ned processing ow
and limited exibility. The prede ned signal processing procedures are designed to

derive the sensing object's distance and velocity instead of detecting and recovering
signals from another radar. Therefore, it is unclear how to detect signals from spy
radars using a COTS mmWave radar with such hardware constraints.

Second, other wireless systems, such as WiGig for 60GHz wireless network [34],
also function in the mmWave band.Therefore, we need to be able to distinguish
radar signals from such WiGig signals working in the same band.

Thirdly, there is no mature solution for localizing spy radarsEven though mmWave
radars can localize objects, they cannot distinguish a spy radar from other objects.
Thus, conventional localization methods for mmWave radar, like Fourier Fast Trans-
formation (FFT), cannot be used to locate spy radars. In addition, if multiple spy
radars work simultaneously, detecting their presence and locating them becomes more
challenging since their signals could be superimposed on each other.

To overcome the aforementioned challenges, this chapter propodeadar? for
mmWave signal detection, classi cation, and radar localization. To detect radars'
presence, we design Brequency Component Detectiormethod to detect mmWave
signals under the constraint of the current COTS radar processing ow. Speci cally,
we demodulate the received signal using a sweep frequency signal and multiple single-
frequency signals. Only when the received signal and the carrier signal have the same
frequency components simultaneously can the intermediate frequency (IF) signal be
sampled. Otherwise, the frequency component in the IF signal will be Itered by a
low-pass lter, for non-destructive sampling [25]. Therefore, we can observe a peak
in the baseband if the mmWave signal exists. This peak refers to the time when the
received signal and the carrier are at the same frequency. By nding peaks in the
demodulated signal, we can detect the existence of mmWave signals.

However, another challenge is the existence of WiGig systems that function in the
same mmWave band. Therefore, we must design a waveform classi er to distinguish
radar signals from WiGig signals. By observing that WiGig and radar signals have
di erent spectrums, we design a CNN-based classi er to distinguish WiGig signals
from radar signals.
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To localize a spy radar using only one detector, we propose a solution based on
Triangulation by measuring signals at multiple positions. Note that a key di erence
between spy radars and other objects is that spy radars actively transmit signals.
Therefore, we can estimate the Angle-of-Arrival (AoA) of the received signals at sev-
eral anchor points and combine these observations to estimate the target location. We
rst estimate the AoA using Multiple Signal Classi cation (MUSIC) at each anchor
point and then move our detector to di erent positions to repeat the measurements.
Finally, we design annearest approacheso localize the spy radar by exploiting mul-
tiple AoAs observed at di erent positions.

When multiple devices exist, the detector receives a combination of these signals.
We assume that these devices are located at di erent positions. To distinguish and
identify these signals, we propose to separate them by their unique AoAs. We extract
them one by one for the detection and localization of multiple spy radars.

We summarize our contributions as follows:

This chapter proposesRadar?, a practical passive spy radar detection and lo-
calization system using a single COTS mmWave radar. To the best of our
knowledge, this is the rst work on the detection and localization of spy radars.

To realize Radar?, this chapter proposes a novefrequency Component Detec-
tion method to detect the existence of mmWave signals, distinguish between
mmWave radar and WiGig signals using a waveform classi er based on a con-
volutional neural network (CNN), and localize spy radars using triangulation
based on the detector's observations at multiple anchor points. Not only does
Radar? work for di erent types of mmWave radar, but it can also detect and
localize multiple radars simultaneously.

We performed extensive experiments to evaluate the e ectiveness and robust-
ness ofRadar? in various settings. Our evaluation shows that the radar detec-
tion rate is above 96%, and the localization error is within 0.3m. The results
also reveal thatRadar? is robust against various environmental factors (e.g.,
room layout and human activities).
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3.2 Threat Model

We consider the scenario where a victim, referred to as Alice, is monitored by an
attacker, Bob, using mmWave radar remotely in the same room or outside the wall.
Bob installs a spy radar in Alice's room or outside the wall, and uses the spy radar to
generate mmWave and receive the re ected signal, to spy on Alice and obtain various
information:

Activity and location information: A hidden spy radar can provide the location
and activity of Alice to Bob. Bob could plan a home invasion based on Alice's activity
and location.

Vital sign information: mmWave radar can sense vital signs like breathing or
heartbeat [4,28,105,110], thus Bob can get access to the healthcare data about Alice.
Bob could even sell the healthcare data to other companies such as Apple and Google.
This would raise the price of Alice's health plan, which could lead to Alice losing her
property.

Screen and account information: Moreover, unlike spy cameras, mmWave radar
can work through the wall and spy on screens and computers [46,47]. When Alice is
sur ng the Internet, a spy radar may be able to deduce private information like login
password, voice token, and credential image.

These attacks will raise privacy concerns, and cause data leakage for Alice. To
prevent such spy radar attacks, a detection system should be developed for Alice.
This detection system should satisfy the following requirements.

Availability. The cost of the system should be acceptable, and the detection
device should be portable.

Localization. Except for the detection of spy radars, the system should also be
able to locate the spy radars.

No Transmission. Our detection system should not emit any radio signal, oth-
erwise, the attacker may observe the existence of the detector and pose more serious
threats. Therefore, the detector should be able to detect the existence of spy radars
passively, i.e., disable their transmission.
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3.3 Related Work

In this section, we summarize related works on device detection, waveform classi-
cation, and device localization.

Device Detection.  Prior works proposed to detect the RF device by unintended
electromagnetic emissions (UEEs) with a spectrum analyzer [1,2,106]. Shikhar et
al. proposed that UEEs can be taken as a unique signature of electronic devices.
This signature can be used for device detection and identi cation. In addition, they
designed a model that can accurately detect if there is a device nearby emitting
UEE or not [1]. They also showed a novel approach to the application of Principal
Component Analysis (PCA) in detecting UEEs [2]. Weng et al. designed a neural
network for automated device detection using UEEs [106]. However, to obtain UEES,
an expensive spectrum analyzer is required, which is una ordable for daily use.

Besides, nonlinear e ects were explored to recognize hidden electronics [48, 55].
Li et al. proposed E-Eye, which leveraged mmWave to recognize hidden electronics
using nonlinear e ect [48]. However, to support nonlinear e ects in mmWave, they
require a specialized radar, and they are not able to localize such devices.

Waveform Classi cation. Most existing works were motivated to classify di er-
ent communication signals for channel sensing, and spectrum allocation [12,23,80,82].
Shi et al. studied deep learning-based signal classi cation for wireless networks in the
presence of out-network users and jammers [80]. Soltani et al. designed a real-time
and embedded RF signal classier [82]. Their work only involved communication
signals, and mmWave band signals were not considered.

Di erent machine learning methods were explored to classify civil and military
radars [13,66, 73]. Petrov et al. designed a neural network for timely and reliable
recognition of radar signal emitters [66]. Chen et al. proposed a new framework to
classify radar emitters for large data set [13]. However, no work has di erentiated
communication signals (WiGig) from radar signals in 60GHz. In other words, previ-
ous work didn't di erentiate communication-based RF signals and sensing-based RF
signals.

Device Localization. Even though mmWave radars can localize objects (e.g.,
human tracking) [78,116], they cannot identify which objectitis. Therefore, localizing
a mmWave radar is a new problem that was not studied by others.
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Figure 3.2: System architecture oRadar?.

Multiple prior works proposed localizing a smartphone by ngerprinting [7,22] or
RFID tags [101]. However, these technologies cannot be used to localize spy radars as
we cannot train the spy radar's information through ngerprinting. Nguyen et al. [62]
proposedTriangulation to locate drones at di erent anchors, which brings insight for
us to locate a spy radar.

3.4 System Design

The goal of Radar? is to detect the presence and location of hidden spy radars
using a COTS radar. We desigrRadar? to achieve the following targets: (1)radar
presence detectiondetect whether there exists a spy radar. (23py radar localization
accurately localize the position of hidden spy radars using only one detector. (3)
multi-device detection detect the presence and location of spy radars when multiple
mmWave devices exist simultaneously.

The system architecture ofRadar? is shown in Fig. 3.2. Assuming there is a spy
radar generating mmWave radar signals in space. The detector of dRadar? system
is also a COTS mmWave radar. The detector's antennas receive the RF signals
in space and are passed into the detection system, which is also implemented on
the COTS radar board. The detection system comprises four parts: (1) Frequency
Component Detection. We propose a modulérequency Component Detectiorto
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detect the existence of a mmWave signal with a speci ed frequency in the mmWave
band. (2) Waveform Classi cation. Since there exist other mmWave signals like the
WiGig signal, which is not a radar signal. Therefore, we design a waveform classi er
to di erentiate WiGig from spy radars based on its signal pattern. (3) Spy Radar
Detection. We exploit the decision maker, which combines the results of Frequency
Component Detection and Waveform Classi cation, to decide whether there exists a
spy radar or not. (4) Localization. We useTriangulation to localize the spy radar.
Speci cally, we move our detector to di erent positions and calculate the angle of
arrival (AoA) of the spy radar using the MUSIC algorithm at each position. With
the knowledge of multiple known positions of the detector and its corresponding AoA
observations, the position of the spy radar can be calculated.

In Radar?, the Frequency Component Detection Module is the basis of the whole
system. In this module, we creatively proposed the signal modulation method and
designed two signal patterns that perfectly leverage the mmWave radar signal pro-
cessing ow. This allows us to detect whether a certain frequency component exists
in the mmWave band. This chapter will describe the detailed design of Frequency
Component Detection in the following subsections.

3.4.1 Frequency Component Detection

To detect the presence of a spy radar, we have to detect the existence of a signal
in the mmWave band rst. The key idea of Frequency Component Detections to
detect whether there exists a signal component with a speci ed frequenty in the
received RF signal {, is set to be within the mmWave band to detect mmWave
radar), leveraging the processing ow of a mmWave radar.

COTS mmWave has a given processing ow that we have discussed in Section 2.2.
Therefore, detecting the existence of other mmWave radars is challenging. Under the
constraint of the given processing ow, we expect to detect the existence of mmWave
signal sent by the spy radar using a COTS radar.

To detect whether there exists a signal component with a speci ed frequenty
in the received RF signal, using the COTS radar's signal processing ow, we designed
the frequency component detection as follows. The detecting radar generates a signal
of frequencyfo, and multiplies this signal with the received RF signal (spy radar
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Figure 3.3: The observed peak in the time domain whegf, o] <f cuoff -

signal) and passes the multiplication result with a low-pass lIter, and then checks
whether there is a DC component. If there is a DC component, then the received RF
signal includes a frequency component &f. The processing ow is the same as a
COTS radar processing ow shown in Fig. 2.1.

Assuming the received signal is a single frequency wave wit

r(t)y= @fov: (3.1)

where f, is the unknown single frequency, and the objective is to demodulate the
signal to the baseband so that the ADC can sample on it. It is impossible to traverse
all frequencies in the mmWave band to nd such a frequency,, So we propose
generating a sweep-frequency signal that sweeps from the lowest frequency to the
highest frequency in the mmWave band and using this signal to multiply with the
received signal.

The frequency in the sweep-frequency signal can be written fs= at + b, where
the frequency changes with time. The sweep-frequency signal can be written as

o(t) = @1 : (3.2)
After demodulation, the IF signal can be represented as
dit) = r(t) c(t)= @ (t Tt (3.3)

Only when f; is approachingfg, or in other words, whenjf; foj < f cuoft
wheref oot IS the cuto frequency of the low pass lIter, the received signal can be
demodulated to the baseband and sampled by its low sampling rate ADC. Otherwise,
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the low pass lIter will remove all frequency components, and there is nothing in
the baseband. As shown in Fig. 3.3, the baseband exhibits a peak in the time
domain if the received signal and the sweep-frequency signal have the same frequency
components. Based on this observation, we propose to nd peaks in the time domain
to detect the presence of a narrow band mmWave signal.

Unlike the frequency of a narrow band signal that is invariant or only changes in
a small range, the frequency of a wide band signal changes with time dramatically.
Therefore, it is not suitable to use another sweep frequency signal to demodulate
these wideband signals. This is because we do not know the exact frequency range
of the spy radar, and it is hard to synchronize them. This causes a low probability
that they have the same frequency components at the same time. However, we can
search for a single-frequency signal to detect its presence.

Similarly, when the detector and the spy radar have the same frequency compo-
nents, we can observe peaks in the time domain. However, since the wideband signal
may not use the full mmWave band, we have to traverse the mmWave band to search
for a single-frequency signal whose frequency is within the frequency range of the
wideband signal.

Speci cally, the detector demodulates the received signal using di erent single-
frequency signals. We start at the minimum frequency,, of the mmWave band
and set the frequency of the carriefo = f i, . By adding a suitable step size f to
increasef o, the detector traverses the whole mmWave band. If no peak is found, it
increased o by fg until it reaches the maximum frequencyf ax. There is a trade-

0 between search time and detection rate, and a smaller step size means a higher
detection rate but a larger search time. To choose a suitablef,, we discuss it in
di erent scenarios.

For indoor applications, the mmWave radar usually adopts a large bandwidth

since larger bandwidth means better range resolution [71]:

d= c=2BW; (3.4)

wherec is the speed of light, andBW is the bandwidth.
However, the maximum range of the radar is limited by [71]:

Onax = = (3.5)



Figure 3.4: Feature Extraction. Spectrum features are extracted for waveform
classi cation.

wherec is the speed of lightf s is the sampling rate, andS is the frequency slope. For
outdoor applications like autonomous vehicles, radar prefers a lower frequency slope.
This is because it indicates a smaller bandwidth, to have a larger sensing range while
sacri cing some range resolution.

Therefore, for indoor applications when the bandwidth is large, the detector
prefers to use a large step sizef to reduce search time. For outdoor applications,
a smaller step size is preferred for high detection rates.

Frequency Component Detectioms the most signi cant module in our design, and
the following components are built based on this module.

3.4.2 Waveform Classi cation

After we detect the existence of the mmWave signal, we cannot directly conclude
that a spy radar exists. This is because there are other mmWave devices also working
in the mmWave band, such as WiGig transceivers. To di erentiate these devices
from spy radars, we designed a waveform classi er. As there is only one widely used
mmWave band signal other than radar, which is WiGig, in this section, we only
consider the classi cation between WiGig signals and radar signals.

We rst extract features that can characterize di erent signal patterns of radar and
WiGig transceivers and then design a CNN-based waveform classi er for categorizing
the signals.

Feature Extraction

We observe that OFDM employed by WiGig has a di erent spectrum from radar
signals [95], which can be used for di erentiating WiGig from radar signals.
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To explore unique features for waveform classi cation, we will prove that single-
frequency demodulation will not in uence the shape of the spectrum, and thus the
spectrum after single-frequency demodulation can be used for waveform classi cation.

Assume that the received signal has a frequency componentfef and we use a
single-frequency signal withf; to demodulate it in the baseband. The demodulated
signal can be written as

d(t) = €@ (fe Ton: (3.6)

In the frequency domain, all frequency components are reduced ty; preserving
the shape of the spectrum. However, demodulated with a sweep frequency signal,
the spectrum will be changed since di erent frequency components are reduced to
di erent values.

Based on this observation, we propose our feature extraction processing ow shown
in Fig. 3.4. If a wide band signal is received, we can simply get its spectrum by FFT
on the IF signal. While the case is more tricky for receiving a narrow band signal since
the frequency of the narrow band signal is unknown to us. This brings challenges to
demodulating it to the baseband and calculating the spectrum. Fortunately, after
sweep-frequency signal demodulation, we are able to observe a peak when fgj <
feuoff - AS the frequency components of the sweep frequency can be estimated by
its frequency slope and the time stamp. The frequency point of the narrow band
signalf g is able to be estimated. Once we estimate the frequency point of the narrow
band signal, we generate a single-frequency signal with the same frequehgyand
its spectrum can be calculated using FFT.

The spectrum of WiGig and radar signals is shown in Fig. 3.5. It reveals a large
di erence between WiGig and radar signals, which makes it possible to distinguish
between them.

CNN-based Classi er

Radar? aims to recognize patterns of WiGig and radar on the spectrum. As shown
in Fig. 3.6, the input of our network is the 1 1024 spectrum. The CNN architecture
used in Radar? is a deep CNN consisting of four convolutional layers, each paired
with a Recti ed Linear Unit (ReLU) and a max pooling layer, followed by a fully
connected (FC) layer. These convolutional layers encode the spectrum, producing a
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(a) WiGIig Spectrum (b) CW/FSK Spectrum

(c) FMCW Spectrum (d) Pulse radar Spectrum

Figure 3.5: Spectrum of various devices after single-frequency signal demodulation.

Figure 3.6: CNN-based Waveform Classi er

representation of the spectrum, and the FC layer outputs the probability of the type
of signal. SoftMax is used to predict whether the signal comes from WiGig or radar.

3.4.3 Spy Radar Detection

A spy radar can be detected if (1) a signal in the mmWave band is detected, and
(2) the signal can be classied as a radar signal. The whole process for spy radar
detection is described in Algorithm 1. The detection resulg is initialized as \false"
at rst (line 1). To detect the existence of a mmWave band signal, a narrow band
signal and a wide band signal should be detected respectively. To detect a narrow
band signal, we generate a sweep frequency sigse@d) with the following parameters:
amplitude Ag, start frequencyf o, frequency slopes, and initial phase o. The sweep
frequency signal is

S(t) = Age? (orsSHtr o (3.7)
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Algorithm 1 Spy Radar Detection
Input: Received signalr(t), a sweep frequency signad(t) with frequency slopeS

and start frequencyf, multiple single frequency signal$i(t);i =1;2;3;
Output: Detection result: g.
1. q false
2: ys(t)  r(t)s (t).
Byi(t) r@)(t),i=1;23
4 if e CHON Ry, or max(P(ys(t)) P then
5 tmax  Max P(ys(t))

6: fm fo+ S tma

7 ym(t)  r(O)l, (1)

8 Fm FFT(ym(t)

9: if C(F,) 6 WIiGig then
10: q ftrue

11:  end if

12: end if

13: for all y;(t);i=1;2;3; do
14: if S CHOL Ry or max(P(yi(t))) P then
15: Fi FFT (y| (t))

16: if C(F;) 8 WIiGIig then

17: q true
18: end if

19:  end if

20: end for

21: return  q

The received signalr(t) is mixed with s(t), and the IF signal ys(t) is used for
mmWave signal detection,ys(t) = r(t)s (t) (line 2). To detect a wide band signal
such as an FMCW signalRadar? generates multiple single-frequency signalgt);i =
1,2;3;

L(t)= AT it i:i=1:2:3; (3.8)
where A; is the amplitude, f; is the carrier frequency and ; is the initial frequency
of each single frequency signal. These single frequency signals mix with the received
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signal r (t) respectively, and the IF signaly;(t);i = 1;2;3; is used for mmWave
signal detection,y;(t) = r(t)l; (t);i = 1,;2;3; (line 3). The number of single fre-
guency signald depends on the step size fo. To choose a suitable step sizefq, we
should consider the practical application, which we have discussed in 3.4.1.

We detect the existence of a signal in the mmWave band if a narrow band or wide
band signal is identi ed as mmWave band signal. Whether there exists a signal in the
mmWave band depends on the power of the IF signBI(y(t)) (y(t) can be eitherys(t)
oryi(t);i =1;2;3; ): if (1) the power is relatively large: me 2Ol Ry, where
Ri Is a ratio threshold, or (2) the power is su ciently large: max(P(ys(t))) P,
where Py, is a power threshold, we detect the existence of a signal in the mmWave
band (line 4 and line 14).

Once a mmWave signal is detected, its spectrum is further calculated for signal
classi cation. If it is not WiGig, Radar? identi es the existence of a spy radar. In
Section 3.4.2, we have demonstrated that single-frequency signal demodulation will
not a ect the original spectrum, but sweep-frequency signal demodulation will destroy
its original spectrum. To obtain the spectrum of a narrow band signak;, we perform
FFT on y;(t);i =1;2;3; (line 15). But ys(t) cannot be used for spectrum analysis
because it is demodulated by a sweep frequency sign&adar? should estimate a
frequency componentf,, for the wideband signal and generate a single frequency
signal for spectrum analysis. To estimate the frequency componey,, we leverage
the frequency component found irys(t). Speci cally, once the time when the power
is maximum, tax , has been detected, the frequency componefy can be calculated
by: fn = fo+ S thax (line 5-6), wheref is the start frequency, andS is the frequency
slope of the sweep frequency signal. We generate a single frequency sigy#) using
this frequency componenf ,:

In(t) = A€’ mt* m: (3.9)

Im(t) is mixed with r(t) again to get the wide band signal spectruni, (line 7-8).

Finally, the spectrum F; or F, is fed into the waveform classierC(). If the
signal is not recognized aw iGig, Radar? identi es the existence of a spy radar, and
\true" is assigned to the detection resultq (lines 9-11 and lines 16-18).
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3.4.4 Localization

To localize spy radars,Radar? cannot use the conventional wireless localization
method, because it cannot di erentiate environmental objects from spy radars. The
main di erence between spy radars and objects is that the objects do not transmit
any signal while spy radars are active. We exploit this feature to localize spy radars.
Speci cally, we move our detector to multiple known positions. At each position, we
estimate the direction of a spy radar using the MUSIC algorithm.Triangulation is
used to locate the radar spy. Localizing spy radars can guide users to take further
action, like removing them.

AOA Estimation

Triangulation is based on multiple observations of Angle-of-Arrival (AcA). We
illustrate the basic idea of AoA estimation in Fig. 3.7. The objective is to estimate
the AOA . The distance between di erent receiving antennas is known. Based
on the geometric relationship, the wave path di erence between di erent receiving
antennas isd sin( ). Suppose the received signal from the rst antenna is

ri(t) = At o (3.10)
then the received signal from the second antenna is
Fa(t) = Ape?! 1t 25D o (3.11)

The phase di erence betweem (t) and r,(t) is

_ 4fd sin() _ 4d sin(),

- (3.12)

Therefore, the AOA could be estimated from the phase di erence of di erent receiv-
ing antennas as

= arcsin(ﬁ : (3.13)

We use the MUSIC algorithm [19, 29, 42,112] to estimate AoA at each anchor.
Once ; is estimated at di erent anchors, it can estimate the location of the spy radar
by triangulation.

27



Figure 3.7: AOA estimation

Figure 3.8: Triangulation

Triangulation

We move the detector to multiple known positions (anchors) and estimate the
AoA of the spy radar at each anchor. Triangulation can be used to estimate the
position of the spy radar [53, 63].

Given N anchor points, for each anchor, i = 1;2; N, the estimated AoA is i,
Radar? draws a line through anchoii along the direction ;. Ideally, the intersection
of the above-mentionedN lines should be the location of the spy radar. Due to AoA
estimation errors, the lines cannot intersect at one point. The problem of spy radar
localization can be converted to the problem of nding the optimal point, which has
the shortest sum distance to all lines. We formulate the problem mathematically in
Appendix and present an SVD-based solution to nd the position of the spy radar [30].
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3.4.5 Multi-Device Scenario

Radar? can also work well in multi-device scenarios, where multiple spy radars
or WIiGig devices coexist. The system design described in previous subsections is
a basic version for single-device detection. In this subsection, we will describe the
modi cation of each module to support multi-device detection and localization.

Frequency Component Detection

This module is designed to detect the presence of mmWave signals. It can detect
all frequency components of signals in the mmWave band irrespective of whether it
is a single device or multiple devices. So this module remains unchanged.

Waveform Classi cation

Waveform Classi cation is designed to di erentiate WiGig from radar signals. If
the detector receives both radar signals and WiGig simultaneously, it is important to
separate them and identify them correctly. In other wordsRadar? should be able to
detect the presence of a mmWave radar when there exists another radar or another
WiGig transceiver.

Before waveform classi cation, we need to add a functioBignal Separationfor the
multi-device scenario. We assume that di erent devices work at di erent positions,
so their AOA is unique, and we can use MUSIC to determine the direction of each
signal. Thus we can separate signals sent by di erent devices. Speci cally, we rst
estimate the number of devices by counting the number of peaks in AoA estimation.
Then we separate them by their direction and feed them to our waveform classi er

separately.

Spy Radar Detection

This module combines the results dfrequency Component Detectiorand Wave-
form Classi cation. The logic of the decision-maker module only needs a small change
for the multi-device scenario: if mmWave signals are detected, and one of them can
be identi ed as a radar signal, we detect the presence of spy radar. Besides, this
module outputs another parameter, the number of spy radans, to the next module
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Localization in a multi-device scenario. The number of spy radars depends on the
number of signals identi ed as radar signals in the modul&/aveform Classi cation.

Localization

Since we have known the number of spy radars fro8py Radar Detectionmodule,
and it can estimate their direction using MUSIC, we can localize them one by one
using Localization module. Notice that in this module, only AoA identi ed as spy
radar will be considered for localization.

When multiple spy radars exist, we should move to three or more anchors to locate
the positions of spy radars [81].

In this case, because sometimes a spy radar can be blocked by other spy radars,
the detector may observe a di erent number of spy radan;;i =1;2; ;N at each
anchor, whereN is the number of anchors. However, we assume that among all
anchor points, at least one can observe all spy radars. So we choose the maximum of
n; as the number of spy radars:

A =max(n;);i=1;2 :N: (3.14)

The multiple radars localization problem is solved based on single spy radar local-
ization. Radar? chooses one AoA at each anchor as if there is only one spy radar,
then the problem is reduced to single radar localization. By solving the problem, we
can calculate a position and its corresponding error. By traversing all combinations
of AoA, we can get all possible radar locations. Among these locations, we choose
locations with the smallest errors.

Based on this design, our system can detect and localize spy radars when the
WiGig transceiver and radars coexist.

3.5 Evaluation

We implement Radar? using COTS mmWave radars. We use Tl IWR1443 [90]
and Tl AWR1843 [86] radars for 77-81GHz frequency band radar detection, and Tl
IWR6843 [92] for 60-64GHz frequency band detection.

In Radar?, we set the parameters of the COTS radar as follows: the sweep time is
100 us, the chirp idle time is 10 us, the sampling rate is 12000 ksps, the ADC sample
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(& mmWave Radar (b) Scenario (&) Room Layout 1:(b) Room Layout 2: a
testbed. open area conference room

Figure 3.9: Experiment Setup Figure 3.10: Room Layout.

is 1024, the frame period is 33.3 ms, and the number of chirps in a frame is 128. Four
onboard receiving antennas are leveraged to estimate the AoA of the spy radar. To
detect the presence of a single frequency signal, we designed a sweep frequency signal
that covers the mmWave band of the testbed.

The frequency slope of the sweep frequency signal is set to 39.9b&=5s .
Similarly, to detect the presence of a sweep frequency signal, we design multiple
single-frequency signals that traverse the whole mmWave band of the testbed. The
step frequency fq of these single frequency signals is set to 800MHz.

Radar? uses 25 frames (about 0.8 seconds) signal to detect the presence of mmWave
signals. As a result of our empirical evaluation, we choose the ratio threshdRy,
as 4.4, and the power thresholdy, as 70 dBm. In addition, we perform 1024-point
FFT and normalize the spectrum for waveform classi cation. Our CNN architecture
is implemented on Pytorch 1.10.0 using CUDA 11.2.

3.5.1 Experiments

We evaluate theRadar? in both single-device and multi-device scenarios, respec-
tively.
Single-Device Experiment

We use IWR1443 and AWR1843 as spy radars on 77GHz, use IWR6843, In neon
BGT60LTR11-AIP [89] as spy radars on 60GHz, and use GuanYee WIHD-551 [88] as
the WiGig transceivers on 60GHz. The spy radar transmits a CW/FSK/FMCW/pulse
signal in space for their sensing. For thRadar? detector, we disable its transmission
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Figure 3.11: Angle Setup

antennas and only enable its receiving antennas for radar detection, which can be
implemented by TI mmWave Studio software [94].

(1) We evaluate the performance of spy radar detection under various impact
factors.

Environment.  We chose two di erent indoor environments and one outdoor
environment for evaluation. The room layouts are shown in Fig. 3.10. Layoutl is an
open area where the multi-path is not severe, while Layout2 is a conference room with
a severe multi-path e ect. Two AWR1843 boards are deployed in this experiment;
one works as a spy radar while the other works as a detector. A detector is placed
within 15 degrees of the spy radar at a distance of ve meters.

Distance and Angle. We placed our detector at di erent distances and angles
in a very long corridor to explore the maximum sensing range of our system. First,
we compare the spy radar detection rate when the detector is placed at a distance
of 5m, 10 m, 15 m, 20 m, and 25 m from the radar. Then we x the detector 3 m
away from the spy radar. As shown in Fig. 3.11, since the Field of View (FoV) of
our detector is 120 degrees, we change the angle to 0 degrees, 15 degrees, 30 degrees,
45 degrees, and 60 degrees respectively, and evaluate the spy radar detection rate to
investigate the impact of angle in our system.

Testbeds & Types of Radar. We use di erent combinations off spy radar,
detectorg to evaluate the robustness of our system against di erent testbeds and
di erent types of radar. Tl IWR1443 and AWR1843 are used as 77GHz platforms,
and IWR6843 and In neon BGT60LTR11AIP are used as 60GHz platforms. We set
the spy radar to work in di erent modes (CW/FMCW/FSK/Pulse). Tl radars are
able to send FMCW and FSK signals, while the In neon BGT60LTR11AIP can work
in two di erent modes: Doppler (CW) mode and pulse mode.
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Human Activity.  To explore the impact of human activity, people are asked to
walk around the spy radar and the detector. The person sometimes blocks the line-
of-sight (LOS) channel between the detector and the spy radar. A detector is placed
in a corridor within 15 degrees of the spy radar and at a distance of ve meters.

(2) We also evaluated the performance of localization under di erent impact fac-
tors.

Environment. As described above, di erent environments have di erent sever-
ity of multi-path. To verify the robustness of localization against the environment,
we placed the spy radar at di erent locations in three environments: two indoor
environments, which are shown in Fig. 3.10, and an outdoor environment.

Height Dierence.  To investigate the impact of height di erence on 2D local-
ization, we set the height di erence of the spy radar and the detector to 0.33m, 0.66m,
and 1m, respectively, and evaluate the performance of localization. The experiment
is conducted in a corridor using an AWR1843 testbed. We move the detector to two
anchors to measure the location of a spy radar, and we move the spy radar to ve
di erent positions for evaluation.

Number of anchors. Number of anchors has an impact on localization perfor-
mance. We compare localization errors using 2-6 anchors to investigate the selection
of the number of anchors. AWR1843 is used in this experiment.

Multi-Device Experiment

In this experiment, we investigate the performance of the system when multiple
radars working in di erent modes (FMCW/CW/FSK/pulse) coexist, or a WiGig
device and a spy radar coexist. We compare the detection rate and localization error
with the single-device scenario. In this experiment, two devices are placed at 20
degrees and -20 degrees of 5m from the detector.

3.5.2 Performance of Spy Radar Detection

First, we de ne the terminology and metrics to evaluate the performance of spy
radar detection. A Spy Radar Detectionoccurs when a spy radar is detected and
identi ed as a radar. We de ne Spy Radar Detection Rateto evaluate the accuracy
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(a) Impact of Distance (b) Impact of Angle

Figure 3.12: Detection rate at various distances and angles.

(a) Angle Error CDF (b) Localization Error CDF

Figure 3.13: CDF of Angle Error and Localization Error.

that Radar? can correctly detect and identify a spy radar. AFalse Alarm occurs
when there is no spy radar while our system detects one, which comes from noise,
or a WiGig device is recognized as a radar. We denofeP; TN;FP, and FN as
the numbers of True Positive, True Negative, False Positive, and False Negative.
Therefore, Spy Radar Detection Rate= TPTP + FN) and False Alarm Rate =
FPTN + FP).

Impact of Environment

We evaluate the spy radar detection under two di erent room layouts, which are
shown in Fig. 3.10 and an outdoor environment. We collect 7 minutes of data for
each room and outdoors. As shown in Table 3.1, the detection rate maintains 100%
in these three environments, while thd-alse Alarm Rateis 4.07%, 3.33% and 2.59%

respectively for Room Layout 1, Room Layout 2 and outdoor environments. The
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(a) Angle Error (b) Localization Error

Figure 3.14: Angle/Localization Error under di erent room layout.

(a) Angle Error (b) Localization Error

Figure 3.15: Angle/Localization Error at di erent height di erences between the spy
radar and the detector.

result shows that the spy radar detection oRadar? will not be in uenced by various
environments.

Impact of Distance and Angle

We placed our detector at various distances and angles to evaluate their impact on
the spy radar detection rate. Notice that in this experiment, we adjusted the distance
and angle within the Field-of-View (FoV) of the detecting radar. As shown in Fig.
3.12 (a), the detection rate is 100% within 20m, and it will drop to 84.72% at 25m,
so we conclude that the maximum range for our spy radar detection can reach 20m,
which is enough for indoor environment. The FoV of the detector (TI AWR1843)
is 120 degrees, according to Fig. 3.12 (b), within the FoV of the detector, the spy
radar detection rate maintains 100% under various directions. Théalse Alarm Rate
achieves 2Z78%, which comes from noise in the environment.
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Table 3.1: Performance under various environments. (DR: Spy Radar Detection Rate,
FAR: False Alarm Rate)

Environment | TP | TN | FP | FN | DR FAR
Room Layout 1| 270 | 261| 9 0 | 100%/| 4.07 %
Room Layout 2| 270| 259| 11 | O | 100%| 3.33 %

Outdoor 270|263 7 | 0 | 100%| 2.59 %

Impact of Testbeds & Types of Radar

We evaluate the performance oRadar? under di erent testbeds, using di erent
types of radar as spy radar. The spy radar detection rate achieves 100% for all cases,
which reveals that Radar? is applicable to dierent testbeds and is able to detect
di erent kinds of radars.

Impact of Human Activity

We evaluate our spy radar detection rate when humans walk around the room.
The spy radar detection rate still reaches 100% with human activity, which shows
that Radar? works well when there are human activities in the environment.

Error Analysis

The detection rate and false alarm rate are related to the signal-to-noise ratio
(SNR). A free space propagation model for mmWave systems describes the relation-
ship between distance and power received [93]:

_ PAZ
P = 1 2 (3.15)
whereP; is the received powerp; is the transmitted power, A is the e ective surface
area of antennas, is a radio scattering factor andd is the e ective distance. We can

derive the distanced as: S
d - 4 ( PtAg

4 2P,

): (3.16)

Equ. (3.16) indicates that within a certain ranged, if the received power is
su ciently large P, > Py, or relatively large P, > Ry mean(P, + N), the spy radar
is able to be detected. Therefore, we can successfully detect spy radar witlin
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Based on our experimentd ranges from 20m to 25m. It is enough to be used indoors.
Besides, we can increasby adjusting Ry, and Py, for the outdoor environment.

When noise is largeRadar? may mistake noise as an mmWave signal, which causes
a false alarm. The noise poweN should be comparable to our de ned threshold:

N P, (3.17)
or the noise changes dramatically:
maxN
————— >Ry 3.18
mean(N ) th ( )

The probability of these two cases is small. According to our experiment, the false
alarm rate is under 5%.

3.5.3 Performance of Localization

To evaluate the performance of spy radar localization, we rst de ne our evaluation
metrics: Angle Error and Localization Error. The Angle Error is de ned as the
di erence between the angle measured by our system and the angle measured by a
goniometer. TheLocalization Error is de ned as the Euclidean distance between the
position measured byRadar? and the position measured by a tape measure. The
overall result of cumulative density function (CDF) is shown in Fig. 3.13. As shown
in Fig. 3.13 (a), 90% ofAngle Error are within 1.036 degrees, while Fig. 3.13 (b)
shows that 90% ofLocalization Error are within 0.2563m.

Impact of Environment

We evaluate that our localization system is robust in di erent environments, the
result is depicted in Fig. 3.14, thelLocalization Error is within 0.3 meters and the
Angle Error is within 1.5 degrees under di erent environments. The result indicates
that the localization system inRadar? is robust to various environments.

Impact of Height Di erence

Radar? provides a 2D position for spy radar localization, while the height di er-
ence between the spy radar and detector will cause errors in localization. The height
of a room is usually within 3 meters, so we consider that the di erence between a spy
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Figure 3.16: Theoretical Error in AoA estimation when the height di erence of the
spy radar and the detector is 1m.

radar and our detector is within 1 meter. In this section, we will give a theoretical
analysis of the impact of height and then conduct experiments to show that the height
di erence has a limited impact on localization accuracy.

Theoretical Analysis:  Suppose the spy radar is located gbr = (Xt;Yr;Z7),
and our detector is located atp; = (X;;V;;z). If they are placed at the same height
(z1 = z), the bearing is

= arctan(H): (3.19)
When they are not placed at the same heightz¢ 6 z), the bearing is

0= arctan(p i yr : 3.20
| A T A (520

The di erence between ; and ?is negligible if the height di erencez, z; is small
enough. To verify it, we simulate the AoA error within 10 meters in the 2D plane
when the height di erence is 1 meter.

Simulation Result:  As shown in Fig. 3.16, with increasing distance in the
2D plane, the Angle Error introduced by the height will be smaller. Within a 1-
meter height di erence, theAngle Error is within 0.8 degrees, which is acceptable for
Triangulation.

Experiment Result: By adjusting the height di erence to 0.33m, 0.66m, and
1m, the Angle Error and Localization Error is shown in Fig. 3.15. The result reveals
that the Angle Error is within 2.5 degrees and theé.ocalization Error is within 0.7m
when the height di erence is within 1m. Thus we don't need to consider the height

di erence between devices at home.
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Figure 3.17: Localization Error vs. the number of anchors.

Impact of Number of Anchors

As we propose thenearest approachfor spy radar localization, the localization
accuracy depends on the number of anchors. We evaluate the impact of the number
of anchors by moving our detector to more anchor points. AoA is estimated at each
anchor independently, scAngle Error is not related to the number of anchors. We
will compare the Localization Error with di erent numbers of anchors.

As shown in Fig. 3.17, thd_ocalization Error decreases with an increasing number
of anchors. When there are ve or more anchors, theocalization Error will not
reduce signi cantly. This experiment instructs us to choose a suitable number of
anchors by balancing the localization performance with the cost of the system.

3.5.4 Performance of Multi-Device Scenario

To evaluateRadar? when multiple mmWave devices work simultaneously, we place
two radars working in di erent modes and use a WiGig device as an interference term.

Spy Radar Detection

The overall Spy Radar Detection Rateachieves 96.67% in this experiment. We
depict the spy radar detection result when two radars work simultaneously as follows:
when two radars are working, the detection rate for both radars are detected is 94.44%,
and the detection rate for only one radar is detected is 5.56%, and the detection rate
for no radar is detected is 0%. When a spy radar and a WiGig device coexist, the
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(a) Angle Error (b) Localization Error

Figure 3.18: Angle/Localization Error in the multi-device scenario.

spy radar detection rate maintains 100%.Radar? sometimes cannot detect one of

the spy radars when two radars work simultaneously. The reason is that these two
radars work in di erent modes (e.g., CW mode and FMCW mode). The energy of

FMCW sometimes dominates that of CW. Besides, if the frequency of CW is within

the frequency range of FMCW, then the detector cannot detect CW radar. However,

this situation can be improved by removing one detected radar and re-detecting spy
radars since localization can help us nd the location of the spy radar.

Localization

In Fig. 3.18, the Angle Error and the Localization Error perform well under
multi-device scenario: theAngle Error is within 0.7 degrees while thd_ocalization
Error is within 0.3m. The result reveals thatRadar? can adapt well to the scenario
where multiple mmWave devices coexist.

3.6 Chapter Summary

In this chapter, we proposeRadar?, a passive mmWave Detection and Local-
ization system using COTS mmWave radar. As an innovation, we rst design a
Frequency Component Detectiommethod to detect the existence of mmWave signal
by comparing frequency components in the received signal and carrier signals. Be-
sides, to di erentiate WiGig from radar signals, we leverage the spectrum as features
for waveform classi cation. Finally, we provide a spy radar localization method that
utilizes triangulation. We implemented Radar? in di erent kinds of mmWave radar
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testbeds. Experimental results show thaRadar? is able to detect various types of
radar working in various frequency bands. Our systenRadar?, reaches up to 96%
spy radar detection rate and 0.3m localization error within 20 meters without COTS
mmWave hardware modi cation, and it performs well under various scenarios.

3.7 Appendix

We provide mathematical analysis for spy radar localization in Appendix.
Suppose we havé anchor pointsp; = (X1; Y1), P2 = (X2;¥2), -y Pn = (XN YN,

at each anchor we estimate the AoA of the spy radar:y; 5, ..., n. The objective

is to estimate the position of the spy radampr = (xt1;yr). We have the following
equations:

X X31_Y ¥

sin(1)  cos(y) ¥
X X2 _ Yy Y - a
sin( ) cos(z)
: (3.21)
X X
N _ Y YN a

sin( n)  cos(n)

where each equation is a line represented by an anchor position with the AoA of the

spy radar estimated at this anchor. Thus, theN -line linear system can be expanded

in the following way:
8
x+0 vy sin(,) a 0 a

0 ay=XxXq
0O x+y cos(1)) aa 0 a 0O an=W1
x+0 y 0 a sin(,2) & 0 ay = Xo
0 x+y 0 & cos() a 0 av=1VY2 (3.22)

x+0 y 0 a 0 & sin( N) an = Xy
0 x+y 0 a 0 a cos(n) an = Yn

Accordingly, the matrix representation in Equ. (3.22) can be written as:

Gm = d; (3.23)



whereG is a matrix of size N 2) (N +2):

2 3
1 0 sin(4) 0 0
0 1 cos(1) 0 0
10 0 sin( ,) 0
G=g00 1 0 cos( 2) 0 ; (3.24)
10 sin( n)
0 0 cos(n)
and m and d are two column vectors,
h it
m= xy a a& I an (3.25)
h it
d= X1 y1 Xz Y2 i XN YN (3.26)
The objective is to nd m which minimize jjGm-d jj?,
h = arg,,, min(jjGm-d jj?): (3.27)
The position of the spy radar should be the rst two elements ir:
Pr = (%Xr;9r) = h(l:2): (3.28)
To solve such a least square (LS) problem, we use SVD decomposition:
G=Un 2 n+2 SN2 n2 VN2 ng: (3.29)

We expand the above SVD representation @ in terms of the columns ofU and
V, and simplify it into the compact forms:

" # .
_h | Sp 0 h IT.
G = Uk Uo Vk Vo )
00 (3.30)

G=Ux S Vi
Obtaining the SVD solution, the optimal m is:
m=V, St Up d: (3.31)
The SVD solution gives the point nearest to alN lines given in 2D space:
Pr = (Xri¥r) = M[1:2} (3.32)
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Besides, we get the error:

=" [(Rr m(2+10) sin(i) x)*+

| (3.33)
(9r  m@+i) cos(i) Vi)l

which de nes the Euclidean lengths from the nearest point to all lines.
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CHAPTER 4

Radar Classi cation and Parameter Estimation

4.1 Introduction

Recent years have withessed an increasing number of sensing applications using
mmWave radars [110,116]. There are various modes of radars designed for di erent
applications. For instance, CW and FSK radars are commonly used for detecting
vital signs and estimating tra ¢ speeds; FMCW radars are used in human tracking
and autonomous driving. However, security issues in mmWave radar sensing have
become a growing concern, with spoo ng attacks being one of the most signi cant
security threats [61, 75, 85]. A spoo ng attack injects false target information into
the victim radar, such as creating a \ghost object", which can introduce more severe
attacks for AVs, such as stalling attacks, hard braking attacks, and lane changing
attacks [10, 85].

To launch a spoo ng attack, the attacker must have prior knowledge of the mode
and parameters of the victim radar. With this knowledge, the attacker can design
and generate a speci ¢ signal to spoof the victim radar. In a typical scenario shown
in Fig. 4.1, a tra c light is equipped with a CW radar A, while vehicles are equipped
with FMCW radars B and C. To spoof radar B, the attacker must know its mode and
parameters and design a spoo ng signal accordingly. Especially, to e ectively spoof
the victim radar, the attacker has to know the parameters of the victim radar and
introduce the \ghost" object by transmitting a same-parameter spoo ng signal with
a time o set or frequency shift.

The current spoo ng attack assumes that the attacker has prior knowledge of the
mode and parameters of the victim radar [61,75,85]. These work either rely on a pow-
erful device such as software-de ned radio (SDR) to receive the victim radar's signal
and transmit a time-delayed spoo ng signal [85] or specialized backscatter hardware
to introduce a frequency shift for spoo ng [61]. This attack signal is generated by
high-cost and proprietary equipment, lending these attacks are highly expensive. Be-
sides, some low-cost distance-spoo ng attack has been proposed [14,57], however,
these work either uses a cable to launch a spoo ng attack, which is not practical in
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Figure 4.1: To generate a spoo ng signal, the attacker should have prior knowledge
of the victim radars' mode and parameters.

use [57], or need to design a passive tag using simulation in advance [14]. To stably
and accurately create an \ghost" object at a certain distance, the attacker must have
knowledge about the modes and parameters of the victim radar. All previous work
assumes such victim parameters can be obtained from open public sources, however,
users can adjust these parameters for some radar products [86]. Public sources only
provide the range of parameters that the user can control, but the attacker still does
not know the exact parameters, so it is important for the attacker to detect the radar
mode and parameters of the victim radar.

Previous studies have used high-resolution time-frequency spectrograms obtained
through a spectrum analyzer or high-speed SDR to classify the radar mode and
estimate parameters [20, 49,51, 109]. However, COTS radar is stealthy and more
convenient to deploy for the attacker due to its small size and low price. EXxisting
methods based on spectrogram are not feasible for COTS radar, as it does not have
a high enough sampling rate to obtain a high-resolution spectrogram. Even though
COTS radar can use a low sampling rate to recover a sparse IF signal, it usually
does not include victim radar information as it is designed as a self-transmitting and
receiving device.

This chapter aims to classify di erent modes of radar and estimate their param-
eters using a COTS radar. The main challenge is the limited sampling rate of a
COTS radar. According to Nyquist's Theorem, to recover mmWave signals with a
bandwidth of 4 GHz at 77-81 GHz, a sampling rate of at least 8 GHz is required [25].
However, the sampling rates of COTS radars are usually limited (around 25 MHz). In
this regard, it is not possible to obtain a high-resolution time-frequency spectrogram
for radar classi cation and parameter estimation using COTS radar.
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Besides, COTS radars are designed as self-transmitting and receiving devices, so
it is hard to sample other radar signals even though they are in the same frequency
band. The COTS radar mixes the received signal with a local signal, which is usually
the transmitted signal, to get an IF signal. The frequency of the IF signal indicates
the time delay and can be used to calculate the distance. However, the low-pass lter
limits the bandwidth of the IF signal, so it is extremely challenging, if not impossible,
to infer the radar mode and parameters of other radars using the IF signal directly.
To that end, we propose to design appropriate local signals that can help with radar
classi cation and parameter estimation.

To classify radar modes, we estimate the frequency points and the spectral shape
of the radar signal and feed them into a classier. We design two di erent local
signals to identify the frequency points and the spectral shape. The rst local signal
is a sweep-frequency signal; we use the sweep-frequency signal to mix with the radar
signal and calculate the frequency points in the IF signal. The other local signal is
a single-frequency signal; we use it for shifting the frequency to the baseband and
analyzing the spectral shape. Finally, we feed the frequency points and the spectral
shape to a neural network for the radar-mode classi cation.

To estimate the parameters for various modes of radar, we leverage these two
local signals to calculate the frequency and period of the radar signal. Speci cally,
we shift the mmWave signal in RF to the baseband by mixing it with our designed
local signals and propose a parameter estimation algorithm using the IF signal to
estimate radar parameters in the frequency and time domain.

We summarize our contributions as follows.

We propose a novel system using a COTS mmWave radar to classify radar mode

and estimate parameters.

We design two local signals for radar classi cation and parameter estimation. To
classify radar modes, we utilize a sweep-frequency signal to calculate frequency
points and a single-frequency signal to analyze the spectral shape. Moreover,
we design a parameter estimation algorithm capable of estimating diverse pa-
rameters in the frequency and time domains. Note that the victim radar is
unaware of being detected by other radars since our system does not transmit

any signals.
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We conduct various experiments to verify the e ectiveness and robustness of
our system. Our evaluation results show that our radar classi cation accuracy

can reach 100%, while the relative error of parameter estimation is less than
1% when the victim radar has a transmission power of 12 dBm and is located
within 60 meters of the attacker.

4.2 Attack Model

We assume the following scenario and attacker capabilities:

The attacker can place a mmWave radar with the FoV of the victim radar, and

it cannot deploy any large equipment (e.g., SDR, spectrum analyzer) in the
space.

The victim radar can work on di erent modes (CW/FSK/FMCW), and can
adjust its parameters timely.

The attacker has no prior information on the mode and parameters of the victim
radar, however, the attacker has to transmit a spoo ng signal according to the
mode and parameters of the victim radar.

The equipment used by the attacker has to be portable and cost-e cient.

The attacker measures the radar mode and parameters of the victim radar, pro-
viding prior information for low-cost spoo ng attack [14,57].

4.3 Related Work

In this section, we provide an overview of the state-of-the-art work related to radar
classi cation, parameter estimation, and spoo ng attack systems.

Radar Classi cation . Previous works have utilized spectrum analyzers or SDR
in radar classi cation to classify radar modes. Several handcrafted features are
calculated to describe the characteristics of radar waveform, such as the complex
envelope [56], the spectral correlation density [100], and the auto-correlation func-

tion [103]. Besides, some time-frequency analysis techniques, such as short-time
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Table 4.1: A comparison of existing mmWave attack approaches.

Work Cost Stealthiness| Deployment
_ Medium .
Nashimoto et al. [57] No Di cult
(> $100)
High .
Sun et al. [85] No Di cult
(> $800)
High .
Nallabolu et al. [61] No Di cult
(> $1300)
Low
Chen et.al. [14] Yes Easy
( $10)

Fourier transform (STFT) [114], Wigner-Ville distribution (WVD) [104], and Choi
Williams distribution (CWD) [113] are usually utilized to describe the signal charac-
teristics in time and frequency domains simultaneously. However, these methods do
not apply to COTS mmWave radars as they require a high sampling rate to recover
critical information in the RF signal. This high sampling rate cannot be achieved by
COTS mmWave radars.

Parameter Estimation . Previous research on FMCW waveform detection and
parameter extraction was only discussed in theory. Among parameter estimation
methods of a chirp signal, the maximum likelihood method [17] has the best estimate
performance, but it needs two-dimensional searching in the frequency and time do-
main. Liu et al. [50] proposed the QPF-FRFT method to estimate various parameters
and this method only needs one-dimensional searching, which reduces the computa-
tional complexity. Liu et al. [51] proposed an Otsu-ratio-based method to estimate
parameters with a higher estimation accuracy than the traditional method. However,
these methods were primarily theoretical and validated through simulation. There is
no practical parameter estimation system built on COTS radars.

Spoo ng Attack in mmWave Radar . Recent studies have investigated spoof-
ing attacks in mmWave radar, including those targeting CW and FMCW radars.
Rodriguez et al. [75] demonstrated the ability to mimic a user by adding a \vital
Doppler” to a Doppler radar. Sun et al. [85] implemented a wireless FMCW radar
Spoo ng system using an expensive SDR, and analyzed the potential threats of such

48



Figure 4.2: System Architecture. The bold lines refer to the processed signal, and
the ne lines refer to the detection results.

attacks. Nallabolu et al. [61] designed a frequency shift mixer to launch a spoo ng
attack. Nashimoto et al. [57] use a cable to connect the attacker and the victim radar

to launch a spoo ng attack. Chen et.al. [14] propose to use a passive tag to attack
the mmWave radar, however, they have to calculate the tag size using a simulation
in advance, which needs information including victim and trap. We summarize and

compare these works in Table. 4.1.

It is worth noting that all of these spoo ng attacks assume that the mode and
parameters of the victim radar are known as prior knowledge. They claim that these
parameters are usually publicly open. However, the user can adjust parameters for
some radar products, such as Tl radar [86]. Their manual only provides the range
of parameters that the user can control, but the attacker has no knowledge of what
parameters is using. In our work, we provide a system to estimate these important
parameters, which enables the realization of low-cost spoo ng attacks.

4.4 System Design

4.4.1 System Overview

We propose our system to enable radar-mode classi cation and parameter estima-
tion using a COTS radar. To recover critical information such as frequency, period,
and spectral shape of the target radar using COTS radar, the main challenge is that

49



COTS radars have a low sampling rate, typically 25 MHz, which is not enough to
sample the RF signal directly to get the information.

With such a low sampling rate, how to achieve critical information such as radar
mode and parameters using a COTS radar? We recognize the potential of designing
di erent local signals. As shown in Fig. 4.3, the COTS mmWave radar mixes the
radar signal with a local signal, typically the transmitted signal, to shift the frequency
in the RF band to the baseband. To ensure non-destructive sampling of the IF signal
after mixing, a low pass lter with a cuto frequency of fs=2 is often utilized [25].
However, this processing ow limits the bandwidth of the IF signal, leading to Itering
out of frequency components if the radar signal frequency deviates signi cantly from
that of the local signal. We design di erent local signals, rather than the transmitted
signal, to mix with the radar signal, facilitating the recovery of critical information
from the IF signal. The key contribution of this work is to design appropriate local
signals to preserve critical information in radar signals.

We illustrate our system architecture in Fig. 4.2, which comprises two fundamen-
tal components:

Radar Classi cation . Radars are classi ed based on their frequency points and
spectral shape. To obtain this critical information, we have designed two distinct
local signals, one to acquire the frequency points and the other to detect the spectral
shape. Subsequently, we feed the obtained frequency points and spectral shape into
a neural network, which enables accurate radar-mode classi cation.

Parameter Estimation . Our system is capable of estimating radar parameters
based on the frequency and period of IF signals. To achieve this objective, we have
devised a parameter algorithm, which is customized to the radar mode, enabling us
to accurately estimate radar parameters in both the frequency and time domains. In
the frequency domain, we estimate ne-grained frequency points for CW/FSK radar
and the frequency range for FMCW radar. In the time domain, we estimate the
period for FSK radar and chirp parameters and frame parameters for FMCW radar.
Notably, since CW radar transmits signals continuously, no time domain parameter

estimation is necessary.
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Figure 4.3: COTS radar processing ow.

(a) Local signal. (b) Radar signal. (c) IF signal.

Figure 4.4: We use a sweep-frequency signal as the local signal to detect the frequency
point of the received radar signal.

4.4.2 Local Signal Design

The most important thing in our system is to design local signals facilitating the
recovery of critical information from the IF signal. We should detect the frequency,
period, and spectral shape of the radar signal.

To detect the frequency of the radar signal, we design a sweep-frequency local
signal whose frequency, covers the full bandwidth,f, = S t + fy, whereS is the
frequency slope, and is the start frequency. As illustrated in Fig. 4.4, if the radar
signal is a single-frequency signal with frequendy, we can mix the radar signal with
the sweep-frequency signal as the local signal.jtf foj fs=2, the low pass lter
will lter out the frequency component, and we cannot observe it in the IF signal.
Sincef s is typically a small value, we can detect a peak in the time domain of the IF
signal, which signi es that at that particular time, jf, fgj <f s=2. By determining
the peak locationt,, we can estimate the frequency poinlf\o =S tp+ fy.

While the sweep-frequency local signal helps in rapidly detecting the frequency
component of the radar signal, it can also obscure the spectral shape. Hence, it can
be challenging to determine whether the frequency is continuous or discrete.
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(a) Local signal. (b) Radar signal. (c) IF signal.

Figure 4.5: We use a single-frequency signal as the local signal to detect the spectral
shape of the received radar signal.

To detect the spectral shape, we have designed a single-frequency local signal
whose frequency lies within the bandwidth of the radar signal. As depicted in Fig.
4.5, if the radar signal has continuous frequencids, we can use the single-frequency
local signal with frequencyf  to shift the frequency from the RF band to the baseband.
The resulting IF signal can be represented as

IF (t)= @ (Tt TolV); (4.1)

In the frequency domain, all frequency components are reduced fy, thereby pre-
serving the shape of the spectrum. Although the low pass Iter limits the bandwidth,
we can still observe the spectral shape, and detect whether it is continuous or discrete,
in the IF signal. Besides, mixing with the single-frequency local signal, the IF signal
preserves the period of the radar signal, enabling parameter estimation in the time
domain.

4.4.3 Radar Classi cation

Radars are classi ed according to their frequency points and spectral shape.

Frequency point detection

The frequency points are a crucial di erentiating factor among various radar
modes. For instance, CW radar transmits a single-frequency signal, and therefore,
we can detect only one frequency point in the IF signal. On the other hand, FSK
radar transmits a switched-frequency signal. By dechirping the radar signal with our
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(a) Spectrum of a continuous frequency radar(b) Spectrum of a discrete frequency radar
(FMCW) signal (CW/FSK) signal

Figure 4.6: Spectral shape detection.

designed sweep-frequency local signal, we can detect two discrete frequency points in
the IF signal.

In contrast, FMCW radar transmits a continuous frequency-modulated signal,
with the frequency varying with time. Hence, we need to detect the spectral shape to
di erentiate between a continuous frequency (FMCW) signal and a discrete frequency
(CW/FSK) signal.

Continuous/Discrete frequency detection

To di erentiate between a continuous and a discrete frequency signal, we should
detect the spectral shape of the signal. We use a sweep-frequency local signal to detect
at least one frequency point within the bandwidth of the radar signal. Then, using
this frequency point, we design a single-frequency local signal to shift the frequency
band from the mmWave band to the baseband. The IF signal preserves the spectral
shape of the radar signal.

As illustrated in Fig. 4.6, an FMCW signal has a continuous frequency, which
results in a wideband spectrum in the IF signal. In contrast, a CW or FSK signal
has discrete frequencies, resulting in a narrowband spectrum in the IF signal. Based
on the spectral shape of the IF signal, we can di erentiate between a continuous and
a discrete frequency signal.

Radar mode classi er

To achieve accurate radar classi cation, we use a CNN, as depicted in Fig. 4.7.
The detected frequency points and spectral shape are used as inputs to the CNN.

53



Figure 4.7: CNN-based radar mode classi er.

(a) Period estimation in FSK (b) Chirp period estimation in (c) Sweep time estimation in
radar FMCW radar FMCW radar

Figure 4.8: Time domain parameter estimation.

Our classi er comprises four convolutional layers, each followed by a ReLU and a
max pooling layer. The FC layer computes the probability of the radar mode. The
SoftMax function is applied to predict the radar mode.

4.4.4 Parameter Estimation

To estimate parameters in the frequency and time domain, we design a parameter
estimation algorithm for various parameters.

Frequency domain parameter estimation

To accurately estimate the parameters of di erent radar modes, it is necessary to
consider the di erences in the signals transmitted by each radar mode. Speci cally,
CW radar and FSK radar both transmit a discrete-frequency signal, while FMCW
radar transmits a continuous-frequency signal. Therefore, for CW and FSK radar,
the frequency points must be estimated, whereas, for FMCW radar, the frequency
range should be estimated.
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Frequency point estimation. To estimate the carrier frequencyf, for CW
radar, the coarse estimation provided by the sweep-frequency local signal is not suf-
cient since a peak in an IF signal indicates onlyjf, foj <f =2 but not f, = fy.
Therefore, a ne-grained frequency estimation is necessary.

We design a single-frequency signal whose frequerf'\(;)yis estimated using the
sweep-frequency local signal. By mixing this signal with the radar signal, the dif-
ference in frequency f betweenf, and f can be determined, allowing for a more
accurate estimation of the carrier frequencyfo = fo+ f. Similarly, for FSK radar,
ne-grained frequency pointsf, and f, can be calculated.

Frequency range estimation.  To estimate the frequency range of an FMCW
radar, we propose a binary search algorithm that approaches the low frequerigyand
the high frequencyf . By mixing with a sweep-frequency local signal whose frequency
covers the whole band, we can rst detect at least one frequency componédntof
the radar signal. Then we generate single-frequency local signals with the smallest
frequencyf ,in and the largest frequency .« in the whole band and detect whether
the frequency component exists in the radar signal. If the frequency component exists,
we identify the low frequencyf | = f i, or the high frequencyfy = f . Otherwise,
we select the middle frequenc§, = tmn*'e and f, = e and check whetheff
and f, is within the frequency band of the radar signal. A binary search algorithm
is then used to iteratively approach the low and high frequencies until the error is
within a speci ed frequency resolution.

Time domain parameter estimation

In the time domain, CW radar transmits signals continuously, so no additional
parameters need to be estimated for CW radar. FSK radar transmits two discrete
frequencies alternatively, and we should estimate the period for FSK radar. For
FMCW radar, we need to estimate the chirp parameter3c and Ts, as well as the
frame parametersTg and Tg, .

Period estimation.  To estimate the periodT for FSK radar, we leverage the
periodicity of the FSK signal. In the FSK signal, the di erence betweeri, and f, is
usually larger thanfs=2. As shown in Fig. 4.8(a), we use the frequendy estimated
in Section 4.4.4 to design a single-frequency local signal to mix with the radar signal.
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Figure 4.9: Frame idle time and frame period estimation.

The IF signal can observe the frequency component when the FSK signal operates at
frequencyf ;. Upon switching from frequencyf , to frequencyf, under the condition
that jf, fy > f =2, all frequency components will be ltered out by the low-pass
Iter, and there will be no frequency component in the baseband. This observation
enables us to estimate the period of the FSK signal as the interval between two
baseband signals in the IF signal.

Chirp estimation. A chirp is composed of a sweep-frequency signal of sweep
time Ts and an idle time T,. We should estimate the chirp periodlc and the sweep
time Ts.

Tc estimation. To estimate the chirp periodTc, we use a single-frequency local

signal whose frequency, is estimated using a sweep-frequency signal, and observe
multiple peaks in the IF signal after mixing with the single-frequency signal, as shown
in Fig. 4.8(b). The interval between two adjacent peaks in the IF signal indicates
the chirp period Tc.

Ts estimation. Given the f| and f, estimated in Section 4.4.4, we generate a
local switched-frequency signal with the low frequendy and the high frequencyf 4
to estimate the sweep timeTs. As shown in Fig. 4.8(c), the interval between two
timestampsty; and tg, in the IF signal is the sweep timeTs, and the frequency slope
S can be calculated as$s = v

Frame estimation. For FMCW radar, we also need to estimate the frame struc-
ture including the frame periodTg and the frame idle timeTg, . As shown in Fig. 4.9,
we use a single-frequency local signal to observe the intervals between two adjacent
peaks in the IF signal, which can be either the chirp periodc or T, = Tc + Tgy.
We can easily di erentiate them asT,, should be larger thanTc. The frame idle time
Tg, can be calculated adf, = T, Tc. By segmenting the time domain IF signal
into frames, the detector can estimate the frame perio@: by calculating the interval
between two adjacent frames.
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(a) TI AWR1843 (b) Open area (c) Conference room (d) Sidewalk

Figure 4.10: Testbed and experimental scenario.

Table 4.2: Con guration of the detecting mmWave radar.

Parameter Single Frequencyl Sweep Frequency
Sweep Time (us) 420 200

Chirp Idle Time (us) 10 10

Sampling Rate (ksps) 10,000 20,000

ADC samples 4,096 3,900

Frame Period (ms) 57 5

Number of chirps in a frame| 128 23

4.5 Evaluation

45.1 Experiment Setup

We use the TI AWR1843 [91] (Fig. 4.10(a)) as the detector for radar classi cation
and parameter estimation, and another TI AWR1843 demo board is used as the
target radar. Only one receiving antenna on the detector is enabledlo ensure
that the target radar is unaware of the detecting radar, we disable all
transmission antennas on the detector. This can be accomplished using the
mmWave Studio software.  The target radar is set to be in three di erent modes:
CW/FSK/FMCW by setting the frequency slope to be zero/switched zero/non-zero
respectively. The parameters of our detecting radar are listed in Table 4.2.

Our CNN-based classi er is implemented in PyTorch 1.10.0 using CUDA 11.2.
The CNN is trained on a dataset consisting of 2400 samples collected from di erent
environments. The training dataset consists of a total of 54 minutes of data.
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45.2 Performance of Radar Classi cation

We place the target radar at the Field-of-View (FoV) of the detector radar and
set it to a di erent mode (CW/FSK/FMCW). The overall classi cation accuracy is
100%. We further evaluate the performance under various impact factors.

Environment.  An open area (Fig. 4.10(b)), a conference room (4.10(c)) and
a sidewalk environment (Fig. 4.10(d)) are chosen to verify the robustness of our
radar classi cation system. The open area is a spacious environment with little
interference. The conference room has many chairs spaced between the detector
and target radar, thus su ering from a severe multi-path e ect. The sidewalk has a
lot of cars and pedestrians walking by. The detector is placed within 5 degrees at 8m
away from the target radar. We achieve 100% classi cation accuracy under all three
environments, which veri es the robustness of our radar classi cation system against
di erent environments.

Distance. The intensity of the radar beam decays with distance. We place
our detector within 5 degrees at 5m to 60m away from the target radar. Our system
achieves 100% classi cation accuracy within 5m. At the distance of 60m, the accuracy
decreases to 96.875%. The results demonstrate the maximum range of our radar
classi cation is up to 60m.

Direction. The target radar is composed of directional antennas, so the intensity
of the radar beam also decays with the direction. The available Field-of-View (FoV)
of our detector is 60 degrees [86], so we deploy the detector within 15, 30, 45, and
60 degrees with the target radar 5m away. The result is 100% classi cation accuracy
for all cases.

Human Activity. A volunteer is asked to use a cell phone and walk around the
room, and we place the detector between the volunteer and the target radar. The
classi cation accuracy remains 100% with human activity.

45.3 Performance of Parameter Estimation

To evaluate the performance of parameter estimation, we usdsolute errorand
relative error as the metrics for evaluation. The detector is deployed at 5m to 8m
within 10 degree of the target radar.
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(a) CDF of Absolute Error for Fre- (b) CDF of Relative Error for Fre-
quency Point of CW Radar guency Point of CW Radar

Figure 4.11: Cumulative Distribution Function of Errors for Frequency Point estima-
tion of CW Radar.

(a) CDF of Absolute Error for Fre- (b) CDF of Relative Error for Fre-
quency Point of FSK Radar guency Point of FSK Radar

Figure 4.12: Cumulative Distribution Function of Errors for Frequency Point estima-
tion of FSK Radar.

CW Radar

For CW radar, eight di erent frequency points, 77GHz, 77.2GHz, 77.5GHz, 77.8GHz,
78GHz, 78.5GHz, 79GHz, and 80GHz are measured in this experiment. As shown in
Fig. 4.11, 90% of absolute errors are within 5.00MHz and 90% of relative errors are
within 0.0065%.

FSK Radar

For FSK radar, we estimate eight di erent frequency group$, andf, with a xed
T. The frequency points range from 77GHz to 79GHz and the di erence betweég
andfranges from 100MHz to 500MHz. As shown in Fig. 4.12. 90% of absolute errors
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(a) CDF of Absolute Error for Pe- (b) CDF of Relative Error for Period
riod T of FSK Radar T of FSK Radar

Figure 4.13: Cumulative Distribution Function of Errors for PeriodT estimation of
FSK Radar.

Figure 4.14: Frequency Error vs. Resolution Requirement.

are within 4.96MHz and 90% of relative errors are within 0.0064%. For estimating
the period of FSK radar, we x the frequency points and change the perio@ from

100 us to 2100us, stepping by 500us. As shown in 4.13(a), 90% of absolute errors are
within 4:5 10 ! us and 90% relative errors are within L 10 1%,

FMCW Radar

We rst evaluate the performance of chirp parameter estimation. In the frequency
domain, we use binary search to estimath. and f, where the measured frequency
points range from 77GHz to 80.5GHz. As shown in Fig. 4.14, when the required
resolution is 7.8MHz, the average frequency error is 2.09MHz, which is about 0.0026%
relative error. The number of iterations is at least seven. In the time domain, we
evaluate the chirp periodT¢ which ranges from 350us to 1000us, separated by 50us.
As shown in Fig. 4.15, 90% of the absolute errors & are within 0.0055 us and 90%
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(a) CDF of Absolute Error for Chirp Period (b) CDF of relative Error for Chirp Period T¢
Tc of FMCW Radar of FMCW Radar

Figure 4.15: Cumulative Distribution Function of Errors for Chirp Period T¢ estima-
tion of FMCW Radar.

(a) CDF of Absolute Error for Sweep Time Ts (b) CDF of relative Error for Sweep Time Ts
of FMCW Radar of FMCW Radar

Figure 4.16: Cumulative Distribution Function of Errors for Sweep Timels estima-
tion of FMCW Radar.

of the relative errors of Tc are within 0.00345%. We sefls to be ranged from 50us
to 300us for evaluation. As shown in Fig. 4.16, 90% of the absolute errorsTgf are
within 0.83 us and 90% of the relative errors ofg are within 0.83%. Combining the
result of frequency-domain and time-domain parameters to estimate the frequency
slopeS = (fy f_)=Ts, as shown in Fig. 4.17. 90% of the absolute errors Sfare
within 0.083MHz/us and 90% of the relative errors of are within 0.76%. The error
is small enough for our system to spoof the target radar, which we will verify in the
following section.

For frame parameters, we set th@g of the target radar from 40ms to 200ms with
a 10ms step and set the chirp number to 64, 96, and 128, respectively. Fig. 4.18
indicates that 90% of the absolute errors ofg, are within 1.92 us and 90% of the
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(a) CDF of Absolute Error for Fre- (b) CDF of relative Error for Fre-
quency SlopeS of FMCW Radar  quency SlopeS of FMCW Radar

Figure 4.17: Cumulative Distribution Function of Errors for Frequency Slopé& esti-
mation of FMCW Radar.

(@) CDF of Absolute Error for (b) CDF of relative Error for Frame
Frame Idle T, of FMCW Radar Idle Tg; of FMCW Radar

Figure 4.18: Cumulative Distribution Function of Errors for Frame Idle Ty, estima-
tion of FMCW Radar.

relative errors of T, are within 0.0024%. Fig. 4.19 shows 90% of the absolute errors
of T are within 1.33 us and 90% of the relative errors are within 0.0015%. We use
the chirp number in a frameN = (T Tg, )=T¢ to evaluate the accuracy of the frame
structure estimation. The result shows that all of the errors of the chirp number in a
frame are 0, which indicates that we can perfectly estimate the frame structure.

Robustness

We consider various factors that may in uence parameter estimation. We collect
24 samples in each experiment for robustness evaluation.
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(@) CDF of Absolute Error for (b) CDF of relative Error for Frame
Frame Period T of FMCW Radar Period T of FMCW Radar

Figure 4.19: Cumulative Distribution Function of Errors for Frame PeriodTg esti-
mation of FMCW Radar.

Environment.  We choose the same layouts as we evaluate the robustness of
radar classi cation. As shown in Fig. 4.20, all errors in di erent environments remain
within 1%.

Distance. We place the detector within 5 degrees of the target radar and at
5m, 10m, 15m, 20m, and 25m away from the target radar, respectively. As shown in
Fig. 4.21, the error for estimating the frequency point of CW radar and the period
T of FSK radar is random at di erent distances. However, when we estimate the
frequency slopeS, the error will increase with distance. The error of the slop&
does not exceed 0.1 MHz/us within 20m, but increases to 0.6 MHz/us at 25m. Frame
period T; estimation keeps a small error within 20m, but the error increases to 8000us
at 25m. Since the error of 8000us in frame period estimation is not able to spoof a
target radar, we conclude that our parameter estimation system is able to support a
maximum range of 20m.

Angle . We place our detector at 5m within 15, 30, 45, and 60 degrees of the
target radar, respectively. Fig. 4.22 shows that errors of parameter estimation mainly
come from random errors. Even though the errors of frequency slope estimation
seem to increase with angle, which increases from 0.02MHz/us to 0.07MHz/us, the
relative error of 0.7% is still enough for spoo ng. Therefore, we conclude that the
parameter estimation of our system is robust against various angles within the FoV
of the detector.

Human Activity . A volunteer is asked to stand by using a cell phone and walk
around the room. The detector is placed between the volunteer and the target radar.
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(a) Absolute Error of Frequency Point of CW (b) Absolute Error of Period T of FSK Radar
Radar

(c) Absolute Error of Frequency Slope S of (d) Absolute Error of Frame Period T; of
FMCW Radar FMCW Radar

Figure 4.20: Absolute Errors under Di erent Environments of 4 Typical Parameters.

Fig. 4.23 shows that errors of parameter estimation are within the maximum error

in an ideal environment (no human activities).

4.5.4 Moving Scenario

To evaluate the performance of our system under a moving scenario, we conduct
experiments with two moving cars equipped with radars, as shown in Fig. 4.24.

We deploy radars on moving cars to evaluate the performance of the moving
scenario. Table 4.3 shows the performance comparison under the moving scenario
and static scenario. The results indicate the robustness of our system under the
moving scenario. Because the Doppler frequency introduced by the movement is
only approximately 5.1 kHz at a speed of 20 m/s, which is negligible for parameter
estimation.
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(a) Absolute Error of Frequency Point of CW (b) Absolute Error of Period T of FSK Radar
Radar

(c) Absolute Error of Frequency Slope S of (d) Absolute Error of Frame Period T; of
FMCW Radar FMCW Radar

Figure 4.21: Absolute Errors at Di erent Distances of 4 Typical Parameters

4.5.5 Spoong System

To verify the e ectiveness of the estimated parameters in a spoo ng attackye
spoof the target radar by generating a spoo ng signal based on the esti-
mated parameters with maximum error in the evaluation. To ensure syn-
chronization between the attacker and the victim radar, we set the detecting radar
(AWR1843) to the hardware trigger mode and use a RIGOL DG952 signal generator
as an external clock for synchronization, which is usually deployed in the existing
Spoo ng system [57].

CW Radar

A CW radar can detect the velocity of the object. We can spoof the CW radar
by transmitting another signal to generate a \false" speed. In our experiment, there
are no moving objects. Initially, the velocity measured by the victim radar shows no
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(a) Absolute Error of Frequency Point of CW (b) Absolute Error of Period T of FSK Radar
Radar

(c) Absolute Error of Frequency Slope S of (d) Absolute Error of Frame Period T; of
FMCW Radar FMCW Radar

Figure 4.22: Absolute Errors at Di erent Angles of 4 Typical Parameters.

moving objects, as shown in Fig. 4.25(a). We then transmit a spoo ng signal with a
certain carrier frequency shift. The victim radar then measures a speed of 631@8s,
as shown in Fig. 4.25(b).

FSK Radar

FSK radars can detect the absolute distance. Given the parameters provided by
our system, we can spoof it by manipulating the phase di erence of the received signal
to deceive the victim radar into detecting false absolute distances. In our experiment,
a person is walking in front of the victim radar within a distance of 1.2 meters. As
shown in Fig. 4.26(a), the FSK radar accurately detects the person's position. Then
the attack radar generates a spoo ng signal by adding a phase delay on the signal
of detected frequency. As shown in Fig. 4.26(b), the spoo ng signal successfully
deceives the victim radar into detecting false distances.
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(a) Absolute Error of Frequency Point of CW (b) Absolute Error of Period T of FSK Radar
Radar

(c) Absolute Error of Frequency Slope S of (d) Absolute Error of Frame Period T; of
FMCW Radar FMCW Radar

Figure 4.23: Absolute Errors with Human Activity of 4 Typical Parameters.

FMCW Radar

FMCW radars can detect the range and velocity of multiple targets. Given the
parameters estimated by our system, we generate a spoo ng signal by adding a time
delay to launch a spoo ng attack, which aims to create a \ghost" object for the victim
radar. The parameters of victim radar are listed as follows: the sweep time is 20 us,
the chirp idle time is 10 us, the frequency slope is 60 MHz/us, the frame period is
20 ms, and the number of chirps in a frame is 128. A person is walking at 8 meters
from the victim radar with a speed of 3 m/s. As shown in Fig. 4.27, both the person
and a \ghost" obstacle are successfully detected. The \ghost" obstacle is detected at
a distance of 18 meters from the victim radar. Such a spoo ng attack can introduce
more severe attacks for AVs, such as stalling attacks, hard braking attacks, and lane-
changing attacks [85]. For example, there is no obstacle in front of the AV, but the
mmWave radar detected a \ghost" object created by the spoo ng signal. Then the
AV will stall and even cause tra c jams.
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Figure 4.24: Experimental scenario: moving radars.

Table 4.3: Performance comparison under moving scenario and static scenario.

Mean Error Static | Moving

Coarse frequency (MHz) 5.0 5.2
Fine frequency (kHz) 52.8 | 58.1

T. (ns) 2.5 3.1
Te (us) 0.37 |0.51
S (MHz/us) 0.083 | 0.085

4.6 Countermeasure

In this section, we present defense mechanisms against mode and parameter esti-
mation from both radar coordination and victim awareness perspectives.

Existing spoo ng attacks include active spoo ng, which actively transmits a spoof-
ing signal [61,85] and passive spoo ng, which passively leverages a tag to launch the
attack [14]. All of them require knowing the victim radar's mode and parameters,
so they can transmit a speci ¢ spoo ng signal or design a speci c tag to launch the
attack. For active spoo ng, the defense strategies include radar coordination, param-
eter hopping, challenge-response, and RF ngerprinting. For passive spoo ng, the
user can defend it through a security check.

Radar Coordination:  Active spoo ng can be regarded as an radar-to-radar(R2R)
interference. Thus the radar coordination system that mitigates R2R interference
can be used as one of the defense strategies [6,69]. In this case, even though our
system provides a radar mode classi cation and parameter estimation system, the
radar coordination system could coordinate the victim radar to adjust its parameter
dynamically, which brings more challenges for launching a spoo ng attack. However,
radar coordination is usually costly and hard to deploy.
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(a) Velocity measurement using CW (b) Velocity measurement using CW
radar without spoo ng attack radar with spoo ng attack

Figure 4.25: Spoo ng Attack in CW Radar.

(a) Trajectory obtained using FSK (b) Trajectory obtained using FSK
radar without spoo ng attack radar with spoo ng attack

Figure 4.26: Spoo ng Attack in FSK Radar.

Parameter Hopping:  The victim radar can easily detect the spoo ng signal
by temporarily powering o its transmission. If a signal is received when the victim
radar powers o the transmission, the spoo ng signal can be detected. A famous
defense against such an attack is frequency hopping or slot time adjustment [58, 84].
Speci cally, the victim radar adjusts its frequency bands or time slot to defend against
the spoo ng attack. It should be noted that such a parameter hopping strategy is
powerful for previous static spoo ng attacks [61, 85]. However, our system provides
parameter estimation for the attacker, which could help the attacker to tune its
spoo ng signal timely in a challenge-response scheme.

Challenge-Response: Previous spoo ng attack assumes mmWave radar uses a
well-de ned waveform designed to satisfy speci ¢ sensing capability. Some previous
works propose to use a radar frame consisting of chirps with varying parameters to
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Figure 4.27: Spoo ng result of FMCW radar.

defend the attack [85]. Randomness can be introduced in the start frequency or
the initial phase. Moreover, our system provides a parameter estimation system for
the attacker, which can measure the whole frame and replay it at a later time. If
the parameter estimation can be achieved in microseconds (usually the length of the
chirp period) in the future, the attacker could successfully launch a spoo ng attack in
theory. However, we only implement an o ine parameter estimation system in this
chapter, so we didn't evaluate the online performance and time cost.

RF Fingerprinting: RF signal ngerprinting has gained attention due to its
ability to detect spoo ng attacks, which leverages the unique physical characteristics
of the probe components to assess if the echo signal comes from the same electronic
instruments [85]. This technology is e ective for active spoo ng but is not feasible
for passive spoo ng. Besides, RF Fingerprinting can only detect the existence of a
spoo ng signal, and cannot mitigate its impact. On the other hand, RF Fingerprint-
ing cannot defend against radar mode classi cation and parameter estimation by the
attacker.

Security Check: Passive spoo ng requires knowing the prior information about
the victim radar and even the trap, to design an appropriate passive tag for the
spoo ng attack. Our system provided an a ordable way to get the prior information.
The only way to defend against passive spoo ng attacks is a security check. However,
a manual check is time-consuming and costly.
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