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Occupancy information is one of themost important privacy issues of a home.Unfortunately, an attacker is able to detect occupancy
from smart meter data. The current battery-based load hiding (BLH) methods cannot solve this problem. To thwart occupancy
detection attacks, we propose a framework of battery-based schemes to prevent occupancy detection (BPOD). BPODmonitors the
power consumption of a home and detects the occupancy in real time. According to the detection result, BPOD modifies those
statistical metrics of power consumption, which highly correlate with the occupancy by charging or discharging a battery, creating
a delusion that the home is always occupied. We evaluate BPOD in a simulation using several real-world smart meter datasets.
Our experiment results show that BPOD effectively prevents the threshold-based and classifier-based occupancy detection attacks.
Furthermore, BPOD is also able to prevent nonintrusive appliance load monitoring attacks (NILM) as a side-effect of thwarting
detection attacks.

1. Introduction

Due to the development of information control and com-
munication technologies, conventional power grids are being
converted into smart grids. It brings higher reliability, secu-
rity, and efficiency to power systems [1]. In 2013, US electric
utilities had 51,924,502 advanced (smart) metering infras-
tructure (AMI) installations [2]. About 89% were residential
customer installations. The AMI periodically gathers smart
meter data from the terminal user and transmits the data to
the remote utility, which provides companies with unprece-
dented capabilities for forecasting demand, understanding
customer usage habits, decreasing probability of outages, and
more [3].

While smart grids yield energy efficiency and increase
reliability and robustness, smart metering deployments have
been plagued with privacy concerns [4]. Reference [5] lists
a number of privacy-sensitive features that may be inferred
from power consumption data ranging from house occu-
pancy to personal habits and routines. An important example
of simple and private information that smart meters leak
is occupancy whether or not someone is home and when

[6]. According to the report, occupancy is routinely cited
as the most important factor in considering burglary target
selection: burglars prefer unoccupied targets [7]. In addition,
some other privacy information could be inferred from occu-
pancy, such as daily routines and travel times. This informa-
tion could then be used for targeted advertising [8].

New research suggests an attacker can easily monitor the
occupancy of a home by analyzing the smart meter data [9,
10], since there are several power consumption features highly
correlated with occupancy. To be more exact, the electricity
load generally have a higher mean, standard deviation, and
variation range when the home is occupied.

To protect end-user privacy, various technological
approaches have been proposed in recent years. Besides those
methods based on encryption and data aggregation [4, 11–
16], some approaches are prone to use of rechargeable bat-
teries to modify the external load [1, 17–20], which is called
battery-based load hiding (BLH). However, these techniques
only focus on how to prevent nonintrusive appliance load
monitoring attacks (NILM), which infer appliance usage
from load data with the help of load signature libraries [21–
24]. Since the previous methods are not designed to change
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or hide those power consumption features that correlate with
occupancy, they cannot thwart occupancy detection attacks.

To prevent occupancy detection, [5, 25] propose a com-
bined heat and privacy (CHPr) method, which uses the
thermal energy storage of electric water heaters to make it
look like someone is always home.The authors also provide a
real prototype and corresponding evaluations.Though CHPr
does not waste any energy and does not increase electricity
costs, according to the latest surveys [26], about 50% of
US households use natural gas water heaters; in contrast,
electric water heaters only account for 41%. Thus, replacing
a gas water heater with an electric water heater is not only
complicated for a household, but also expensive and results
in serious waste. In addition, once the water heater does not
have enough capacity to heat up (the water temperature has
reached the upper limit), the home’s raw smartmeter datawill
be exposed, since the heater cannot run out of hot water and
inject cold water automatically to continue heating up.

To address the above problems, we propose a battery-
based preventing occupancy detection method (BPOD),
which enhances the external load to increase both true pos-
itives and false positives of occupancy detection attacks by
charging the battery when the home is unoccupied and
properly discharges the battery when the home is occupied.
In particular, thismethod not only prevents occupancy detec-
tion attacks but also protects other private information, such
as appliance usage signatures, since the external load has been
changed.

In doing this, we make the following contributions:

(i) We investigate the current occupancy detection
attacks and BLH methods and show that the BLH
methods represented by Nonintrusive Load Leveling
(NILL) and Lazy Stepping (LS) are unable to prevent
occupancy detection attacks. In addition,we point out
that the CHPr method still has some shortcomings.

(ii) We present a framework of BPOD to combat occu-
pancy detection attacks. BPOD monitors a home’s
occupancy in real time and chooses to charge or
discharge according to the monitoring results, thus
making a delusion that someone is always home.

(iii) We evaluate BPODusing data from real-world energy
consumption and show that it effectively increases
both the true positives and the false positives of vari-
ous state-of-the-art occupancy detection attacks. We
also demonstrate that BPOD is able to prevent nonin-
trusive appliance loadmonitoring attacks (NILM) as a
side-effect of preventing occupancy detection attacks.

2. Background

2.1. Occupancy Detection. Occupancy is one of the most
important privacy issues for residents security. However,
the latest research shows that detecting whether someone is
home according to statistical metrics of power usage is espe-
cially easy. For example, a high mean power consumption
is likely to be caused by presence in the household, and
a high standard deviation may be caused by occupants

turning on some appliances. Occupancy detection attacks are
currently divided into two classes: the threshold-based and
the classifier-based.The accuracy of all the methods is higher
than 80%.

2.1.1. Threshold-Based. Reference [9] proposes a threshold-
based algorithm that records the power’s mean, standard
deviation, and change range over a time window to infer
whether the home is occupied or unoccupied. The author
defines a 15-minute epoch length and computes the above
three metrics over each epoch. If one of the metrics exceeds
a threshold, it is recorded as a potential occupancy point.
At last, the author clusters the points using a one-hour time
threshold. If two points are within the time threshold, it can
be considered that the home is occupied during the interval
between the points.

2.1.2. Classifier-Based. Reference [10] uses several classifica-
tion algorithms, such as HMM, SVM, and KNN, to detect
a home’s occupancy. The power’s mean, standard deviation,
and the sum of absolute differences between adjacent mea-
surements are considered as features. The author computes
the above metrics over 15-minute intervals and then plots the
point, labeled occupied or unoccupied, in a 3D feature space.
Finally, new data points are classified by the classifiers.

2.2. Battery-Based Load Hiding. BLH methods try to hide
true load demand by charging or discharging a battery.
Various BLH methods have been proposed over the past few
years. Nonintrusive Load Leveling (NILL) and Lazy Stepping
(LS) are two of the most classic BLH algorithms.

2.2.1. Nonintrusive Load Leveling (NILL). The idea of NILL
is using a battery to keep the external load constant, thus
protecting appliance power signatures [19]. When an appli-
ance turns ON, the actual demand load will be above the
prior external load. Thus, NILL will discharge the battery to
maintain the external load as unchanged. Likewise, NILL will
charge the battery when the actual demand load is below the
prior external load.

2.2.2. Lazy Stepping (LS). The LS method is designed to
prevent a precise load change recovery attack which is
effective against NILL [20]. The method makes the external
load more coarse-grained, using step functions, thus hiding
the appliance features. There are four algorithms in the step-
ping framework. They are Lazy Stepping (LS1 and LS2),
Lazy Charging (LC), and Random Charging (RC), respec-
tively.The evaluation results show that LS2 is the most effect-
ive algorithm.

Figure 1 is the occupancy detection results using the
threshold-based method. The data of (a), (b), and (c) is raw
smart data of one day from a real home, altered by NILL and
LS2, respectively. As Figure 1 shows, the detection results of
(b) and (c) are similar to (a), where the home is unoccupied
from 10:00 a.m. to 4:00 p.m. The reason is that though NILL
and LS2 hide appliance usage signatures, they are all unable
to change some statistical metrics of actual demand load,
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Figure 1: Occupancy detection attack against raw smart meter data and altered data by NILL or LS2.
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Figure 2: Framework of BPOD.

such as powermean and variance, thus leaking the occupancy
information.

3. Framework of BPOD

The framework of BPOD is similar toNILMmethods [19, 20],
as shown in Figure 2. It includes two parts: (1) it monitors
the occupancy by analyzing the real power demand and (2)
according to the monitoring results it regulates the external
load using a battery.

For monitoring the occupancy of a home, BPOD uses a
threshold-based detection method to process the raw smart
meter data in real time. As Figure 3(a) depicts, when some
statistical metrics, such as power mean and variance, are
lower than the predefined thresholds over a time window,
BPOD will predict the home is unoccupied and vice versa.

As Figure 3(b) shows, to thwart occupancy detection attacks,
the battery charges and makes the power features exceed the
thresholds when the home is unoccupied. Since the capacity
of the battery is limited, the battery properly discharges
when we detect that someone is home. Because the battery’s
charging or discharging is just based on the thresholds, the
computational complexity of BPOD is very low.

Before we describe the detailed framework of BPOD, we
propose two hypotheses.

Hypothesis 1. Once BPOD finds that there is someone in the
household after 9:00 p.m., the home may be considered to be
occupied until 5:00 a.m. next morning, no matter how small
the statistical metrics of power consumption are during this
period.

We believe that Hypothesis 1 is reasonable, since occu-
pants scarcely go out after 9:00 p.m. and stay out all night.The
reason causing the small power usage is that the occupants
are more often sleeping during this period. Thus, it is not
necessary to charge the battery andmake it look like someone
is home.

Hypothesis 2. The features of power usage between 1:00 a.m.
and 4:00 a.m. are similar to the daytime’s, when the home is
empty.

No matter the threshold-based occupancy detection or
classifier-based occupancy detection, it is obligatory to know
the power consumption features of the unoccupied house-
hold before launching an attack. However, the attacker has
no idea what characteristics of the electricity usage represent
the home being empty. Thus, the characteristics of power



4 Security and Communication Networks

Unoccupied

Occupied

Time

Po
w

er

T

(a)

Po
w

er

Charging

Discharging

Time

T

(b)

Figure 3: Original power usage (a) and modified power usage (b).

consumption after midnight are used as a reference to infer
the features of power usage when the home is unoccupied [9].
In this paper, we set the thresholds based on the electricity
usage after midnight as well. It is to be noted that we have
no consideration for the case that using some appliances,
such as air conditioners, may lead the power consumption
after midnight to be higher than the unoccupied time’s. This
question will be researched in the future.

The framework of BPOD works for three cases: (A)
unoccupied home, (B) occupied home, and (C) sleeping
before dawn. In fact, sleeping before dawn is a special case of
an occupied home. Next, we will present the details of BPOD.

3.1. Unoccupied Home. When BPOD finds that the home
is unoccupied, the battery will charge for enhancing the
statistical metrics of power usage. It should be pointed out
that there exists one case, where the occupants are at home
but not using any electrical devices. In this case, the detection
algorithm of BPOD may make some false negatives, leading
the battery to charge. We think the charging is reasonable,
because if the attacker misjudges that the home is empty and
breaks into the house, it will pose a great threat to the safety
of the occupants.

Three kinds of charging modes exist. One is injecting
randomnoise into the demand as [27] proposed. However, an
experienced attacker may perceive such abnormalities from
smart meter data, resulting in the failure of masking occu-
pancy. The second method injects real electrical appliance
signatures into the demand. The libraries of electrical sig-
nature provide various electricity signatures, such as a televi-
sion, microwave oven, and printer [28, 29]. The last method
replays the occupied power usage of a few days ago. In this
paper, we choose the second method.

When the battery is full, the raw smart meter data may
be exposed, since BPOD cannot inject any power signatures
into the demand. In this case, the occupancy information
may be leaked. However, other privacies, such as appliance
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Figure 4: State transition between charging and discharging.

signatures, still need to be protected.Thus, the battery should
discharge slowly when it is about to be full. Figure 4 shows
the state transition between charging and discharging. In
the picture, 𝐶(𝑡) is used to represent the battery’s state of
charge (SOC), 𝐶 is used to represent the state that the battery
is charging (home is unoccupied or nobody is using any
appliances),𝐷 is used to represent the state that battery is dis-
charging (occupants are using an appliance), and 𝐷𝑠 is used
to represent the state that the battery is discharging slowly
(nobody is using any appliances and SOC is at high level).

Being similar to the method that [20] proposed, when
the battery is under state 𝐷𝑠, the external load profile 𝑒(𝑡) is
calculated by formula (1), where 𝑑(𝑡) is used to represent real
demand and 𝛽 is a constant. To avoid 𝑒(𝑡) equal to zero and to
let the battery discharge slowly, we set 𝛽 to a relatively small
value (approximately 100W to 200W)

𝑒 (𝑡) = ⌊𝑑 (𝑡)
𝛽 ⌋ ⋅ 𝛽. (1)

3.2. Occupied Home. The state will be transformed into state
𝐷, when BPOD detects the home is occupied. Under state𝐷,
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the battery needs to discharge. Let 𝑒(𝑡) = 𝑑(𝑡) − 𝑏(𝑡), where
𝑏(𝑡) is the battery’s discharging rate at time 𝑡.

In fact, 𝑏(𝑡) is related to 𝐶(𝑡), 𝐶𝐻 (the battery’s capacity),𝑀Threshold (the power mean thresholds of BPOD), and 𝛽𝐷
(the maximum discharging rate). The higher the remaining
battery power is, the faster the battery should discharge.Thus,

we let 𝑏(𝑡) = (𝑑(𝑡) − 𝑀Threshold) × 𝐶(𝑡)/𝐶𝐻, if 𝑏(𝑡) ≤ 𝛽𝐷, and𝑏(𝑡) = 𝛽𝐷, if 𝑏(𝑡) > 𝛽𝐷. It is noted that even if the battery is
under state 𝐷, there is a likelihood that 𝑑(𝑡) ≤ 𝑀Threshold.
In this case, it is not necessary to let 𝑒(𝑡) > 𝑀Threshold by
charging. We just need to protect the appliance signatures. In
conclusion, 𝑒(𝑡) is calculated by the following:

𝑒 (𝑡) =
{{{{{{
{{{{{{
{

𝑑 (𝑡) − (𝑑 (𝑡) − 𝑀Threshold) × 𝐶 (𝑡)
𝐶𝐻 , if 𝑑 (𝑡) > 𝑀Threshold, 𝑏 (𝑡) ≤ 𝛽𝐷

𝑑 (𝑡) − 𝛽𝐷, if 𝑑 (𝑡) > 𝑀Threshold, 𝑏 (𝑡) > 𝛽𝐷
⌊𝑑 (𝑡)

𝛽 ⌋ ⋅ 𝛽, if 𝑑 (𝑡) ≤ 𝑀Threshold, 𝑏 (𝑡) ≤ 𝛽𝐷.
(2)

3.3. Sleeping before Dawn. Sleeping before dawn is a special
case where the statistical metrics of power usage are very
similar to the unoccupied home’s, but the household is
actually occupied. According to Hypothesis 2, there is no
need to inject any appliance signatures into the demandwhen
occupants are sleeping before dawn. In contrast, the battery
should continue discharging during this period if there still
exists some power in the battery. There are two motivations
to do this. On one hand, the battery needs to prepare for
the charging next daytime. On the other hand, doing this is
helpful to further increase the false positives of occupancy
detection attacks, since the attacks always take the power
consumption features during this period as reference.

We have investigated smart∗ dataset which includes one-
minute resolution smart meter data of 443 homes over 24
hours. We find the power means for most of the homes
are below 300W when occupants are sleeping. Thus, if the
powermeans are higher than 300W, the battery will continue
discharging.

4. Experimental Evaluation

4.1. Dataset. In our experiments, we use smart∗ dataset, a
one-second resolution dataset, to measure the performance
that BPOD resists various occupancy detection attacks. The
dataset is collected in three houses over the course of three
months. We choose the meter data of Home A as experi-
mental data. Home A is located at Western Massachusetts.
It is a two-story, 1700-square-foot home with three full-time
occupants. The home has a total of eight rooms including
its basement. There are various sensor data in the dataset,
including average real apparent power every second for the
home and each circuit, on-off-dim events at nearly all of the
home’s wall switches and real power usage from nearly all of
the home’s plug loads [30, 31].

The dataset also includes a variety of events related to
occupancy. For example, motion sensors have been deployed
in all eight rooms of a home, and door sensors have been
attached to the refrigerator and basement freezer. From
these occupantsmotion events and interaction with electrical
loads, we obtain the ground truth occupancy. There is one
possibility that the occupants are home, but not operating any
appliance or moving in the house. In this case, we regard the

home as unoccupied in the ground truth. Doing so would
lead to increase of false positives (detects occupancy and
the home is unoccupied) of occupancy detection attacks
and decrease of true positives (detects occupancy and the
home is occupied), when using BPOD to prevent the attacks.
However, we believe it has little effect on evaluating the
effectiveness of BPOD, since our main goal is to increase the
sum of the true positives and false positives.

We also use REDD dataset, a one-second resolution
dataset, to verify whether BPOD is able to protect households
load signatures. REDD is the largest dataset for disaggrega-
tion with the true loads of each house identified [28, 32].
The dataset consists of whole-home and circuit/device speci-
fic electricity consumption for a number of real houses over
several months time. We launch an NILM attack to infer the
component device electricity consumption from the aggre-
gated electricity signal and compare with the real device con-
sumption.

Furthermore, we note that some of the electricity con-
sumption data in these two datasets is lost as well as other
datasets. Therefore, short time period gaps were patched
using interpolation as introduced in [10].

We inject a real power signature using ACS-F1, a ten-
second resolution database of appliance consumption sig-
natures. The database includes about 100 home appliances
divided into 10 categories, such as coffee machines, computer
stations (including monitors), and microwave ovens. Specific
details of the database can be found in [29, 33].

4.2. Preventing OccupancyDetection Attacks. Weuse TP, TN,
FP, and FN to represent true positives, true negatives, false
positives, and false negatives, respectively. Since the aim of
BPOD is to make a delusion that the home is always occu-
pied, TP + FP is the most important indictor to evaluate
the effectiveness that BPOD prevents occupancy detection
attacks. The high value of TP + FP illustrates that BPOD is
able to thwart the occupancy detection attacks effectively.

We quantify the effectiveness of various occupancy
attacks on both raw smart meter data and battery-modified
data from a home over one week. The attacks are based
on threshold, SVM, KNN, and HMM, respectively. Specific
details of the implementation of these attacks can be found in
[9, 10].
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Table 1: Performance of threshold-based attacks on raw smartmeter
data compared with 6KWh battery-modified data.

Attack Data type TP TN FP FN TP + FP

Threshold Original 59.73% 23.80% 1.58% 14.89% 61.31%
BPOD 78.73% 1.90% 18.22% 0.49% 96.95%

SVM Original 67.77% 10.47% 12.5% 9.18% 80.35%
BPOD 71.54% 4.65% 18.17% 5.64% 89.71%

KNN Original 61.17% 17.19% 7.64% 14.0% 68.81%
BPOD 69.28% 4.89% 18.94% 6.89% 88.22%

HMM Original 57.03% 21.12% 2.1% 19.76% 59.13%
BPOD 76.78% 7.7% 14.51% 5.17% 91.29%

Table 1 shows the performance of the occupancy detec-
tion attacks on the raw smart meter data and 6KWh battery-
modified data. As Table 1 indicates, the accuracy of all
the attacks against original smart meter data exceeds 78%.
Moreover, the TN + FN of these attacks is especially high.
For example, the TN + FN of HMM-based attack is higher
than 40%. TNmeans the home is really unoccupied. There is
the risk of theft. FN means the attacker believes the home is
unoccupied, but the home is actually occupied. It is extremely
dangerous for resident when the attacker breaks into the
house. From Table 1, we can also see that both the TP and
the FP of the attacks are increased sharply by BPOD. It comes
up to what we expect, trying the best to make attackers
believe that the home is occupied.The threshold-based attack
is the least robust to BPOD. The TP + FP is enhanced
from 61.31% to 96.95%. That is somewhat expected, since we
also use the threshold-based method to detect occupancy in
BPOD.Thismakes BPODbemore effective for the threshold-
based attack. Furthermore, though the KNN-based attack is
the most robust to BPOD, the TP + FP also exceeds 88%.
There is another remarkable fact that the TN and the FN
are reduced by BPOD. This is helpful for enhancing the
occupants property and personal safety.

Figure 5(a) plots a home’s load profile and ground truth
occupancy over a week. Figures 5(b) and 5(c), respectively,
depict the results of threshold-based detection attacks against
original smart meter data and modified data. As the pictures
show, the detected occupancy of the original data and the
ground truth are nearly coincident. Figure 5(c) clearly man-
ifests that BPOD masks occupancy effectively by injecting
appliance consumption signatureswhen the home is empty or
occupants are not operating any electrical devices. There are
three gaps in Figure 5(c). The gaps represent that the battery
is full when the home is empty for a long time.Though BPOD
is also able to protect the appliance signatures of the home, it
still failed to mask the occupancy, since the statistical metrics
of power usage are not changed.

As with other BLH methods, battery capacity is a key
factor of BPOD effectiveness. In order to demonstrate the
relationship between the performance of BPOD and the
battery capacity, we select one-day power consumption data
of a home from smart∗ dataset and launch the attack based on
threshold to the data. Figure 6 depicts the performance that
BPOD prevents the attack under different battery capacity.

From Figure 6 we see that the TN and the FN continuously
descend as the battery capacity increases. Consequently, the
TP and the FP go up. However, the ascending rate of the TP
begins to slow down when the battery capacity is larger than
6KWh, since the TP is almost consistent with the ground
truth. The ascending rate of the FP also decreases with the
battery capacity enlarging. TP + FP is 92.74% at 6KWh bat-
tery capacity, and is 95.65%at 10 KWhbattery capacity.There-
fore, we should consider the tradeoffs between the effective-
ness of BPOD and the battery costs in practical applications.

4.3. Preventing NILM Attacks. Though the main aim of
BPOD is to prevent occupancy detection attacks, it is also able
to thwart the NILM attacks. To evaluate the performance of
preventing NILM attacks, we first use the previous 7 days’
smart∗ dataset to compare BPOD with the NILL and LS2
algorithms under the mutual information metrics, which is
used in [20]. In probability theory and information theory,
the mutual information, transinformation, of two random
variables is a measure of the variables’ mutual dependence.

In this paper, we use mutual information under the
independence assumption to measure how much common
information is embedded in 𝑒󸀠 and 𝑑󸀠 [20]. The more
the mutual information between 𝑒󸀠 and 𝑑󸀠, the higher the
probability that the attacker can infer 𝑑󸀠 from 𝑒󸀠.

Since both 𝑒󸀠 and 𝑑󸀠 are continuous, we must discretize
𝑒󸀠(𝑡) and 𝑑󸀠(𝑡) into 𝐾 discrete values at first (we set 𝐾 =
600 in our experiment). According to the definition of
mutual information, the mutual information of 𝑒󸀠(𝑡) and
𝑑󸀠(𝑡), 𝐼(𝑒󸀠; 𝑑󸀠), can be calculated as follows:

𝐼 (𝑒󸀠; 𝑑󸀠) = ∑
𝑖=1,...,𝑇

𝐼 (𝑒󸀠 (𝑖) ; 𝑑󸀠 (𝑖))

= ∑
𝑖

∑
𝑒󸀠(𝑖)

∑
𝑑󸀠(𝑖)

𝑝 (𝑒󸀠 (𝑖) , 𝑑󸀠 (𝑖)) log 𝑝 (𝑒󸀠 (𝑖) , 𝑑󸀠 (𝑖))
𝑝 (𝑒󸀠 (𝑖)) 𝑝 (𝑑󸀠 (𝑖)) ,

𝑝 (𝑒󸀠 (𝑡) = 𝑎; 𝑑󸀠 (𝑡) = 𝑏)

= ∑𝑇𝑖=1 𝛿 (𝑒󸀠 (𝑖) = 𝑎 ∧ 𝑑󸀠 (𝑖) = 𝑏)
𝑇 .

(3)

The resolution of the dataset we used is one second. In
order to facilitate the calculation, we convert the resolution
to one minute. We calculate the mutual information of three
BLH methods under different battery capacity, from 1KWh
to 10KWh.

Figure 7 depicts the mutual information value of BPOD,
NILL, and LS2 under different battery capacity. As Figure 7
shows, LS2 has the best performance under the small battery
capacity. When the battery capacity is 1 KWh, the mutual
information value of LS2 is only 0.23, while NILL and BPOD
are 0.51 and 0.42, respectively. It is not contrary to our
expectations, since LS2’s designed idea decides that it does
not require too much battery capacity to work well. How-
ever, the mutual information value of LS2 does not decrease
sharply as the battery capacity enlarges. It just descends by
33%, when the battery capacity increases from 1KWh to
10KWh. On the other hand, though the mutual information
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Figure 5: The occupancy ground truth (a), as well as the threshold-based occupancy detection attack against raw smart meter data (b) and
modified data (c).
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Figure 6: State transition between charging and discharging.

of NILL is the largest at the beginning, the decline rate
is the highest of all. Its performance becomes better than
BPOD when the battery capacity increases to 4KWh. Its
performance even becomes better than LS2, when the battery
capacity increases to 8KWh. It denotes that the battery
capacity is more important for NILL than the other two
methods. The downward trend of BPOD is similar to NILL.
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Figure 7: State transition between charging and discharging.

The mutual information value of BPOD is lower than NILL
at the beginning and is a little higher than NILL when the
battery capacity exceeds 4KWh. It is theoretically proven that
BPOD has the ability to resist the NILM attacks.

In order to examine the actual effect that BPOD prevents
theNILM attacks, wemake another experiment. Since REDD
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Figure 8: State transition between charging and discharging.

dataset is widely accepted for verifying the performance of
NILMalgorithms [28], we select one-day power consumption
data of a home from the dataset and launch a state-of-the-
art unsupervised NILM attack based on factorial HMMs
(FHMMs) to the data [28, 34]. FHMMs-based NILM algo-
rithm proved that it outperforms the other unsupervised
methods and is capable of accurately disaggregating power
data into per-appliance usage information. A famous open
source NILM toolkit (NILMTK) provides the implementa-
tion of the FHMMs algorithm [35].

We choose normalized error in inferred power as the
accuracy metric of the NILM algorithm, which is depicted in
[30, 32]. We calculate the sum of the differences between the
inferred power usage and actual power usage of appliance n
in each time slice 𝑡 and normalize it using the appliance’s total
energy consumption. Let 𝑦̂𝑛(𝑡) denote inferred power usage
of appliance 𝑛 at time 𝑡 and 𝑦𝑛(𝑡) denote actual power usage
of appliance 𝑛 at time 𝑡; then the normalized error in inferred
power 𝛼 is defined as

𝛼 = ∑𝑁𝑖=1∑𝑇𝑡=1 󵄨󵄨󵄨󵄨𝑦̂𝑛 (𝑡) − 𝑦𝑛 (𝑡)󵄨󵄨󵄨󵄨
∑𝑁𝑖=1∑𝑇𝑡=1 𝑦𝑛(𝑡)

. (4)

From formula (4), we can conclude that the larger the value
of 𝛼 is, the better performance the BLHmethod has. There is
not any effectiveness of the BLH method on preventing the
NILM attack when equaling zero.

Figure 8 depicts the normalized error in inferred power
after BPOD, NILL, and LS2 masking the raw power usage
data under different battery capacity. As Figure 8 shows, the
normalized error is 1.01, when we launch the FHMMs-based
NILMalgorithm to the raw data. As expected, the normalized
error increases when using BPOD, NILL, and LS2 to mask
the raw data. However, the normalized error of LS2 increases
slowly and is always the lowest of the three methods under
different battery capacity. BPOD outperforms NILL and LS2.

This is due to the fact that the unsupervisedNILM algorithms
are more effective in detecting large loads, while NILL and
LS2 are unable to effectively decrease the large loads. On the
contrary, BPOD can reduce the loads by charging the battery
when the power usage is high. Though BPOD does not have
an obvious advantage of preventing the NILM attack under
small battery capacity, it becomes more effective than the two
other methods as battery capacity increases.

5. Conclusion

In this paper, we present a battery-based method (BPOD)
for preventing occupancy detection attacks. We show that
previous BLH methods do not prevent occupancy detection
attacks and describe how the BPOD works when a home is
occupied or unoccupied. We evaluate BPOD using various
real-world smartmeter datasets.The experimental evaluation
demonstrates that BPOD increases the true positives and the
false positives, thus effectively preventing both the threshold-
based and the classifier-based occupancy detection attacks.
Moreover, our experimental results show that though BPOD
is designed to thwart occupancy detection attacks, it is also
able to protect appliance electricity signatures as a side-effect
and outperforms NILL and LS2 in preventing unsupervised
NILM attacks.
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