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ABSTRACT

Security and Privacy Issues in Social Information-Assisted Application Design
by
Chang, Wei

In recent years, social networks and their related theories and applications attract
widespread attentions in computer science. Many applications are designed by
exploring the social information among users, such as social peer-to-peer systems,
mobile cloud, and online recommendation systems. Most of the existing works only
focus on how to use social information but ignore the fact that social information
itself may cause severe security and privacy problems. In this dissertation, we first
present some social information-assisted application systems that we have designed,
and then, we present several social information-involved privacy and security risks

and their countermeasures.

Generally speaking, the design procedure of any social information-assisted
application involves three tasks: publishing, accessing, and using social information.

However, all of these tasks contain privacy and security issues.

Social information can be published from a centralized system or a distributed one.
For the centralized scheme, the social information is directly published from online
social networking systems, such as Facebook or Twitter. However, we found that the
data of a social network essentially is a time-evolving graph. Most of the existing
approaches fail to preserve users’ identity privacy once a malicious attacker has the
external knowledge about the victim’s time-varying behaviors. For avoiding the new
privacy issue, we propose a time-based anonymization scheme. For the distributed
social information-sharing scheme, each user’s information is propagated from friend
to friend’s friends, and so on. We design a new scheme to gradually enhance the

privacy protection along a propagation path, in the meanwhile, maximally preserve

i



the overall utility of the user’s data.

From a data accessing aspect, social information can be used by malicious users
for launching new attacks. In this dissertation, we find a friendship-based privacy
disclosure attack, and a corresponding defense approach is designed. Location-based
service has been widely adopted. In order to preserve location privacy, users usually
turn off the corresponding applications when visiting sensitive locations. However,
once social relationships are known, attackers are able to infer these hidden locations,
which disclose users’ location privacy. For preserving the location privacy, we design
a fake location-based approach, which efficiently disorders the social-geographic

relationships among users.

From the data usage aspect, social information and its related data may come
from users. A system may lose functioning if some malicious users inject plenty of
fake information. Mobile clouds and Friend Locator are two typical systems, which
are vulnerable to the fake information-related attacks. Mobile clouds explore the idle
computing resources of surrounding devices by recruiting nearby friends to participate
in the same task. However, malicious users may inject wrong friendships information
to mess up the system. When visiting a new place, Friend Locator provides navigation
services for participators by creating a map based their trajectories. The functioning
of the system is based on the trust among participators. Once a user’s device is
controlled by attackers, all other users may receive wrong navigation. For defending

these attacks, we provide different countermeasure.

Keywords: Attack, privacy, security, social information, system design and

evaluation.
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CHAPTER 1

INTRODUCTION

In recent years, social networks and their related theories and applications attract
widespread attentions in computer science. With the development of clouds and
ubiquitous internet accessing, more and more novel and interesting applications
are designed by exploiting social information among users. However, using social
information is a double-edged sword due to the fact that malicious attackers can
also take advantage of social information to launch new attacks. This dissertation
systematically expounds various ways to incorporate social information into new

applications, and their potential security and privacy risks.

1.1 Motivation and Challenge

There are many types of social information, from individual behavior, mutual
social influence, to group behavior. Different social information-assisted applications
exploit sociality’s different aspects. Typical applications, such as social preference-
based peer-to-peer systems, mobile cloud, and mobile social networks, directly use
the social features of users. Considering that human being are the physical carriers of
the mobile devices and (or) the participants of certain applications, knowing the
social information among users surely can improve many applications’ quality of
services. For some other systems, such as Twitter, crowdsourcing, and cooperative
trajectory mapping, their functioning is purely based on users’ daily social activities,
like an encounter with friends, physically or online. Instead of directly involving social

information to the decision-making process, these systems provide new applications



for enriching people’s social life. One of the research challenges for social information-
assisted application design is to discover new social features and apply them to the

application design process.

Most of the existing works only focus on the exploration and usage of social
information but ignore the fact that, once a sociality is involved, malicious users
can take advantage of the social information to launch lots of security or privacy
attacks. Clearly, another challenge for creating a new sociality-involved application is
to identify and prevent the potential risks. However, since applications may involve
diverse social features, distinct service purposes, disparate system architectures, and
different algorithm procedures, it is impossible to find out all the potential security
and privacy vulnerabilities of an application. In this dissertation, we point out several
directions that an attacker may work on, propose new attacks that we have found in

these directions, and provide the corresponding countermeasures.

First, social information itself may cause severe security and privacy issues.
Before using social information, any application must obtain it in advance, which
gives attackers a chance to launch privacy-related attacks on the published social
information. Generally speaking, there are two ways to obtain the social information:
from a centralized data source, or from individual participators of a distributed
system. In this dissertation, we present new privacy disclosure attacks in these two
scenarios, and then, provide the corresponding data anonymization schemes. The
research challenge of this part is about the trade-off between data utility and data

privacy.

Second, social information could also be used by attackers. Location-based social
networking service has been widely adopted. Typical applications include Facebook
Places, FourSquare, Friends Around, and Buzzd. Through these applications, users

are able to not only get the location-based service but also have social interactions,



such as comments and chatting. In order to preserve location privacy, users usually
turn off the corresponding applications when visiting sensitive locations. However,
once a target user’s social information, such as the contacting frequency with friends,
is available, attackers may be able to infer these sensitive locations since the victim
may have visited these places with close friends. To solve the problem, we need to

make the balance among security, privacy, and utility.

Third, from the consideration of data usage, using social information does not
indicate blind-trust. Social information may be provided not only by regular users
but also by the malicious one. The main challenge is how to identify the wrong
information. In this dissertation, we use Sybil attack on a social-crowdsourcing system
as an example. Instead of verifying each piece of information, we focus on the data
source. We create a novel scheme to compute whether a participant is trustable,
which can limit the damage of the Sybil nodes on any social information-assisted
system. Note that the trust verification mechanism is needed, not only for the social
information but also for other data provided by the participators. Friend Locator is
an application, which is purely based users’ social activity. Based on the reported
trajectories, it provides navigation service for friends to find each other. However, if
any user’s device is controlled by an attack and reports wrong data, the navigation

results will become useless.

1.2 Major Contributions

In this dissertation, we carry out the study of social information-assisted
application design and its related potential security and privacy risks. Because
there are various types of social information and systems, all aspects related to
social information-assisted application design, including social information publishing,

accessing and usage, may contain security or privacy vulnerabilities. This dissertation,



from each aspect, provides typical security/privacy attacks and their defense

approaches. The contributions of this dissertation can be summarized as follows:

e For social information-assisted system design, we construct three systems: social
P2P, social mobile cloud, and social encounter-based navigation system. For
social P2P, we propose a new P2P overlay constructing approach by fully
utilizing the social similarity of the users, who subscribe to the same media
channel, and exploring the existing category information of media files. For
social mobile cloud, also known as social crowdsourcing, we study the workload
allocation problem among a set of intermittently connected mobile devices. As
for the social encounter-based navigation, we design a social encounter-based

systematic error cancellation scheme, which does not require physical anchors.

e In the social information publishing scenario, we study the privacy-preserved
data publishing (PPDP) in both centralized system and distributed system.
For the centralized PPDP, we find a new privacy attack by exploring the
changing pattern of a user’s social preference. For the distributed PPDP, we
propose a new scheme by gradually enhancing the privacy protection level. The

corresponding data anonymization algorithms are designed for each system.

e From a data accessing aspect, once social information is accessed by malicious
users, based on the pattern of certain social behavior, they are able to design
new attacks. By exploring users’ co-appearance frequency with friends, we
create a powerful attack to pry into the location privacy of other users, even
if they have already turned off their devices. Based on information theory, we
make a quantitative analysis of the amount of privacy disclosure, and a new

location anonymization algorithm is designed.

e For the scenario of using social information, we consider the authenticity and

trustworthy about social data and social actors. We first study the Sybil attacks



in mobile social network, where attackers inject fake social information into a
system. To limit the impact of Sybil attacks, we provide a distributed trust
evaluation mechanism. We also study the wormhole attack in cooperative
trajectory mapping system, where malicious social actors report non-existing
trajectory data. In order to defend the attack, we propose a scheme to verify

the authenticity of the reported data.

1.3 Dissertation Overview

The organization of the remaining chapters of this dissertation is as follows: In
the first part of this dissertation, from Chapter 2 to Chapter 4, we use three social
information-assisted applications that we have designed to illustrate the benefits of
incorporating sociality into application design. In Chapter 2, we propose a new P2P
overlay construction scheme based on users’ subscription behaviors on modern video-
on-demand platforms. In Chapter 3, we design a mobile device-based crowdsourcing
system, where the workload allocation decision is made based on users’ sociality and
the computing capability of their friends’ devices. In Chapter 4, we study the impacts
of systematic measurement errors on a social information-assisted application, called
Friend Locator. We use participants’ social encounter records to eliminate the relative

errors among their reported trajectory data and provide better navigation results.

From Chapters 5 to 9, we study the security and privacy issues involved with
social information-assisted application design. More specifically, we consider the
vulnerability from three aspects: (1) Data Publishing, (2) Data Accessing, and
(3) Data Usage. These three aspects correspond to the general design procedure
of a social information-assisted application: One has to obtain the related social
information first before exploring certain social features, and then, determines who

can access which kind of data and how to use the data. In this dissertation, we
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Figure 1.1: The logic structure of the dissertation’s chapters.

find that all of these three aspects contain potential security or privacy risks. When
designing a new application, the designer should systematically consider the potential

vulnerabilities from these three aspects.

The second part of this dissertation, Chapters 5 and 6, considers the
security /privacy risks from the aspect of data publishing. Since sociality evolves with
time, Chapter 5 shows that the change pattern of a target user’s social activity can
leak the identity privacy when a single source publishes a serial of sociality-related
data. Considering that trust values gradually decrease along a propagation path,

Chapter 6 discusses the privacy-preserved data publishing in distributed systems.

Chapters 7 is the third part, which studies the security/privacy risks from the
aspect of data accessing. Attackers can also take the advantage of social information
to launch new attacks. Chapters 7 provides a friendship-based location disclosure

attack, which leaks victim’s location privacy.

The fourth part of this dissertation consists of Chapters 8 and 9. Exploiting



social knowledge does not mean blind use. Chapter 8 shows that an attacker can
subvert a system by maliciously creating a large number of fake user IDs and injecting
wrong information into the system through these IDs. For other social information-
assisted applications, which do not directly use social data but essentially builds on
the actual social relations among users, attacks can also use wrong data to mess them
up. Chapter 9 shows the impacts of such attacks on the application of cooperative
trajectory mapping. Chapter 10 concludes this dissertation and points out the future

research topics.

Note that the applications presented in Chapters 2 to 4 potentially are vulnerable
to certain attacks discussed in Chapters 5 to 9. Fig. 1.1 shows the logic connection

between each chapter of the dissertation.



CHAPTER 2

EXPLORING SOCIAL PREFERENCE IN THE

DESIGN OF PEER-TO-PEER SYSTEMS

Video-on-demand (VoD) service has been explosively growing since its first
appearance. For maintaining an acceptable buffering delay, the bandwidth costs have
become a huge burden for the service providers. Complementing the conventional
client-server architecture with a peer-to-peer system (P2P) can significantly reduce
the central server’s bandwidth demands. However, the previous works focus on
establishing a P2P overlay for each video, producing a high maintenance cost on

users.

In order to construct a better P2P overlay, people begin to consider the
social similarity among users, especially the social behaviors reflecting their
common interests. Per-channel-based overlay construction was first introduced by
SocialTube [1], which clusters the users subscribed to the same video channels into
one P2P overlay. However, the current per-channel overlay structure is not suitable
for users developing new watching preferences. Consider that a channel’s subscribers
tend to watch not only the videos from the channel, but also other videos from similar

channels.

In this chapter, we propose a new overlay structure by exploring the existing
social relations of users and the similarities of video channels. Our system creates a
hierarchical overlay: subscribers of the same channel build up the low-level overlay

(also known as groups), and in the high-level overlay, different groups are connected



based on their similarities. Based on the new structure, we propose a routing
algorithm for both channel-subscribed and unsubscribed users. Extensive simulation

results show the efficiency of our approach.

2.1 Introduction

In the past decade, we have witnessed the enormous growth of video-on-demand
(VoD) services, such as Vimeo and YouTube. According to sites [2, 3, 4], Vimeo
attracted over 100 million unique visitors per month in 2013. With the development
of affordable smartphones and the Internet, more and more VoD platforms have
allowed users to create their own media channel and upload videos. For example,
Ray Johnson has the most popular personal Youtube channel [5], which has gained
10 million subscribers. Clearly, a tremendous amount of network resources has been
used to maintain such a huge supply and demand market. Most of the current VoD
systems are based on a client-server (CS) architecture. All videos are stored in central
servers; whenever a user tries to watch a video, a query message will be generated and
sent to the servers; then, the corresponding video will be downloaded from the servers
to the requester. Although the CS architecture is easy to manage, it brings enormous

bandwidth costs for the servers’ provider and long buffering delays for users.

In order to reduce the bandwidth costs and users’ average delays, complementing
the CS architecture with a peer-to-peer (P2P) architecture becomes a common
approach. In a P2P architecture, users, also known as peers, are both video-resources’
suppliers and consumers. Instead of fully depending on central servers, in P2P, peers
are able to download videos from other peers, which significantly lightens the servers’
burdens. Peers are logically connected at the protocol layer, which builds a network
overlay on the top of the underlying physical network [6]. The research on P2P has

existed for decades, and the main concern is how to construct such a logical overlay for
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Figure 2.1: Vimeo’s feature space structure.

efficiently locating the files. Representative systems for unstructured P2P include PA-
VOD [7] and NetTube [8], and the typical structured P2P system is HyperCuP [9].
However, all of these systems are based on a per-video level: for each video, an
overlay graph is constructed. As pointed out by paper [1], the per-video overlays not
only generate prohibitive costs for maintaining the overlays but also create plenty of

redundant links between a pair of nodes on different overlays.

To resolve these problems of the conventional P2P systems, SocialTube [1]
leverages users’ actual subscription relationships. Many VoD sites provide channel
subscription functions to users. A user can create his own media channel web pages,
and each channel contains some videos related to its topic. For easily browsing
channels, most VoD sites classify channels into categories, according to their features,
and each category may have different types of values (i.e. subcategories). Based on
the content of video channels, the channel owner and Vimeo staff can associate several
category values with the channels. Fig. 2.1 gives an example of the category structure
in Vimeo. If a registered user is interested in a channel and wants to track all videos

from the channel, he can subscribe to it and keep receiving update feeds whenever

10



new videos are uploaded. Consider that the subscribers of a channel are likely to
watch the same videos from the channel and that users with similar interests tend to
access similar videos. SocialTube proposes an interest-based per-channel hierarchical
overlay: peers subscribed to the same channel are built into one low-level community,
and the channels of each category are formed into a high-level community. When
a video query is generated, random walk-based searching is conducted within these
communities. The per-channel overlay structure can quickly locate the resources
when users search for their subscribed channels’ videos. Compared to the traditional

per-video overlay, the new structure has both low maintenance costs and high QoS.

SocialTube has two problems. First, it is not efficient for subscribers to explore
videos belonging to other categories. Users’ watching preferences (i.e. interests) are
not a fixed value; one may find his new watching preferences by exploring other
categories’ channels. Take Fig. 2.1 as an example. The subscribers of “The Great
Outdoors” channel are also likely to watch the videos from “Rainforest Destruction”.
By using SocialTube, one has to go through all the searching space of either ‘Nature”
or “Travel & Events” categories to find the target channel’s videos. In addition, if
the subscribers of “The Great Outdoors” want to watch videos in the “Animation”
category, it is hard to locate the videos on SocialTube’s overlay, since there is no
efficient overlay connecting across different categories. Second, SocialTube is not
applicable for the VoD sites (e.g. Vimeo), who are rich in category information. Note
that most channels are naturally suitable to be labeled by multiple categories. For
instance, “The Great Outdoors” belongs to both the “Animals” subcategory of the
“Nature” category and “Countries” subcategory of “Travel & Events”. As a result,
the high-level communities, created by SocialTube, are actually overlapped with each

other, and eventually form into one community, instead of several communities.

In this chapter, we propose a new hierarchical P2P overlay structure, call

SocialVoD, by exploring both the subscription relationships and channels’ similarities
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on Vimeo. The key design of SocialVoD is the utilization of channel subscribers’
social closeness: the closer the watching preferences of users are, the better the
overlay connectivity should be between them. We not only build interest-based per-
channel overlays but also we organize these overlays according to channels’ existing
category information in the high-level. The main idea of our approach is that, by
neighboring the channel overlays, whose category information differs in one dimension,
the resulting graph contains enough routing “hints” for seeking other unsubscribed
channels’ videos. By using SocialVoD, all peers are clustered into a loosely-connected
multi-level community structure, which has the small-world property. Based on the
new overlay structure, we further propose a routing algorithm for both channel-
subscribed users and unsubscribed users. SocialVoD keeps the low maintenance cost
feature of previous works, but significantly improves the system’s query efficiency,
especially when users are developing new watching preferences. Extensive simulation
results show the efficiency of our new system in comparison with SocialTube and

NetTube.

2.2 Literature Review

The research on P2P architecture has existed for a decade. Many papers have
proposed different schemes [10, 11, 12, 13]. PA-VoD [7] and NetTube [8] are the
two most classic unstructured-P2P systems. PA-VoD builds a video’s overlay by
grouping all the peers, who are watching the same video, together. When a user
finishes watching, he no longer acts as a provider and eventually will be wiped out
from the overlay. PA-VoD works, if there are plenty of users watching the same long
video, such as a movie, the typical length of which is 1-2 hours. However, as for the
VoD platform, such as Vimeo, most videos are short, the median length of which is

about 200 seconds [14]. As a result, a majority of short videos’ requests are handled
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by the central server, instead of peers. The basic idea of the NetTube is that the
users, who are watching the same videos, are more likely to view the same content in
the future. By associating a cache buffer with each node, NetTube puts the viewers
of the same video into one overlay, and further allows them to search for videos from
each other. Unlike PA-VoD, the users of NetTube will temporarily store the videos,
which were watched previously, in their local buffer. Therefore, after he or she finishes
watching a video, as long as the buffer contains the file, the user will remain in the
video’s overlay. This unique design significantly improves the resource availability in
a P2P system. However, both NetTube and PA-VoD create an overlay for each video,

which wastes plenty of network resources.

Hypercup [9] is a typical structured-P2P system, which organizes peers into a
hypercube structure. Compared to the unstructured system, Hypercup is fault
tolerant and suitable for efficient search. However, since Hypercup constructs the
overlay by directly connecting peers to peers, as for high churn conditions, where
peers frequently join and leave the system, it suffers from huge maintenance traffic.
Unlike Hypercup, SocialVoD treats a group of users, who have the same watching
preferences, as a node in a hypercube. Although a system may face the frequent
connection and disconnection of peers, the absence of a whole group is rare. As a
result, Social VoD has a high searching efficiency and low maintenance costs. The idea
of node group-based hypercube has existed for a while [15, 16]. However, the existing
schemes neither consider the social property of peers [17] nor are they suitable for
short videos; they simply connect all peers of a group to a super-peer and use the
super-peers to build a hypercube structure. Since the size of a VoD channel varies
greatly from tens of subscribers to millions, and there are plenty of channels having
the same category features, the conventional scheme does not suit the modern VoD
system any longer. SocialVoD clusters the peers, who subscribe to the same channel,

into a community, and further puts similar communities close to each other.
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Table 2.1: The distribution of Vimeo channels’ associated category numbers
Number of Categories 1 2 3 4 5

Percentage (%) 41.94 | 38.11 | 844 | 7.54 | 3.96 | 0

The design of P2P overlay’s structure is highly related with users’ data accessing
pattern. Unlike traditionally streaming video systems, modern VoD systems, such
as Vimeo and YouTube, have social aspects [18]. As shown by papers [19, 20], the
date-sharing patterns in VoD systems have a small world property, which suggests
that the videos on these systems have strong correlations with each other. As a result,
the P2P overlay structures of VoD should also possess the small world property. A
theoretical model for small-world networks by paper [21] picture a small world as
a loosely connected set of highly connected subgraphs [20]. The structure of our

proposed SocialVoD overlay exactly satisfies this structure.

2.3 Vimeo Category and User Interests

Papers [8, 1] show that most videos on VoD systems are short, and there are strong
clustering behaviors among users. In this section, we further investigate the category

features on Vimeo and the change of users’ interests over years.

Vimeo has a total of 23 system-defined categories. By checking the number
of channels under each category, we find that there is an obvious gap between a
popular group, which has 13 categories, and an unpopular group. We collected the
category information of the popular group’s channels, each of which has more than
300 subscribers. There is a total of 782 unique channels, and we further compute
the distribution of the number of associated categories in Table. 2.1. We find that
there are 58.06% channels associated with more than one category feature. Clearly,

overlapped categories should be considered during overlay design.

Users may develop new watching preferences over the years. We randomly collect
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Table 2.2: The Change of Category Interests Over 5 Years (%)

Year | Narrative | Arts | Music | Video School | Personal | Big Picture
2011 21.7 16.6 41.7 0 3.3 0

2010 41.2 4.8 4.1 4.5 11.4 4.6

2009 35.7 1.8 12.5 0 0 7.1

2008 13.0 6.2 22.5 24.5 4.1 4.1
2007 8.8 9.3 8.1 16.8 7.0 0

Year | Animation | Travel | Tech | Experimental | Comedy | Nature | Sports
2011 10.0 3.3 0 0 0 3.4 0
2010 0 9.4 13.6 0 1.8 4.6 0
2009 14.3 5.4 0 14.3 8.9 0 0
2008 4.1 6.2 0 2.9 4.2 8.2 0
2007 0 12.5 0 7.6 17.9 6.0 6.0

6, 000 users’ channel subscription times and investigate the change of users’ interests
(i.e. the category features of subscribed channels), year by year. Table 2.2 shows the
changing pattern of a typical user’s interests. This user subscribed to 87 channels
from 2007 to 2011. We divide the records into 5 groups according to subscription time
and count the distribution of the subscribed channels’ category features in each year.
From the table, we can see that the user becomes more interested in “Narrative” and
“Music” related channels, and less interested in the channels from the “Video School”

category. Hence, users’ watching preferences do change over the years.

Users’ watching preferences can be reflected from their channel subscriptions. We
summarize the watching pattern of users in the following: (1) Users frequently look
for the videos from their subscribed channels; (2) Users are likely to seek other
unsubscribed channels’ videos, which satisfy their watching habits; (3) The watching

habits may change. Users may access certain videos to explore new preferences.
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2.4 Overlay Design

2.4.1 Feature Coordinate and Feature Distance

More and more VoD systems, such as Vimeo and YouTube, classify video channels
by category. Unlike conventional tags, which are created by individual video owners,
category and subcategory are strictly provided by the system. When a user creates a
video channel on Vimeo, he should select several appropriate categories for describing
it. Later, the Vimeo staff may add more categories or select suitable subcategory
values. Once a channel is created, other users may subscribe to it. We adopt u; to
represent a user, ¢; to represent a channel. In this chapter, we treat each category as
one feature dimension in the category feature space, and we assume that there is a

total of m dimensions (i.e. system-defined categories).

The feature coordinate of a video channel is defined as (fi, fo,..., fm), where
1 < f; <r; and r; is the number of subcategories in the 7th dimension. The physical
meaning of value f; depends on a real system. For example, in the “HD” category
dimension, f; = 1 stands for high-definition videos and f; = 0 represents the regular
ones, while, in the “Language” category dimension, f; = 0,1,2,... may indicate
English, Chinese, Spanish, and et al. Based on the feature coordinates, the category-
feature space is partitioned into II!",r; groups, and each channel belongs to one and
only one group. We use G; to represent a hypercube group. Let F () be an operation,
which gives the feature coordinate of an entity, and F,;(-) gives the coordinate value
in the ith dimension: F (¢;) and F (G;) shows the feature coordinate of channel ¢; and

hypercube group G;, respectively.

The feature difference set from a source coordinate S = (s1,82,...,8,) to a
destination coordinate D = (dy,ds,...,d,,) is represented by H(S,D) = {i|s; #

d;,i € [1,m]}. The feature distance is measured as the cardinality of the feature
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Figure 2.2: A diagram of the network structure of SocialVoD.

difference set |H|. For instance, the feature distance set from (1,2,3,4,5,6) to
(1,1,5,4,5,3) is {2,3,6} since the corresponding values in these three dimensions

are different.

2.4.2 Channel Subscription and Peer-to-Peer Graph

In practice, a user may subscribe to multiple video channels, the feature
coordinates of which may be different from each other. According to the number
of subscribed channels, a user u; is mapped to one or several nodes {v},vi, ... ,vji-}
in the P2P network graph. In this section, we assume that each user subscribes to
only one channel, and therefore, u; is uniquely mapped to v;. The case that users

subscribe to more than one channel will be discussed in the next section.

During the construction of the P2P network, a logical connection is created from
users u; to u;, at the protocol layer, by letting u; store the IP address of u;. The whole
system forms a P2P network graph G = (V, E), E C V2 where V = {v1,v2,...,0,}
represents the virtual nodes and £ = {v;v;} gives the logic connection from nodes v;
to v;. Let g(c¢;) be a mapping function from a given channel to a set of nodes, who

subscribes to ¢;; the inverse function g~*(v;) gives the channels that v; subscribed to.
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2.4.3 Resource Replication Scheme

SocialVoD requires each user to maintain a cache of videos that has been watched
within a system-defined session. When the cache is full, the oldest file will be replaced
by the new one. This storage scheme can increase the availability of files. Moreover,
the popularity of a video changes with time. This caching scheme can eliminate the
unpopular files in a timely manner and replace them with the new ones. Here, we are
considering a short video, the length of which is usually less than 10 minutes. These
files are generally small, and therefore, this cache requirement does not excessively

burden users.

2.4.4 Overlay Construction

When a new node v; appears, it first sends a request to the server, and the server
replies with a set of nodes for establishing logic connections. Suppose v; is a node from

the set. According to the features of v; and v;, there are three types of connections

in SocialVoD:

e If v; and v; subscribe to the same channel g~ *(v;) = g~ *(v;), then edge v;v; is

an intra-channel link.

e [f they subscribe to different channels but have the same feature coordinate
g (v;) # g7 (v;) and F (v;) = F (v;), then edge v;v; is an intra-group link.

e If their feature coordinates differ in one dimension ¢ '(v;) # ¢ '(v;) and
H(F (v;), F (vj)) = 1, then edge v;v; is an inter-group link.

In order to control the usage of resources, SocialVoD limits the number of out-links
that a user can create to b. When the server returns the set, it should guarantee the
number of connections for each type following intra-channel : intra-group : inter-group

=p:(1—=p)g: (1—p)(1—ygq), where p, g are two system-defined parameters and
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p.q € (0.5,1).

Take Fig. 2.2 as an example. Assume that v; is a new peer in the system, who
subscribes to channel ¢3, b =5,p = ¢ = 0.6 and m = 2. When v; contacts the server
for the first time, the server randomly selects b x p = 3 peers (i.e. vq, v3,v4), who are
online and also subscribe to ¢z, to build intra-channel links, as shown by red arrows
in Fig. 2.2. The server picks up b x (1 — p)g = 1 peer from ¢,;’s subscribers, and
bx (1—p)(1—gq) =1 peer from ¢; and ¢3’s subscribers to build inter-group links

(green arrows) and intra-group links (blue arrows).

The server stochastically creates the connections such that it not necessary to
remember the global structure of the overlay graph. When the server seeks the
end nodes of the intra-channel links and intra-group links, it randomly picks up the
corresponding number of nodes, who are online at the moment. When creating the
inter-group links, the server first selects one dimension, in the category-feature space,
to be different from it, and then randomly picks up a peer with a different subcategory
value in that dimension. This peer is selected as the end of an inter-group link. For a
given link, the probability of having two ends with different coordinates is (1 —p)(1 —
q)/m. Suppose F (G;) = (f1,-.., fos--, fm) and F(G;) = (f1,..., fis-- -, fm). The
expected number of out-links from coordinate group G; to G;, who differ in the kth

: HwilF & (vi)=f; i€[1,n]}|
category, can be approximated as b|G;| X o 2T aein % (1—=p)(1—q)/m, where

b is the number of out-links per peer, |G;| gives the number of nodes in hypercube

d HwilF & (vi)=f; i€[1,n]}|
HojIF & (vj)# fki€lln]}

group G;, an is the probability for selecting f; as the new value

in dimension k.

SocialVoD creates a two-tier community structure and three levels of overlays.
Peers, who subscribed to the same channel, build up the low-tier community, also
known as the per-channel community C, as illustrated by C) to Cg in Fig. 2.2.

The intra-channel links among the peers build the lowest-level overlay. Because a
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subscriber is very likely to watch the videos provided by his subscribed channel,
clustering peers from the same channel improves files’ availability and reduces the
average length of query paths. Per-channel communities, who have the same feature
coordinate, are clustered into the top-tier community: the coordinate group G, as
illustrated by Gy to G in Fig. 2.2. The middle-level overlay is established by the links
connecting different channels within the same group. SocialVoD connects different
groups if their feature coordinates are different in one dimension. The inter-group
links build up the highest-level overlay. As users tend to access the files with similar
features, they may also query the files from unsubscribed channels. SocialVoD puts

similar subscribers close to each other, which can improve the query efficiency.

2.4.5 Inter-group Link Management

In SocialVoD, a feature specified query is conducted by forwarding the query
messages from group to group via inter-group links. The speed of finding an
inter-group link with the specific feature coordinate directly influences the routing
efficiency. For accelerating the searching process, the members of each group vote for
a leader, who collects the inter-group link information from its members. Usually,

the leaders are selected based on their stabilities.

When a node v; joins a group, he first asks the leader’s IP address from his
connected peers, who are in the same group. Then, v; reports all of his inter-group
links, together with his own IP, to the leader. When a peer servers as a relay node in
an inter-group routing, he should ask the leader for the IP of other members, who have
the inter-group links to the next group. The query messages will be forwarded to the
next group via these members. Leaders may consume more resources for performing
the book-keeping work. We can adopt role rotation and other incentives from the

consideration of fairness. When a leader is going to leave SocialVoD, he should find
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Figure 2.3: Coordinate routing sequence-based inter-group routing.

his inheritor and broadcast this update to group members.

Due to the churn of P2P, peers in SocialVoD periodically check and update their
links to other communities. Unlike SocialTube, where peers always update their links
to the newest visited peers, SocialVoD removes failed links and replaces them with
the links to the other communities, where, recently, the feature-based routing mostly
failed. Essentially, SocialVoD gives more emphasis on how to reach a destination,

instead of where the destination is.

2.5 Routing in SocialVoD

A query is conducted by two steps in SocialVoD. The first step is called feature-
spaced inter-group routing, which uses the highest-level overlay to locate the group
with the specific feature coordinate. In order to control the network traffic, each query
has a limited number of query copies, assuming h. When selecting query paths, one
should avoid the situations where more than one query message searches the same
space. The second step of a query is to find the target file within the specific group,

and we apply the conventional random walk-based approach to conduct the searching.
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2.5.1 Coordinate Routing Sequence and Node-disjoint Paths

In an m-dimensional hypercube, if a source S has a packet for destination
D with feature distance k, there are exactly k node-disjoint shortest paths with
length k& from S to D. Since these paths uniquely partition the searching space
into k non-overlapping subspaces, querying along the node-disjoint paths is both

efficient and resource-saving. Suppose that S and D differ in k dimensions, where

H(S,D) = {1,2, ... k}.

Ry : (1,2, ..., k) is defined as the coordinate routing sequence, which determines the
resolution order of a given set of dimension differences H (S, D) [22]. For instance,
the coordinate sequence R; requires peers to construct a query path by gradually
solving feature differences from dimensions 1 to k. When H(S, D) = {1,2,...,k},
there are a total of k coordinate routing sequences, and the ith sequence R; :

(i4+1,..,k 1,...,i—1,4) is created by making i — 1 circular left shifts of Rj:
e The 1st sequence: Ry = (1,2,....k — 1, k)

e The 2nd sequence: Ry = (2,3,...,k, 1)

e The kth sequence: Ry = (k,1,...k — 2,k —1)

Note that the resolution order in Ry can be any permutation of the elements in feature

difference set H(S, D).

Each sequence uniquely defines one shortest path from S to D. Take Fig. 2.3
as an example. Suppose that Gg is looking for a video from Gy, and the feature
distance set is H(S,D) = {1,2,3}. When S creates R3; = (3,1,2), the query path
according to Rz is Gg — G5 — Gg — G7, while, if S creates Ry = (2,3, 1), the query
path becomes Gy — G; — G353 — G7. Hence, the coordinate routing sequence set

R = {R1, Ry, ..., Ry} creates k node-disjoint shortest query paths from the feature
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difference set.

2.5.2 The Selection of Coordinate Routing Sequences

In order to control the network traffic, S has only h copies of a query message. In
other words, S can conduct h parallel searches for the destination group D. Assuming
the feature distance from S to D is k, the relation between h and k influences
the selection of query paths. When h > k, S is able to use not only the shortest
paths for searching D but also the non-shortest ones. However, if h < k, S should
determine which path (or coordinate routing sequence) has more of a chance to reach

the destination group.

Consider that, for a given category, the popularity of subcategories is different. The
sizes of some groups are greater than others. Since the ends of inter-group links are
randomly and uniformly selected, a larger-sized group absorbs more inter-group links,
and has more of a chance to be visited from other groups. As a result, we approximate
a coordinate routing sequence’s success rate by subcategories’ popularity. Suppose
the feature coordinates of S and D are (si,...,S,) and (dy,...,d,,), and dimension
i € H(S, D). In the highest overlay, the transition probability from any group G, who
satisfies F ;(G) = F ;(S), to other groups G', which have the property F ;(G') = F ;(D),

is estimated by the following equation:

- Hwilri(vy) = diyv; € V]
vl Fi(v;) # si,v5 € VY

(2.5-1)

where | - | gives the cardinality of a set, and s; # d;. Assume that a path resolves
the 7th dimension difference first. The successive rate of the path’s remaining steps

is approximated as follows:

=(Hl-0 ] © (2.5-2)

JeH\{i}
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Algorithm 1 The selection of coordinate routing sequences at source node S
1. T+ ¢
2: for VG; € N(G;) do

3 for every dimension j <~ 1...m do

4. if Fj(GZ) 75 Fj(Gs) then

5.

6

7

Compute 77, and T « T U{(4,T})}
: According to T]’ , sort the elements of T" in decreasing order.
: Select the first h elements and create routing sequences R.

where H is the abbreviation of the feature difference set H(S, D), and H\{i} indicates

all the unmatched dimensions between S and D except dimension 1.

Algorithm 1 gives the procedure for selecting the coordinate routing sequences
when h < k. Since the inter-group links are randomly created, a group may not
be connected to all other groups, whose feature coordinates differ in one dimension.
Assume G is the resident group of source S, and let N(Gy) be a set of groups, who
are connected with Gy, N(G) = {G;|H(F (Gi), F (Gs)) = 1,7 € [1,m],Jv,v's.tv €
G, v € G, v’ € E}. For each neighboring group G;, Algorithm 1 computes the
accessing probability T} of the remaining feature difference if G; was selected as
the first relay group in the routing path (dimension j is the first resolved feature
difference). Algorithm 1 creates the corresponding coordinate routing sequences by
selecting the h neighbors, who have the largest T7. This method essentially explores
the rare inter-group links first. The reason is that, as the processing of the feature-
based routing, the searching space becomes smaller; fixing the rare dimensions’ values

first can increase the success rate of the remaining steps.

Take Fig. 2.4 as an example. Assume that S = (0,0,0), D = (3,1,2), and
H(S,D) = {1,2,3}. The popularity of the 1st dimension “Nature” follows 3 : 6 :
10 : 4, that of the 2nd dimension “HD” is 4 : 6, and that of the 3rd dimension
“Travel” is 5 : 7 : 3. There are three potential coordinate routing sequences:
Ry = (1,2,3) (the red path), Rs = (2,3,1) (the blue path), and Ry = (3,1,2)

(the green path). Using R; indicates solving the 1st dimension’s difference first.
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i2.HD
1.Nature

Figure 2.4: The hierarchical community structure in SocialVoD.

For the source node, the remaining success rate of the red path is estimated as

T = 3—-1)! x g X % = % Similarly, the rates for using Ry and Rz can be
calculated as Ty = (3 — 1)! X =25 X gq5m7 = 35> and Ty = (3 = 1)! X 55 X £ = 2

If h = 2, then the source should use R; and Rj.

2.5.3 Feature Space Routing

SocialVoD has three types of routings: intra-channel, intra-group, and inter-
group. When a user looks for his subscribed channel’s videos, an intra-channel
routing happens. Query messages are randomly propagated within the per-channel
community. Each message is associated with a hop counter, which is decreased by one
after each time of forwarding. Once the counter becomes zero, the query message will
be discarded. Similarly, if the user seeks for videos from other channels, but have the
same feature coordinates, the random walk-based searches are conducted within the
corresponding group. However, when the user searches the files from other groups,
SocialVoD first sends the messages to the destination group by inter-group routing,
and then, adopts intra-group routing to locate the target file within the destination

group.
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Algorithm 2 Inter-group Routing from Source S
: while h > 0 do
if R+ ¢ then
/*shortest path routing™®/
Pick up a sequence R; from R.
Find Gj S N(Gs) s.t. FZ(GJ) % 84, FZ(GJ) =d;.
R < R\{R;}, mode < 0, send (R;, mode) to Gj.
else
/*non-shortest path routing™*/
Find Gj € N(Gs) s.t. Fi(G;) # si,i € H.
H + H\{i}, mode + 1, send (H |J{i}, mode) to G;
h<h-1

= =
= O

The inter-group routing at a source node is given by Algorithm 2. Based on the
relation between h and k, there are two modes, where mode is 0 for a shortest path
and 1 for a non-shortest path. Assume that the feature coordinate of source S is
(S1,...,8y) and that of D is (dy,...,d,,). The feature difference set is represented
by H = {i|s; # d;,i € [1,m]}. The coordinate sequences set R = {Ry, R, ..., Ry}
provide the basic guidance for the shortest path mode. Let H be the compliment set

of H, H = {ils; = d;,i € [1,m]}, which will be used for the non-shortest path mode.

Algorithm 2 gives the shortest path routing with a high priority; as long as set
R contains some coordinate sequences (i.e. h < k), S should use the corresponding
shortest path first. S picks up a sequence R; from R. Suppose the first resolving
dimension of R; is 7. S finds G;, whose i¢th dimension value is the same as that
of D, from neighboring groups N(Gjs). Then, S sends R; to G, and asks it to use
shortest path mode. When R becomes empty (i.e. h > k), it switches to non-shortest
path mode, in which the source node increases the feature distance from k to k£ + 1.
For instance, in Fig. 2.3, Gy is sending message to G3, where F (Go) = (0,0,0) and
F(Gs) = (0,1,1). Although there are only two different dimensions, S can first
send the message to group (1,0,0) and then forward it to the destination. The path

becomes Gy — G4 — Gg — G7 — G3.

Algorithm 3 is designed for relay nodes. Assume the current relay node is in group

26



Algorithm 3 Inter-group Routing for a Relay Node in G;
1: if F(G;) = F (D) then

2:  Use intra-group routing within Gj;.

3: else

4:  if mode = 0 then

5: R + R\RJ[1], the next resolving dimension k < R[1].

6: Find G; € N(Gy) st. Fr(G;) # dk,Fk(G;) = dy,.

7: Send (R, mode) to G.

8: if mode =1 then

9: H «+ H\{j}.
10: Find G} € N(G;) s.t. 3k € H, F 1(G;) # di, F (G}) = di. Send (H, mode) to G'.

G, and the node got the query message from Gy, where G; € N(Gy), F j(G;) #
F ;(Go). Let R[1] be the first element in the coordinate routing sequence R. If G; is
the destination group, then intra-group routing will be used to search the file. When
(; is not the destination and the routing is in the shortest path mode, the dimension
is different, and has been resolved from Gq to G;; it should be removed (step.5). The
query message is forwarded to the next group according to the new head of R. As for
the non-shortest path mode, any element from the dimension difference set can be
used as the next resolving dimension. For example, in Fig. 2.3, Go sends H = {1, 2,3}
and mode = 1 to G4. At Gy, the unsolved dimension set becomes H = {2,3}, and
G4 can forward the message either to G5 or Gg. One can use Equation. 2.5-2 to find

out an optimal receiving group.

2.6 Extension

2.6.1 Multi-channel Subscriptions

The main idea of SocialVoD is to cluster users according to their subscribed
channels’ category features. However, since a user may subscribe to several channels
with different feature coordinates, if we directly use the basic scheme of SocialVoD,

peers will form into one giant community, instead of several groups. For instance,
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G (1,1,1)

Gs(1,0,1)

Go(0,0,0)  G:(1,0,0) 1
Figure 2.5: Source selection when a user subscribes to multiple channels.

users u; and uy are the members of channel ', and users u, and wus subscribe to
another channel C’. Directly connecting u; us and us and uz will eventually put u,
ug into the same community. To avoid this situation, a user is mapped to several nodes
on the P2P graph, according to his own subscription. Suppose user u; subscribed to j
channels, then u; is mapped to a set of nodes {v}, v5, ..., v}}. Each node is associated
with b/j out-links (the number of out-links for each user is still b). When searching a
file, the user should decide to use which node v} as the source node, since they may

have different feature distances to the destination group, as illustrated by Fig. 2.5.

Algorithm 4 gives the procedure for selecting the initial node of a routing. The
idea of this scheme comes from Algorithm 1. Let M (u) be the mapping function from
user u to his corresponding nodes on the graph, M(u) = {v1,vs,...,v;}. Basically,
Algorithm 4 tests all elements in M(u), and calculates the remaining path’s success
rate 7" from these nodes. Then, it selects the top h paths with the highest success
rate. Note that, in practice, not all groups, whose feature coordinates differ in one
dimension, are connected. Also, some groups may temporarily not contain any peer
(all of them are off-line.) As a result, the nodes, which are closer to the destination

in the feature space, may not always be the best source.

Let us go back to the example shown in Fig. 2.4, where D = (3,1,2), and the

popularity of each dimension follows 3 : 6 : 10 : 4,4 : 6, and 5: 7 : 3. Suppose that
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Algorithm 4 The selection of initial node for a user u

1. T+ ¢

2: for Every v € M(u) do

3:  Find Gy s.t. F(Gs) = F (v).
for VG; € N(G;) do

for j < 1...m do
if 1 ;(G;) # F j(G;) then
Compute T7, and T < T U{(v, 5, T})}

8: According to T]’ , sort the elements of T" in decreasing order.
9: Select the first h elements in 7', and use them as routing sources.

the user also subscribes to a channel in group (2, 1, 1), then the feature difference set
is H = {2,3}. There are two potential coordinate routing sequences: R; = (1,2) and
Ry = (2,1). If we solve the 1st dimension first, then we have T = %, while, if we
solve the 2nd dimension, we get T = 1—70. Again, if h = 2, then the user should use

routing sequence (1,2, 3) from group (0,0,0) and (2, 1) from group (2,1, 1).

When users are allowed to subscribe to multiple channels, the inter-group routing
can be accelerated. Here, we propose a new approach, called feature matching
shortcut. In the classic hypercube routing, each instance of message forwarding
can solve only one-dimensional difference. However, in SocialVoD, since a user is
mapped to several nodes, it is possible that the physic holder of a query message
may be mapped to another peer, who is more than one feature distance closer to
the destination. Take Fig. 2.5 as an example. Suppose v; from G, gets a message
with G as destination. Since there is another node v; possessed by the same user u,
v;,v; € M(u),v; € Gg,v; € Ga, u can stop the inter-group routing and begin to use

intra-group routing from v;’s out-links.

2.6.2 Routing for Non-subscribers

As for users, who have not subscribed to any channel, there is no feature
coordinate information. Based on historical query records, SocialVoD deducts the

most frequently searched subcategory features of a non-subscriber, in each dimension,
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and uses these values as the user’s feature coordinate. Inter-group links are generated
from the user to the corresponding coordinate group, which consists of the subscribers,
who have the same feature coordinate. Since non-subscribers’ coordinates are not
accurate, links are created only from a non-subscriber to subscribers, and not vice
versa. When a non-subscriber wants to watch some videos, the inter-group routing
will be conducted from the linked coordinate group. Once a nonsubscriber’s watching
preference is formed (i.e. subscribe to certain channels), most of his links will have

already been connected to the subscribed communities.

2.6.3 Pre-fetch for New Videos

One common problem for new videos is their availabilities. Unlike other VoD
platforms, Vimeo allows all subscribers of a channel to upload their videos. After a
new video is being uploaded, in the initial phase, most queries about it are responded
to by the central servers. For improving the availabilities of new videos, SocialVoD
uses a pre-fetch scheme, which pushes the new contents to other peers from the same
per-channel community. Whenever a new video is generated, the source node sends
out several random walkers, carrying the video, to his resided community. When a

walker stops, the latest visited peer will store the video in the cache.

2.7 Performance Analysis and Evaluation

In this section, we conduct extensive simulations to evaluate the performances
of our proposed system by using both synthetic data and real data. For the ease
of comparison, we call our scheme, which clusters the subscribers of the same
channel into a community and connects different communities, whose coordinates
differ in one dimension, SocialVoD; the previous work [1], which only clusters the

peers in individual categories, is called SocialTube; we also compare the results with
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NetTube [8]. Since these approaches use different searching schemes, we keep the

maximum possible length of their overall searching paths be the same.

2.7.1 Simulation Setup and Evaluation Metric

To measure the performance of SocialVoD, we conducted extensive simulations by
using Matlab. For the synthetic simulation, we assume that there are 4 categories
and each category has 4 different value types (i.e. subcategories); For the real one,
we use the real category features of Vimeo channels. We generate 5,000 peers for
the synthetic simulations and 15,000 peers for the real ones. Each peer is associated
with a fixed-size buffer and outlink budget. While setting up, we randomly assign a
popularity degree to each subcategory, and each peer randomly selects the subscribed
channel coordinates based on the popularity. Therefore, different channels have
different sizes. During simulation, some peers randomly create new videos and save

into their own buffers.

In this chapter, we emphasize on the following two aspects of users’ watching
behaviors: 1) frequently watching their subscribed channels’ videos; 2) developing
new watching preferences by exploring other unsubscribed channels that have similar
features. To accurately simulate the watching behaviors, we use the following video
selection mechanism. For each dimension, we assign users with a probability for
watching the videos with the same subcategory feature. As a result, a user may
query the videos from his subscribed channel, and he may also query for other types
of videos; users have a better chance of the videos with similar features to their
subscribed channels than a totally different video type. After sending a query, a node
will wait for a TT'L (i.e. time to live). When time is up, the node will send a query
directly to the central server and get the video file. No matter whether the node

found the corresponding video from the P2P system or not, eventually, it will get the
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file and locally save it in the buffer.

When building the P2P overlay in the feature space, the number of outlinks from
one community to the other is determined by the number of peers subscribed to the
channel and system variable (1 — p)(1 — ¢). During feature space routing, SocialVoD
sends out several query messages with different coordinate sequences. Since the
feature space overlay is stochastically established, some messages may not be able
to reach the communities with the target’s feature coordinates. Once a message
reaches the destination communities, it uses a random walk-based scheme to search
the videos in the buffers of the community’s peers. Later, we test the impacts of
message copy numbers on both feature space routing and inner community routing.
In our simulation, we are interested in the following two metrics: (1) Average hitting
rate: the percentage of queries having found the corresponding videos from P2P
overlays. This value shows the percentage of workloads that have been reduced from
the server. During simulation, we mainly consider this metric. (2) Average delay:
the average waiting time before watching a video. Note that all three approaches first
search the videos on P2P overlays, and then resort to the server. Hence, the delay
has an upper bound value. Generally speaking, the shorter the average delay is, the

better a P2P overlay design is.

2.7.2 Simulation Results

We first investigate the impacts of the buffer’s size. The buffer temporarily stores
the videos that have been watched before. Clearly, the bigger the buffer is, the higher
the probability is for finding a video by P2P overlay. However, the benefits for using
buffers do not grow linearly. In this simulation, we let a peer’s query probability be
80%, different dimension’s exploring probability be 35%, let 5% of peers generate new

contents per simulation session (with there being 20 sessions). As shown by Fig. 2.6,
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Figure 2.7: The impact of the new content’s arriving rate.

with the growth of the buffer, the average hitting rates go up. SocialVoD always
has the highest average hitting rate. Moreover, when the popularity of subcategory
values follows a normal distribution (the mean value is 25%, the standard deviation
is 3.61%, and all values are positive), the hitting rate of SocialVoD is lower than that

of the uniform distribution condition. However, SocialVoD still beats others.

In Fig. 2.7, we consider the impacts of the new contents’ arriving rates. If a lot of
new videos are generated in a short time, only a few peers may cache the files. As

a result, with the growth of the new content arrival rate, the average hitting rates
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quickly drop down, which is much faster than the changing speed of the average delay.
In the simulation, we let the generation rate of each peer change from 1% to 8%. We
assume that peers know about the new contents. As more contents are generated,
users have more choices for the queried contents. If a node’s query frequency is
slower than the system’s new content’s generating frequency, the cached files will
soon become useless. Here, we let the average query rate of each peer be 75% per

session, and the size of a peer’s buffer be 1.

Next, we study the influence of the users’” watching preferences. Based on the
feature coordinates of users’ subscribed channels, each user has his own watching
preferences. However, any user may also explore other types of videos with similar
feature coordinates. In Fig. 2.8, we gradually decrease the probability of exploring
new features for each query from 18.5% per dimension to 0%, and we can see
that the average hitting rate of all methods goes up. Note that each video has
several dimensions. For example, if the exploring probability is 30% and there
are 4 dimensions, the query rate for a peer’s own subscribed channel’s video is
about 24%. Since SocialVoD is specially designed for exploring other video features,
its performance is much better than that of others, especially when the system’s

dimension exploring rate is high.

The number of links that each peer connects to essentially affects the query’s
efficiency. A well-connected community has a relatively short mixing time, and the
random walk-based queries from the same peer can quickly become independent of
each other. Moreover, for the overlay in feature space, having more outlinks from
a peer can increase the routing success rate. In Fig. 2.9, we gradually increase the
number of outlinks per node from 5 to 25, and keep 10% of the outlinks connecting
to other communities. We can see that the average hitting rate gradually becomes
higher and higher. Note that, due to new content existing, and the stochastic feature

of our overlay structure, the average hitting rate cannot reach 100%.
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Figure 2.9: The impact of each peer’s total number of links.

In the next two figures, we study the impacts of the length of the searching paths
during the random walk-based query. For SocialVoD, when there are fewer query
budgets for inter-community routing, it will only use the shortest paths’ coordinate
sequences. However, if there are more query paths, then the SocialVoD algorithm
can also adopt the coordinates of non-shortest paths. In general, the number of non-
shortest paths is much greater than that of the shortest paths. So, the success rate of
inter-community will be increased by using more query messages. For all approaches,

including SocialVoD, SocialTube and NetTube, the hit rate is also related to the
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Table 2.3: The impact of the push operation for newly generated contents

Method | SocialVoD | SocialVoD (push) | SocialTube | SocialTube (push)
Delay 14.369 14.003 26.121 25.912
Hit rate | 97.39% 98.35% 77.10% 77.63%
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Figure 2.10: The impact of the length of random walks.

length of intra-community random walks. In the simulation, we gradually increase
the query’s TTL of intra-group routing from 3 to 8, and keep these approaches’
maximum possible overall length of query paths be the same. Fig. 2.10 gives the
results. Because SocialVoD first uses a relatively small number of messages to shrink
the searching space of potential peers, it performs better than others in the aspects of
hitting rate. Note that, since SocialTube is specially designed for YouTube where each
channel can only belong to one and only one category, its intra-category searching

becomes less efficient when channels have multi-dimensional features.

In order to increase the average hitting rate, whenever a peer generates a new
content, he can push the data to other peers randomly. Essentially, the operation can
increase the availability of the new contents, and there are several ways to implement
it. For example, from the new content owner, he could send out several copies of the
new content and use random walk-based approach to spread the content within his

community. Here, we test the simplest case, where the new content is directly pushed
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Figure 2.11: Real data-based simulation results.

to the peer’s neighbors. Table. 2.3 shows that the pushing scheme can improve the

new contents’ availability on a P2P overlay. Both SocialVoD and SocialTube have

less average delays for the queries of the new contents.

Fig. 2.11 shows the testing results by using real data. We collect the category

information of Vimeo channels, who have more than 300 subscribers. In total, there

are 782 channels and 13 categories. Users are randomly assigned to different channels,

and the average number of users is 12.7. The experiment results of Figs. 2.11 (a), (b),

and (c) are consistent with that of the synthetic simulations. In Fig. 2.11 (d), we test

the impacts of the value of (1 — p)(1 — ¢), which controls the percentage of outlinks
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connecting to other communities that have different feature coordinates. There is a
trade-off between the number of inter-community links and intra-community links.
With the growth of intra~-group (or inter-group) links, searching files from the resident
community (or other communities) becomes easier. From Fig. 2.11 (d), we find that
both approaches are affected by p and ¢; However, SocialVoD gets more influence.
The reason for this phenomena is that, when looking for videos with different features,
SocialVoD utilizes the inter-group links for routing, while, Social Tube independently
seeks files from each related dimensions. As a result, SocialVoD gets more impacts
when there is few inter-group links (i.e. (1 — p)(1 —q) = 1). But, for most cases,

SocialVoD still has better hit rate than SocialTube.

2.8 Chapter Summary

Over the past decade, we have witnessed an explosive growth of online video-on-
demand (VoD) services, such as Vimeo and YouTube. With the growth of the services’
popularity, the scalability, bandwidth, and delay problems of the conventional client-
server architecture have become increasingly obvious, which has compelled the

development of the peer-to-peer architecture.

In this chapter, we explore the existing social relationships (i.e. common channel
subscription) and social similarity (i.e. the similarity of users’ watching preferences)
to establish a new P2P overlay structure. Unlike other VoD systems, the users on
Vimeo have more social interactions: any subscriber of a channel is allowed to upload
his videos to the channel, and all subscribers can watch and discuss the videos’
contents within the channel. Clearly, in such a high-interaction platform, a channel’s
subscribers are likely to watch the videos from the same channel. Moreover, users’
watching preferences gradually vary, and therefore, they also tend to watch other

unsubscribed channels’ videos, which have similar content features (i.e. category
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values). Based on these properties, our system, SocialVoD, creates a hierarchical
overlay among peers: subscribers of the same channel form into a low-level community,
and in the high-level overlay, different channels’ groups are connected based on their
similarity. This unique structure has three significant features. First, the SocialVoD
provides relatively short query paths when users are searching for the videos, the
features of which are close to their subscribed channels. The second advantage is
that SocialVoD can efficiently locate the low-level communities with specific features
via the high-level overlay structure. Third, compared to the conventional per-channel

overlay structure, in SocialVoD, each peer has low maintenance costs.
Here are the main contributions of this chapter:

1. We find that the existing P2P systems do not fully utilize the social properties
behind the users’ watching patterns. We introduce a new hierarchical P2P
overlay structure, which has the small-world social feature. Considering the
users’ watching patterns also present a small-world phenomenon [20], our new

structure is more suitable.

2. Our new system explores the existing category information as an overlay’s
construction “guide” and routing “hints”, which significantly reduces the
searching space of videos. We design a new routing algorithm, which creates
several node-disjoint searching paths within the P2P overlay. The algorithm

can be applied to both channel subscribers and non-subscribers.

3. We provide extensive simulations to show that our new system can efficiently

locate the files and is applicable on a large scale.
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CHAPTER 3

EXPLORING SOCIAL MOBILITY IN THE
DESIGN OF MOBILE CLOUDS

Social information has various types. Chapter 2 explores the subscription behavior
of users and their common interests during the construction of P2P overlay. In this
chapter, we consider another type of social information, social contact’s pattern, and
incorporate it into the decision-making process of workload allocations in a mobile

cloud application.

There are plenty of idle computational resources on the Internet, which could
potentially be used for accomplishing huge tasks. More and more applications are
being designed for exploring those idle resources. In this chapter, we focus on
the idle computational resources, including both human intelligence and machine
computing abilities, in mobile social networks (MSNs). Based on the unique features
of MSN, we design a new cooperative system, called social-crowdsourcing. The
distributed and infrastructure-free features of the system make it more attractive than
traditional crowdsourcing platforms. In the proposed system, a huge work is gradually
partitioned into smaller pieces and is propagated from node to node. However, how to
partition and allocate these segments is a critical problem, which directly affects the
work’s completion time and system throughput. Due to the lack of global information,
independent relay nodes are likely to make conflicted decisions, which will cause an
unbalanced workload distribution on participating nodes. In this chapter, we find
that, for a work at different processing stages, one should adopt distinct workload

exchanging schemes, moving from a progressive method to a conservative one. Based
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on this observation, we propose an adaptive workload allocation scheme, in which
a participating node can gradually switch his decision strategy according to the
workload statuses of neighboring nodes. By using our approach, system throughput
can be significantly improved, and large works can finish within a nearly optimal
time. Unlike in traditional scheduling problems, we take a human’s rejection, contact
delay, and social similarity into consideration. Extensive simulation results show that

our proposed algorithms can successfully make full use of the idle resources in MSNs.

3.1 Introduction

Around us, plenty of computing resources have been wasted, including both human
intelligence and machine computational abilities. For electronic devices, such as
smartphones or tablet computers, we may leave them turned on for a whole day
without doing anything to them; even when we are using them, only a portion
of the machine’s computational resources have been utilized, let alone the human
intelligence that is wasted each day. In order to make better use of these idle
resources, several centralized crowdsourcing projects have been implemented, such
as Boinc [23], Folding@home [24], and Amazon MTurk [25]. In these projects, a
project owner uploads a large and time-consuming task onto a server in advance [26],
and volunteers participate in certain parts of the task when they are idle. The tasks
may relate to human intelligence, such as seeking an object from images, or the tasks
may simply use the computational resources of idle machines, such as training a model

or solving complex mathematic functions.

However, there are two constraints, which restrict the development of
crowdsourcing systems. First, the existing crowdsourcing platforms, such as Amazon
MTurk, lack an advertising mechanism to timely recruit participants (also known

as workers): It is hard for a newly created task to attract enough participants in a

41



relatively short time unless the task owner gives a very attractive payment. Many
off-line workers, who are eager to do certain types of tasks, are not able to be timely
aware the existence of the new tasks. Moreover, plenty of people do not even know of
the existence of certain platforms, let alone the tasks on them. Secondly, the current
system is centralized and platform-specified, and therefore, it is not flexible and robust
enough. The workers, accustomed to one platform, are less likely to participate in
another platform’s tasks, and the unavailability of these platforms completely destroys

most of the existing crowdsourcing applications.

In this chapter, we create a distributed and self-organized crowdsourcing scheme
within mobile social networks (MSNs), called social-crowdsourcing. The main idea
of the social-crowdsourcing scheme is that, after recruiting a worker, the task not
only gets the workers’ abilities, but also the resources potentially contributed by the
worker’s related people. Our scheme creates a multilayered outsourcing structure and
explores the idle computing resources within social domains. Instead of waiting for
others to log into a crowdsourcing platform, select your tasks, and work on them, our
system directly sends the task to the potential workers via multi-hop social contacts.
By using the scheme, users can self-organized build up a crowdsourcing system for a
task, or it can also be used as an extension of workers in conventional crowdsourcing

systems.

Example task in social-crowdsourcing: One may meet the following
situation: when thinking about a problem, we recall that we have read a paper
mentioning an idea, which could be used. But we do not remember which article it is.
Although we have saved all of the papers in electronic documents, finding the article
is still hard since that idea may be semantically described. Solely going through all of
the documents’ contents is extremely time-consuming; instead, we can recruit friends

for seeking the article.
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The procedure of social-crowdsourcing: A task owner (a mobile device’s
user) first creates a social-crowdsourcing task by including both the electronic
documents and job description. Once it is done, the owner becomes the first worker
and begins to locally search the article. Note that the task owner could be the
owner of the documents, or a worker, who undertakes a portion of a task from the
conventional crowdsourcing platform. In social-crowdsourcing, any participant can
further recruit new workers via any kind of social contacts. For example, when
a worker physically comes across his social contactor, such as friends or colleague,
the participant’s device automatically sends a message to the contactor and ask his
willingness to participate in the task. If the answer is yes, a portion of the documents
will be transferred from the worker to the contactor via shortwave radio, and then,
both of them can go through the papers in parallel. When a participant is able to
access free Internet, such as in vicinity of a free WiFi access point, or the participant
agrees to use cellular networks to transmit social-crowdsourcing’s workload, he can
directly send the helping message or transfer a certain amount of workloads to his
friends via network-storages, such as email, instant messaging (IM), or Dropbox.
Later, when his friends get Internet connection (e.g. 3G/4G or free WiFi), their
devices automatically fetch the data. When a participant finds the result, he returns
the article’s id to the task owner via the cellular network. Note that only a few

participants need to return and the size of the package is very small.

Remuneration: For workers’ payment, we adopt MIT DARPA Challenge Team’s
scheme: the winner who finds the article gets half of the total bonus; the worker, who
invited the winner, gets one-fourth of the total; the people who invited the inviter
gets one-eighth, and so on. The main advantage of this incentive scheme is that users,
who do not want to personally seek the paper from the documents, are still willing

to participate and propagate the task to their social contacts.

During work segments’ dissemination processes, the estimation of assigned
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Figure 3.1: Workload allocation in social-crowdsourcing.

workloads to each social contact is a critical problem. Essentially, a selected allocation
algorithm directly affects not only the whole work’s completion time but also the
resource utilization rate of the social-crowdsourcing system. In this chapter, we
address the following question: given huge works originating at random nodes,
by what strategy can the works’ segments be appropriately disseminated during
stochastic contacts, such that the system’s throughput can be maximized? Due to
the distributed feature of our system, this problem is not trivial. Take Fig. 3.1 as
an example, where shadowed users indicate the ones carrying work segments and
idle users are represented by the color white. When A meets (', A should leave some
extra workload to C, such that C' can forward these extra work segments to his future
encounter D at an earlier time. When A transmits work segments to B, he must also
count B’s potential workloads given by B’s other friends. In short, a worker has
to take others’ future potential contacts, accepting probabilities, contacting delays,

current workloads, processing speed, and the impacts of common friends into account.

To solve the problem, we first propose a distributed workload allocation algorithm
based on the historical information of worker’s 1-hop neighbors. Consider the fact

that, no matter who owns the work and how large the work is, a worker’s overall
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computing ability should be a fixed value; we further propose a distributed algorithm
for pre-estimating each node’s future computing ability. By comparing the work
completing progress patterns of these two algorithms with those of the optimal ideal
case, we finally propose an adaptive solution. The adaptive scheme automatically
switches the work allocation methods according to the work segments’ propagation
status. Our solutions not only work under the single work, single source condition,
but also are applicable in the situations of multiple works and multiple sources.
Extensive simulation results show that our proposed schemes can significantly increase

the system’s overall throughput.

3.2 Literature Review

In crowdsourcing [27, 25, 28], a tedious work is often subdivided into smaller pieces,
which are then assigned to an undefined group of workers [29]. However, the current
crowdsourcing systems are centralized [30]. Workers proactively join a crowdsourcing
platform and seek tasks. When using a crowdsourcing platform [31, 32|, inevitably,
someone has to pay a fee for using the centralized server. For example, currently,
Mturk collects a 10% commission on top of the amount that you paid for your
work [33]. Moreover, these centralized platforms cannot assign works to the workers if
there is not an internet connection. Paper [34] proposed an archetype for building a
distributed crowdsourcing system in DTN. In this chapter, we extend their model
on mobile social networks, and further analyze the schemes for opportunistically
allocating work segments among participants. When determining nodes’ workloads,
our schemes take contacting delay, computing speed, acceptance probability, the
number of initial work sources, and the existence of resource competition works,

into consideration.

Scheduling is a process of determining how to commit machines (executants)
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among a variety of works. Based on the number of executants, scheduling can be
categorized into single-machine scheduling [35] or multiple machine scheduling [36].
Generally speaking, the scheduling method used in this chapter belongs to the
multiple machine scheduling. As the name suggests, multiple machine scheduling tries
to make up schedules for different executants. However, in our model, data segments
are transferred based on nodes’ opportunistic contacts. We cannot explicitly assign an
exact work segment or workload, to a specific machine in advance, like the traditional

multiple-machine scheduling did.

Scheduling in distributed systems involves load-balance and congestion control [37].
For the heterogeneous system, where nodes have different computing abilities,
partitionable workloads are considered. Usually, a task is divided into different-sized
segments, according to the capability of their executants [38, 39]. But in our problem,
the size of an assigned workload is not only related to the local computing ability of
a node, but also the abilities of the node’s future contacts. Backpressure routing [40]
is an algorithm for dynamically adjusting traffic over a multi-hop network. However,
backpressure routing is hard to implement in a fully-distributed style, and it aims
at enhancing the throughput of a network, while, our problem focuses on designing
a local algorithm for reducing the completion time of works. Adopting backpressure

routing may not be a good solution for our problem.

3.3 System Model and Problem Formulation

3.3.1 System Model

We consider a typical MSN, which consists of M mobile users (also named nodes).
Let V; represent a node. Each node is associated with a constant processing speed S;,
and we assume that, once a node participates in a task, it will not stop until the task

has been finished. Social-crowdsourcing involves multiple rounds of recruiting via
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social contacts: a user’s workload will be outsourced to his friends, friends’ friends,
and so on. Essentially, a huge work is gradually partitioned and propagated from
friend to friend. In our model, a work consists of several work segments, and a work
segment is the smallest uncleavable data unit. The workload of a node is the total
number of work segments that have been assigned to it. Any user could be a task’s

owner (also called a source node), and more than one task could exist in the system.

In social-crowdsourcing, information exchanges during any kind of social contacts:
locally or remotely. For local contacts, two nodes should physically encounter each
other (like nodes’ contacts in DTN), and data is transmitted via shortwave radio;
remote contacts indicate the situations that two remote friends communicate with
one another via cellular network or free WiFi-based Internet. In practice, data
transmission of remote contacts can be implemented by using network storages,
such as email, IM, or dropbox. When a worker contacts his friend for the first
time after participating in a task, the friend can determine whether to join in the
task. We use P;; to represent the accepting probability. Once agreed, their devices
will automatically adjust the workloads whenever they contact other participants of
the task until it is completed. For any worker, he may physically encounter other
participants, stochastically. For the participants, who agree to use cellular networks
at any time, they may query the working progress of their friends and adjust the
workloads, once in a while. As for the workers, who use free Internet to transmit
workload, they also can do same things whenever they get free Internet. Clearly,
the contacting interval between a pair of workers is a random variable, and we use
A to represent the average inter-contacting time. Table 3.1 summarizes the common

symbols used in this paper.

Note that we cannot let all friends of a worker share one network storage “box” due
to the security and trust reasons. Social-crowdsourcing has a concept of commitment:

at any time, a work segment only belongs to one worker. If we put the workload in
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Table 3.1: Common notations

‘ Notation ‘ Description

G nodes’ social contact graph, G =<V, E >
Vi a participant (user/node)

M total number of nodes

Si user V;’s local computing speed

5 user Vj’s future potential ability

P;; the accepting probability between V; and V;
Qi;(t) encounter (contact) probability between V;, V; within ¢
Aij average inter-meeting time between V;, V;
N(-) the neighbor set of V; on contact graph
E(") the expected value

w wasted computing resources

AW exchanged workload

b, the assigned workload on node V;

A workload transition matrix A = [A4;]

L the size of the original work

one box and let the worker’s friends to fetch the data based on their dynamic needs,
some workers may maliciously modify others’ work segments in order to prevent them
from winning the bonus (the friends of a user may not be friends). In order to avoid
using complex security mechanisms, we do not let multiple users share a network

storage.

3.3.2 Problem Formulation and Challenges

Social-crowdsourcing is a distributed system. From a source node, how to allocate
the segments of a given work during stochastically contacts becomes a fundamental
problem, which directly influences the completion time of the work. The goal
of the chapter is to opportunistically maximize the overall throughput of a social-
crowdsourcing system. Since work segments are transmitted hop-by-hop, at each
instance of segment relay, a relay node must estimate how many workloads he will
keep, and how many workloads should be forwarded to the social contacts. The

optimal allocation happens when (1) each participating node begins to work as early
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as possible and (2) all participants complete their assigned work at the same time.
However, due to the lack of global real-time information and the accurate future

encountering times, it is impossible for nodes to provide an optimal allocation.

The social-crowdsourcing system can be abstracted as a stochastic bucket network:
each node is a huge bucket, and there is a hole at the bottom of each bucket. The size
of the holes may be different (which means the computing speed of each node may
be different). Stochastically, we can pour some amount of water from one bucket to
another (which models the workload reassignments during social contacts). Initially,
only one bucket has water (the original large job), and we want to find a local scheme
to determine the amount of transmitted water such that the water in the whole
system can be drained as quickly as possible. For the rest of the chapter, we will not
discriminate how a social contact is conducted (locally or remotely) since all types of

social contacts can be abstracted as stochastic data exchange between friends.

In order to estimate the size of transmitted workloads during social contacts, the
relay nodes must be able to answer the following two questions: ‘how to describe
a node’s local computing ability and the overall abilities of his future encountered
nodes?’ and ‘how to estimate the carrying workloads of the future potential contacts?’
Since segments are disseminated based on multi-hops relay, the participants must

carry an appropriate workload for their future contacts.

The estimation of future encountered nodes’ capacities is difficult, not only because
of the uncertainty of their contact times and acceptance decisions, but also the double
counting of the abilities of their common friends. For instance, Fig. 3.1 (c) is a possible
contacting graph among six users. When V4 forwards workloads to Vg, he should not
only consider Vz’s capacity, but also the potential workloads are given by Vp, Vg,
and Vp; otherwise, Vg may overload. Also, when V, forwards workloads to V-, he

should make a decision on whether to give Vp’s work segments to Vi for the further
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relay. Obviously, V4 could also keep the segments and directly forward them to Vp
later, or give them to V. Even if V4 selected a relay path to Vp with the highest
probability, the realistic shortest contact path could be another one. Note that our
problem is essentially different from the conventional delay-tolerant networks (DTN)
studies. In our problem, any idle node could be a work segment’s consumer. Since the
optimal result happens when all workers simultaneously complete their workloads, we
should avoid the unbalanced workload distribution among workers, which has never

been considered in DTN.

3.4 Solution Overview

3.4.1 Key Observations

Compared with traditional online social networks and delay-tolerant networks,
MSNs have several unique features, which influence the performance of a solution. In

this part, we present some important features of MSNs on our problem.

The number of participants, in the initial phase, highly influences the whole work’s
completion time. Roughly speaking, the number of participants at this phase affects
the speed of work segment propagation. This observation is consistent with the
research results in the field of maximizing social influence. In our model, work
segments are disseminated to participating nodes via multiple relays. If a node
does not carry enough work segments, he may locally process all the segments before
contacting other idle nodes. Progressively estimating the abilities of a new participant
and its future contacts could reduce the likelihood of this condition happening, but

could also cause the imbalanced distribution of work segments.

In social-crowdsourcing, it is inevitable to have multiple segment-relaying flows

pass the same node. However, whether the confluence is beneficial or not is determined
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by whether the situation could potentially reduce the work’s completing time. During
the initial phase of segment propagation, flow convergence may result in overloads,

while, at a later time, it also provides chances for re-balancing the workload.

Due to the lack of global real-time information, it is extremely hard to estimate the
future potential encounter nodes’ carrying workloads. However, the size of transferred
workloads essentially relates to the workloads’ differences between a pair of contacts,

instead of their absolute workloads.

3.4.2 Main Idea

In this chapter, we propose an adaptive scheme for allocating work segments.
Instead of assigning the accurate workload to a node on the first try, we fuzzily divide
the whole process into three phases. Phase one intends to assign an approximately
corrected amount of workload onto each region; phases two is used for dynamically
re-balancing the workloads within small regions, and the final phase ends the work

by opportunistically transferring the unbalanced workloads to idle nodes.

In the first phase, since a majority of nodes have not obtained the work yet, we
use an aggressive scheme to estimate nodes’ overall computing abilities, including the
potential abilities from the future contacts. Therefore, for each node, we consider a
local computing speed and a future potential speed, which indicates how much help
a node could potentially obtain from future opportunistic contacts. Since there are
time delays and rejecting probabilities at each time of transmission, computing the
exact value of the potential speed is inappropriate and impossible. Considering that
the aggressive scheme cannot provide a fine adjustment of workloads, instead, we take
the overall speed that a node could get via the opportunistic contacting paths as the
criteria. This metric can integrate transmission delay and accepting rate together,

and avoids the double-counting problems caused by common friends. Although the
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work segments are physically propagated via random paths, our metric essentially
computes the expected sum of speed that the whole system could provide to the

node.

As for the second phase, when two users contact each other, they use their stored
neighbor’s historical workload status information to estimate the work’s finishing
time, and further make workloads’ adjustments based on it. The second phase is
the transition phase. The intuition behind this mechanism is that, once each node’s
neighbors have the same completion time, the workloads are balanced and distributed
among all participating nodes. By exploring the two contacts’ direct neighborhood
information, one extends his local view to 2-hop. Based on an estimated completion
time distribution, a node proportionally assigns weights to the aggressive scheme and

the conservative scheme.

The locally stored historical information used in phase two is collected during a
pairwise contact. It may have already become outdated before making a workload
allocation decision; some nodes could complete their assignments earlier than others.
At the final phase, nodes simply transfer some unfinished work segments to the
randomly encountered contacts. The method, used in this phase, purely considers

each node’s 1-hop neighborhood status and that of the current contacts.

3.5 Solution Details

3.5.1 Contact Frequency and Contact Graph

We assume that the inter-contacting time ¢ between any two nodes V; and V;

follows exponential distribution with the pairwise contact rate A;; (A\;; > 0). The
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contacting probability density functions (PDF) are represented as follows:
Qij(t) = Aij x e (3.5-1)

where @;;(t) stands for the contacting probability between nodes V; and V; within
time interval . Assume that there is a r-hop transmitting path from node V; to node
V, with edge weights A; 1, A\12, -, A\—1,. According to [41], the total transmitting

time follows hypoexponential distribution:

Qin(ti+ta+ - 41) =Y Cop X Agapre 2o (3.5-2)

s=1

where CS,T’ = H;;ﬁ&s:l )‘u,u-i-l/()\u,u-i-l - )\s,s-i-l) and t = ty +tg + -+ t,.

After iteratively exchanging information with friends, nodes learn the system
parameters within r-hop, such as computing speed, average accepting rate, and
average inter-contacting time. Based on this information, a contact graph is locally
created on each node, which records the identities of a node’s contacts, together with
the system parameters. Besides the system parameters, each node may also store
certain auxiliary information about its direct contacts, such as a node’s potential
ability (which is discussed in Chapter 3.5.4). Note that, in our system, a node may
also record others’ expected completion times. However, such values are not in real-
time, and the node can only learn distant nodes’ expected completion times via multi-
hop contacts. For instance, in Fig. 3.1 (c¢), node V4 never contacts Vg, but it can learn
Vr's expected completion time via node Vp’s historical estimation. After encountering
with Vg, Vp may estimate its finishing time based on the carrying workload at the
contacting time, and record the value together with a time stamp. When V4 meets

Vg, he could update his record about V by using the newest historical estimation.
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3.5.2 Neighbor Status-based Finishing Time Estimation

In our system, after each instance of pairwise contacts, a node is able to estimate
the work’s finishing time within its 1-hop neighborhood. The estimation of finishing
time is not trivial, due to the fact that nodes may adjust their workloads among other
neighbors at any time. Therefore, the recorded carrying workload of a neighbor node

may have already been changed at the time of estimation.

Algorithm 5 shows our procedure for approximating the finishing time. Without
loss of generality, we assume that Algorithm 5 is running on node V,, and node V;, is
the current contactor of V,,. Since a user V; could be the common contactor of both
nodes V,, and V,,, the first step of Algorithm 5 is to eliminate the double counting
problem. We virtually split the common contactor V; into two virtual nodes and
use its accepting probabilities to weight each virtual node, as shown by Algorithm 5,
line 5. Essentially, line 5 splits the carrying workload and the local computing speed
according to the corresponding accepting probability, and exclusively virtually assigns
a portion of the carrying workloads and speed to V, and V,, respectively. The
advantage of this approach is that, after virtually splitting, the completion times
of the two virtual nodes are still equal to those of V;. Via this way, node V, is
able to rationally estimate the real possible impacts of his neighbors’ workloads and

computing abilities.

Although workload adjustments may happen at any time, here, we are only
interested in a set of time periods, which could potentially come at the cost of
wasting computing resources. More specifically, within node u’s 1-hop neighborhood,
computing resources are wasted if workload adjustment happens during the condition
that some neighbors have finished all of their workloads while others are still working.
After getting an approximated value of the wasted computing resources, u can

estimate his finishing time by first summing it up with the real workloads, and then
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Algorithm 5 Neighbor Status-based Finishing Time Estimation (NSET)

: /*Assume NSFT is running on u and the other encounter is v*/
: Find u and v’s common neighbors N (u) N N (v)
: for Vi € N(u)\v do
if i € N(u) N N(v) then
Split the recorded workload ¢ and speed S of the common neighbor of u and v:
{>i<—q>ix%,5i<—5ix%
/*Eliminate the double counting problem of the common neighbors of u and v*/
6: Based on u’s local record, estimate each neighbor’s finishing time {®;/S;}, and Sort

{®;/S;} U P, /S, in ascending order

U= W N =

7: for Vi € N(u)\v do

8: if (I)z/Sz < CI)u/Su then

9: Compute the expected wasted computing resource W according to Equation (3)
10: /*Wasted resource exists when u is working while i is idle*/
11: if (I)z/Sz > CI)u/Su then
12: Compute the wasted resource W, by Equation (3), and update a temporary

variable tp: tp < min {tp, W, /S, }
/*Resource is wasted when u is idle while the neighbors of u are working™/
132 W= Wt (RoviieN(w)\v,0:/Si <@ /S0 Si T Su) X tp
14: Estimate the finish time ¢p:
tr[Cvien e it et W]/ [Svienuno SitS]

dividing the result by the summation of weighted speeds, as shown by Algorithm 5,
line 14.

From the viewpoint of V,,, he only needs to care about the workload adjustment
between him and his neighbors. For the neighbor node {V;}, who will finish its current
workload before V,, (Algorithm 5 line 8), we can estimate the wasted computing
resource at a node V;, W;, as the product of V;’s computing speed and the expected
time delay after V; finishes the work. Assume t,,.,, is the next contacting time between

nodes V,, and V;, then we have:

VVZ' = Sz X E[(tnext - (I)Z/Sz)a (I)Z/Sz < tne:ct < (I)u/Su]

B /S
8 x / (t— @:/8) Ae ™ dt (3.5-3)
®;/S;

For each node V;, who completes the corresponding works before V,,, we need to

calculate a W; and sum them up (Algorithm 5 line 9). However, as for any node V;},
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Algorithm 6 Local 1-hop Status-based Workload Adjustment

1: /*Assume it is running on u and the other encounter is v*/
2: Get v’s 1-hop information from v
30 AW « |D, — D,|/2
4: while NSFT(u, AW) # NSFT (v, AW) do
5. if NSFT(u,AW) > NSFT(v,AW) then
6: if &, > AW then
7. B, Dy — AW, D, ¢ B, + AW
8: else
9: AW +— ®,

10:  else

11: if ®, > AW then

12: O, — O, + AW, &, + O, — AW

13: else

14: AW «— @,

15: AW «+ AW/2
16: Send/receive AW amount of workload to the other contactor

who finishes his works after V,, (Algorithm 5 line 11), only V,’s wasted computing
resources are considered (since V,, records only 1-hop information, the wasted
resources during the workload propagation directly between V,’s 1-hop neighbors
are ignored.) Therefore, for the node group with a completion time larger than V,
we only need to find the earliest completing time: after this time, V,, may get new
work segments again (Algorithm 5, line 12.) One may notice that, when V,, finishes
his workloads and is in idle status, the neighbors with earlier completing times must
also be idle. So, we also estimate their wasted resources during the period from V,,

completing his workload to getting new segments (Algorithm 5, line 13).

3.5.3 Local 1-hop Status-based Workload Allocation

Whenever two users contact each other, they could reallocate their workloads such
that the work can be completed at the same time. Intuitively, after exchanging and
updating their recorded neighborhood information, each node can figure out an ideal
size of the transferred workloads by using NSFT algorithm. Here, we adopt the binary

search algorithm to estimate the size. Note that, in our model, both contacts could
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Figure 3.2: Contacting graph of example data set.

run the NSFT algorithm and get the same value of the transferred workload, AW.

Algorithm 6 gives the procedure.

In order to check the effectiveness of this 1-hop information-based algorithm, we
compare it with the optimal result and the naive result, respectively. In the naive case,
after two nodes meet each other, workloads are reallocated according to their local
processing speed. The optimal result is based on posterior knowledge: after events
have happened, all nodes’ contacting times and accepting decisions are recorded and
known. Based on this information, the optimal scheme simply finds out the fastest
relay paths from the work owner node to any other participants. The optimal scheme
calculates the earliest work segment arriving time of each node, and then, assigns an
appropriate amount of workloads to the participants, such that they will finish the

job at the same time.

Figs. 3.3 to 3.7 illustrate the workloads’ average diffusion patterns on a regular
contacting graph (as shown by Fig. 3.2) with the growth of observation time. The
contacting graph is based on karate club social graph [42]. When generating these
figures, we keep each node’s acceptance decision fixed, and repeat the simulation
10 times by randomly creating different encountering times. On these graphs, the
intensity of the gray color at position (x,y) represents the carrying workload on node
y at time . We use the absolute work amount to represent the unfinished workloads

being carried on each node. The darker a line’s color is the more workloads that are

57



local speed—-based scheme

node identities

20
25

w
o

400 800 1200
observation time

Figure 3.3: Single
case 1.

adaptive scheme

5]

(S =]

node identities
5 8

o

w
o

400 800 1200
observation time

Figure 3.6: Single
case 4.

node identities

NN
o

work:  Figure 3.4: Single

work:

1-hop status-based scheme

<]

I

()]

o

w
o

400 800 1200
observation time

work:
case 2.

optimal scheme

o o u

NN
o

node identities
(s

w
o

400 800 1200
observation time

Figure 3.7: Single
case 9.

work:

potential ability-based scheme

st |

(S =]

20
25

node identities

w
o

400 800 1200
observation time

Figure 3.5: Single  work:

case 3.

single work; regular structure

| 4

c
ie]
Ko}
E_O‘B
£
8 0.6
w—
o
0.4 -&optimal
% -o-adaptive
< —+-one-hop
202 ~+-speed
@ —4-potential
2 0
0 250 500 750 1000 1250

observation time

Figure 3.8: Work progress
comparison.

held by a node. If a node becomes idle, we use white color to represent it. The work’s

processing progression is shown in Fig. 3.8. In order to more accurately describe

the contributions of different schemes, we also consider an extreme social contacting

graph, where the nodes form a chain and each node only has contact with the previous

two nodes and next two nodes. The simulation results of this special contacting graph

are given by Figs. 3.13 to 3.12.

From Fig. 3.3, we can see that, under the naive scheme, the work segments do

not fully spread. Many nodes barely have work segments, and for some other nodes

(such as nodes 1 to 5), they have not obtained appropriate amount of workload:

there are many white-colored intervals between the gray one. From the z-axis, we

can see that it takes almost 1,200 units of time to finish the work. In Fig. 3.8, the

slope of the brown diamond curve indicates the overall processing speed by using the
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naive scheme. In this example, since nodes fail to transfer an appropriate amount of
the workload to other nodes, only a limited amount of computing resources is used.
Moreover, during the simulation, we also find that the completion time of this scheme
is unpredictable, and is influenced by the contacting sequences. As for the optimal
result, shown by Fig. 3.7, we can see that, during the initial phase (the first 200 units
of observation time), work segments are quickly spread among nodes. As we have

mentioned, in the optimal result, all participants complete their work at the same
time.

Compared with the naive scheme, the 1-hop status information-based algorithm
(Fig. 3.4) can quickly disseminate the workloads during the initial phase; however,

from a long-term perspective, the transferred amount at this phase is inappropriate,
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and therefore, some nodes are out of work quickly. By further checking the size of
assigned workloads, we find that the scheme underestimates certain nodes’ potentially
idle abilities, especially during the initial phase. From the view of the percentage of
completed work, as shown in Fig. 3.7, we observe a better result in which, the slope
of the green-star curve is larger than the brown diamond one. The simulation result
on the chain-style contacting graph gives us a similar result. By comparing Figs. 3.9
and 3.10, we can clearly see that the 1-hop status information-based algorithm can
better propagate work segments than the naive scheme. However, by observing
the locations of the darkest points between Figs. 3.10 and 3.13, it seems the initial

participants should transfer more work segments to the contacts.

3.5.4 Potential Ability-based Workload Allocation

Influenced by the HITS algorithm [43, 44], which is used for rating Web pages, we
propose an algorithm for measuring and ranking a node’s potential future computing
ability that the node could obtain by recruiting other nodes. Essentially, we let
each node be associated with two features: a local computing speed and a potential
speed. However, unlike the traditional link analysis problems, the links in our model
are associated with both accepting rate and random contacting delay. For addressing
this problem, we design a special weight on each link, which can successfully integrate

the number of friends, contacting delays, and accepting decisions together.

3.5.4.1 Weights of Contacting Edges

For a node V,,, we consider the following situation: if all neighbors of V,, are idle and
only V, has a huge work with size L, what is the expected amount of workload that
each of V,,’s neighbors, V,,, can obtain? We use the NSFT algorithm, which is discussed

in Chapter 3.5.2. However, the NSF'T assumes that a pair of nodes has already met. In
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the current problem, nodes V,, and V,, may or may not come across each other. Similar
to previous analysis, we need to measure the expected amount of wasted computing
resources, £ [W,], before V,, meets V,, and transfers workload to it. Here, we estimate
the wasted workloads as E [W,] = S, x E [inter-contacting time|] = S, /A,,. Let @,
and ®, be the workloads on nodes V,, and V,, after encounter. They should satisfy

the following two conditions:

L=o,4+ o, + 5,/ (3.5-4)

NSFT(®,) = NSFT(®,) (3.5-5)

We use p,, to represent the expected percentage of workloads that node V, can get

from V.
P
uv = Puv - -0~
p x = (3.5-6)

where P,, is the accepting probability between V,, and V,,. Without loss of generality,

we define p,, as the following:

FE|L — @v v w Puv x (L — (I)v
s — [ | _ D veN(w) | ( )] (3.5.7)
L L x ZUGN(U) P,,

By normalizing p,, for all of u’s neighbors, we get a workload transition matrix
A=[Au]

Puv
o — (3.5-8)
Z’UEN(U) Puv

For each node V,,, the computation of A,, for each neighbor node V,, only requires node
V.’s 1-hop information, and therefore, each node can locally compute the transition
weight A,, to each neighbor. Note that the transition matrix A is not a symmetric
matrix, and ZveN(u)mVu A = 1.

Theorem 3.1. The transition matriz, A = [Aw|vxa, has a stationary distribution,
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Tixum, such that limy,_,o A¥ = I, where 1 is the column vector with all entries equal

1.

Proof. We can model the propagation process of a single work segment by a time-
homogeneous Markov chain. FEach user (node) is a state. The state transition
probability is given by the transition matrix A, which is introduced in Chapter 3.5.4.
According to Theorem 4.1 in book [41], a Markov chain has a unique stationary

distribution if it is irreducible and aperiodic.

According to our scheme (Algorithm 7 lines 3 to 6) for generating the transition
matrix A, all considered states are accessible by the algorithm executing node V.
Since the communication between nodes is bidirectional, any state in A can access
any other state by following a transition path through node V,,. Therefore, the Markov

chain is irreducible.

In our model, the average inter-contacting time between any pair of nodes is greater
than zero. Therefore, the value of A,, is non-zero. A state in a Markov chain is
aperiodic if the state’s transition probability to itself is greater than zero. Since
all states in our model have the self-loop, the Markov chain is aperiodic. Based on
the above two features of the transition matrix A, the corresponding Markov chain
has a stationary distribution 7 = [m; mo---my]. T = D> oy m X Ay (7 > 0), and

Zj:oﬂ-j:l' ]

3.5.4.2 Estimation of Potential Ability

During the computation of node V,,’s potential ability, both the local computing
ability of a neighbor node V, and its potential ability should be regarded as V,’s
potential ability. However, on a social contacting graph, since each node has more
than one contactor, a node must equally split its abilities among the neighbors. Here,

we adopt A,, as the weights for splitting. Let S represent V,’s potential ability,
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then it can be recursively defined as following:

SP = 3" Ay x [SP + 5] (3.5-9)

vEN (u)
where S, is the local computing speed of a node, and A,,, is the transition probability
from node V,, to V,,. One may note that the value of A,, is related to the selected
value of L. In reality, instead of computing a single value, we calculate a series of

different values of (L) = (Lq, Lo, -+ , Lx), and weigh the corresponding results.

There are two common ways to compute the potential ability. The first approach
is similar to the computing procedure of the HITS algorithm: each node may
simply store a temporary score S (1), iteratively exchange the recorded score with
neighbors, and update the score by using S (t+1) = ZveN(u) Ay X [Sz(,p) (t) + SU} )
Ideally, after several rounds of exchange, S (t) becomes stable. However, at the end
of each iteration, the approach must normalize each node’s recorded score by the total

of the current scores; otherwise, the scores will not converge.

The second approach is based on the random walk. By analyzing the definition
function of S ), we can see that the value of S is essentially the sum of the
computing speeds that each node can contribute to V, along the opportunistic
contacting paths. In the second approach, each node sends out several random
walkers. Each walker is associated with a score, which indicates the amount of
speed that the originated node can contribute to the walkers’ current resident node.
Whenever a walker passes a node, the resident node records the current score of the
walker, and the walker randomly selects its next destination from the direct neighbors
of the resident node. Note that, with each transition from node to node, the walk’s
carrying score will be reduced according to the edge weight, A,,. A walker stops
moving when its score becomes less than a pre-defined threshold. The potential

ability is approximated by the sum of a node’s recorded scores. Although the second
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approach is fully distributed, in reality, the whole process may take a long time and

involve a lot of data packages.

For simplifying the problem, we let each node gradually learn other nodes’ A,,, and
speeds via several rounds of node pairwise contacting. Each node locally creates the
whole social contacting graph and computes the potential ability. One can compute
the value of S¥ either by directly using equation 3.5-9, or by first calculating matrix
A’s stationary distribution 7 and then computing S x 1 x 7, where S,/ is the speed

vector.

3.5.4.3 Workload Allocation

Once obtaining the potential abilities of direct contacts, a pair of encountering
nodes can redistribute their workloads according to their potential abilities.
Algorithm 7 shows the procedure for potential ability-based work segments allocation.
The basic idea of Algorithm 7 is that, during the propagation of work segments,
especially at the initial phase, if participating nodes can roughly estimate the overall
ability of each work assigning flow, the work segments could be disseminated more
uniformly. Note that the potential ability is a rough estimation about a participant’s
future computing capacity. In practice, one should consider both the potential ability

and local speed by assigning certain weights to them (Algorithm 7 line 13).

Fig. 3.5 shows the diffusion process after using Algorithm 7. This approach has a
better performance than does Algorithm 6, and it assigns a more appropriate amount
of work segments to the participants. From Fig. 3.5, we can see that a large part of
participants (nodes 15 to 34) are assigned with more workloads within the first 400
units of observation time. The completion progression of a given work is presented in
Fig. 3.8; From the very beginning, Algorithm 7 beats Algorithm 6. However, based

on the algorithms, we know that the 1-hop status-based approach’s local workload
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Algorithm 7 Potential ability-based Workload Allocation
: /*Assume the algorithm is running on V,*/
: /*Generation of the edge weights in matrix A*/
: for Every node v € N(u) do

for Every L; in (Ly, Lo, -+ ,Lg) do

Compute A(u%i) for each sampling workload size

Compute the weighted average of A, based on the size distribution of real works
/*Compute V, and its neighbors’ potential ability S®)*/
Learn other nodes’ A, and S, via pairwise contacting
Compute potential ability by equation 3.5-9
/*Workload allocation scheme on node u*/
: Exchange and update state information with v
. if V,, is contacting V,, and ®,, + ¢, > 0 then
B By + By, o < (Su + BSP) /(S + Sy + BSP + BSP))
D, +— ad, ¢, «+ (1 — )

R R LU ol > i e

= = e
Ll S

adjustment is better than that of the potential ability-based scheme: by further
comparing Fig. 3.4 with Fig. 3.5, we can see that 1-hop status-based approach use
more idle resources on nodes 5 to 15. However, in Figs. 3.10 and 3.11, we did not see
such a difference. Probably due to the chain structure, a 1-hop status-based approach
cannot equilibrate the workloads well. Based on the respective advantages of the 1-
hop status-based scheme and the potential ability-based scheme, we wonder whether

we could combine them together and get a better result.

3.5.5 Adaptive Scheme

Workload allocation process can be fuzzily partitioned into three phases. Initially,
most nodes are idle, but their realistic accepting decision is unknown. In this phase,
the large-scale propagation of workloads, in a balanced way, should be the first priority
of an allocation scheme. As more and more nodes participate in the cooperative work,
the amount of exchanged workloads gradually becomes smaller, and the undertaken
workload of each node trends to stable. Therefore, at the initial phase, we allocate
the workloads mainly based on each node’s expected potential ability. Here, we adopt

the potential ability-based workload allocation method (Algorithm 7). Because most
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nodes have not participated in the new work, and the workload partition decisions
are made based on the average condition, the workload allocation scheme used in this

phase is more progressive than those of the later phases.

As time grows, the accepting decisions of a majority of nodes become clear.
The workload allocation process gradually enters the second phase, which focuses
on balanced distributing workloads among the real participating nodes. A typical
feature of phase two is that all participating nodes are physically working on the
same work’s segments, simultaneously. Nodes in our model essentially perform two
operations: processing work segments one-by-one, and re-balancing the remaining
workloads among the contacts within several hops (these nodes virtually build up
a region). Although a certain amount of workload has been transmitted from the
source node to each region, due to the uncertainty of nodes’ accepting decision,
the realistic workload distribution among different regions may not be balanced.
Therefore, we combine the potential ability-based method with the local 1-hop status-
based approach (Algorithm 6): the former approach helps to re-balance workloads
between different regions, and the latter one re-allocates the workloads within each

local region.

During the final stage, some nodes complete their work and become idle again,
while some other nodes are still working. Opportunistically and locally re-balancing
has the top priority. Consider the fact that the local 1-hop status-based approach
holds more accurate neighborhood completion time information than the aggressive

one. Hence, at the final stage, we focus on using the 1-hop status-based scheme.

Our adaptive solution combines the potential ability-based approach together
with the local 1-hop information-based one. However, how to identify the three
phases discussed above, and how to smoothly switch between the two approaches,

is critical. Clearly, at the initial stage, the expected work completion times are
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Algorithm 8 Time Adaptive-based Scheme

1: /*Assume the algorithm is running on node V,*/

2: for Every contact between V,, and its neighbors V,, do
FExchange and update state information

Compute the completion time’s distribution {p;}

@ < 1+ log™ ' (M) x 3, pilog(ps)

Compute AWP and AW! by calling Algorithms 6 and 7
AW <+ a x AWP 4 (1 —a) x AW!

highly unbalanced, where the expected finishing times for the initial participants are
much higher than others. Meanwhile, at the final stage, the completion times are
more uniformly distributed. Since there is not a clear boundary between each stage,
we use the distribution of the expected completion times as an indicator, which is
able to quantitatively describe how much closer the current system status is to the
initial stage (a highly biased distribution) and the final stage (a uniform distribution).
However, since the global real-time statuses are not available, the completion times’
distribution is purely based on each node’s local recording of the finishing time
information about other nodes. As we have mentioned in Chapter 3.5.1, a node
may learn other nodes’ expected completion times by multiple rounds of information

exchanging between different nodes.

We adopt the entropy of the completion times’ distribution [45] as the metric. Let
AWP be the amount of transferred workloads by using the potential ability-based
scheme, AW! be the transferred workload by adopting a local 1-hop information-based
scheme, and p; be the percentage of nodes with completion time ¢;. The transferred

work amount in our adaptive scheme is determined as follows:

AW =a x AW?P + (1 —a) x AW! (3.5-10)
> vi bi x log(p;)

=1 i 5-11

o) + log(M) (3.5-11)

where « is a mixing parameter, and M is the total number of a work’s participants.
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Figure 3.15: An example about workload allocation in social-crowdsourcing.

When p; = 0, we assign zero to the computing result of p; x log(p;). During the
computing of a;, we compare the entropy of the current completion times’ distribution
with that of the uniform distribution, which is equal to ) ,, 1/M X log(1/M) =
—log(M).

Algorithm 8 shows the procedure of our adaptive scheme. Note that more than
one work may coexist in our system. Since the goal of this chapter is to maximize the
system’s overall throughput, here, we do not discriminate the segments from different
works. Figs. 3.6 and 3.12 show the workload diffusion pattern by using the adaptive
scheme. By comparing Fig. 3.6 with Figs. 3.4 and 3.5, we can clearly see that the
adaptive scheme takes the advantage of both the potential ability-based scheme and
the local 1-hop status-based scheme: in the initial stage, workloads are widely and
appropriately disseminated among participants, and at the later stage, workloads are
locally equilibrated among neighbors. In Fig. 3.8, the proposed adaptive solution
is the best approximation algorithm. However, as for the simulation result on the
special chain-style contacting graph, although the adaptive scheme still beats all
other solutions, its excellence is smaller than that of the simulation on the regular

contacting graph.

3.5.6 Example

Take Fig. 3.15 as an example, where shadowed users indicate the ones carrying work

segments and idle users are represented by the color white. Assume that, at time ¢,
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nodes V4 and Vp come across each other for the first time (after the work arrived
the system), and Fig. 3.15 (b) gives the parameters about participants. The carrying
workloads of V4 and Vp are 1000, respectively. All other nodes have zero workloads.
After the contact between V), and Vg, intuitively, V4 should transfer a large portion
of workload to Vg, since Vg has more potential computing resources. However, if we
assign workload only based on local speed, Vg can only get 0.01 x 1000/(1+0.01) =~ 10
units of workload. According to the current 1-hop information of Vg, the 1-hop
status-based scheme first considers the available computing resources within Vz’s
neighborhood except V4, and then it assigns 834 workloads to Vp such that the
expected finishing times of V4 and Vg are 166 and 167. Note that the estimation
of the finishing time also considers the impacts from the neighbors of V. If we
adopt the potential ability-based scheme, the overall potential abilities of V4 and
Vg are 1.87 and 8.49. However, we should not directly use these scores, since the
scores count the potential speeds coming from both sides. By temporarily removing
the edge between V4 and Vg, the mutual potential abilities of them become 0 and
6.62. As a result, Vp gets (0.01 + 6.62) x 1000/(1 4+ 0 + 0.01 + 6.62) ~ 869 units of
workload. Note that the computation of the potential speed is related to the size of
work. Here, we present another simpler approach to compute the potential speed.
After temporarily removing the edge between V), and Vg, the potential speed of Vg
can be estimated as [Agc + (1 — Agc)A\spApc|Sc + [Asp + (1 — Agp)AscAen]Sp +
(ABcAcE + ABpADE — ABcAcEABDADE)SE = 2.764. By using this score, Vg gets
(0.01 4 2.764) x 1000/(1 4+ 0 + 0.01 4 2.764) ~ 735 units of workload.

3.5.7 Further Discussion

In reality, it is possible that a work has more than one owner. For example, a
study group possesses a certain amount of data, which needs to be processed. Each

member of the group could be the work’s owner. In order to guarantee that the
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work segments that originated from different members have the same work identity,
the group may choose the smallest identity of its group members, and concatenate it
with the releasing time as the work’s identity. For ease of description, we call such
cases multiple sources conditions. We can assume that there is a virtual node, which
only has contact with each of the group members. Since the workload allocation
process at all nodes, in multiple sources conditions, is the same as that in the single
source condition, our proposed adaptive workload allocation scheme can still function
well. Essentially, the multiple sources conditions just shorten the length of the initial
propagation phase. Since the work segments’ diffusion patterns are similar to the

patterns of a single source condition, we do not provide the illustration figures.

Any node could be the owner of a work. Therefore, it is possible that different
works coexist in our system. Clearly, if there is always a large time gap between
the arriving times of different works, our schemes definitely work. However, it is
also possible that some works arrive while other works have not been completed yet.
Clearly, the coming of new works may cause an unignorable difference between the
recorded workload statuses of other nodes and their real conditions. However, since
the goal of our chapter is to maximize the system’s overall throughput, instead of
minimizing each work’s completion time, all of our discussed schemes do not need to

discriminate the segments of different work.

Note that, when multiple works coexist in a system, minimizing the works’
completion time becomes a very difficult problem. The segments from different works
inevitably compete for the computing resources. Moreover, since social-crowdsourcing
is a fully-distributed system, and the makespan of a work is determined by the
finishing time of the last segment, it is very hard for a node to appropriately
allocate the computing resources to different works based on the node’s local
view. One possible research direction is to explore the backpressure routing

algorithms [40, 46, 47]. However, unlike the traditional routing problems, social-
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crowdsourcing does not have the concept of message destination. We leave the

problem for minimizing the completion time as our future work.

Figs. 3.16 to 3.20 illustrate the work segments’ diffusion patterns under different
work allocation approaches. During the simulation, we randomly create 4 works
with a relatively large size. However, unlike the results in single source condition,
the work’s processing progression curves are closer to each other. In order to clearly
observe the differences between schemes, instead of drawing the processing progression
graph, we consider the system throughput rate by each scheme, as shown by Fig. 3.21.
From the simulation results, we find that, comparing to other schemes, the coexistence
of multiple works has a negative effect on the 1-hop information-based solution. One

possible explanation is that, among all solutions, the 1-hop information-based solution
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highly depends on the recorded workloads of neighbor nodes; due to the arrival of
new works, the workload status information changes much more frequently. When
the changing rate exceeds the records’ updating rate about a majority of neighbors,
nodes will make wrong workload allocation decisions, which could also result in a
chain reaction. Although the adaptive scheme also uses the historical information, it
still has the best performance. The reason is that, whenever a node receives a statue
of information indicating the existence of a new work, the node will mainly use the
workload allocation decision based on potential ability. Therefore, the chain reaction

of the wrong decisions is avoided.

3.6 Performance Analysis and Evaluation

In this section, we conduct extensive simulations to evaluate the performances of
our proposed algorithms. For ease of comparison, we call the naive scheme, which
simply splits workloads according to the contactors’ local computing speeds, speed,
the allocation scheme based on each contact’s local 1-hop historic information is called
one-hop, the algorithm that pre-calculates a participant’s future potential computing
ability is called potential, and the algorithm that adaptively switches different
allocation methods is called adaptive. In order to compare these solutions with the
optimal results, after the whole observation is completed (posterior knowledge), we
find the optimal allocation and use optimal to represent it. Based on the posterior
knowledge, one can compute the shortest path from source to participants, and the
optimal allocation can be found by letting all participants complete their workload
at the same time. Although this algorithm is useless in practice, we can use its result

as a comparison criterion.
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3.6.1 Evaluation Setup and Comparison Metric

The evaluations use both synthetic data and real data. In the synthetic simulation,
we use a real social network dataset called karate club [42]. However, since in real life
the social-crowdsourcing system always contains too much diversity, such as users’
computing features, in order to quickly and accurately find out the changing trends
of our interested attributes, in each simulation, we only change one variable. The
work source nodes are randomly selected, and each simulation is executed 10 times.
There are 34 users, and average inter-contacting time between each pair of nodes is
uniformly distributed from 40 units of time to 100 units of time. The computing
speed of nodes also follows a uniform distribution from 0.0001 to 10 units of work per
unit of time. The total size of a work is set as 200, 000 units. The accepting rates are
uniformly distributed in the interval from 0.35 to 0.99. We take 3,000 units of time
as the length of observation. In the real data-based experiments, we use Infocom06
trace. We eliminate the nodes with very low contacting frequencies, and we only use

the data that was collected during the daytime.

For efficient comparison, we adopt two metrics: percentage of completion and
system (average) throughput rate. As we have mentioned in the introduction, the
more nodes that join the system at an earlier phase, the sooner the work can be
completed. The first metric can clearly show how well work segments are disseminated
and processed within the systems at any time. By using this metric, one can observe
the impacts of different methods on work segment diffusion. The second metric
calculates the utilization of the system’s available resources. The system throughput
rate is computed as the ratio between the number of computing resources that have
been used during an observation (the time interval before a majority of work segments
has been completed) and the total number of available resources that the system

can provide. Due to the existence of work segments’ propagation delays, system
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Figure 3.22: The impacts of average accept ratio on processing progress.

throughput rate can never reach 100%, even for the optimal result. The closer that a
scheme comes to approaching the optimal result, the higher the system throughput
rate is. The simulation consists of three parts. The first part focuses on the allocation
of a single work on a regular social contacting graph; the second part shows the results
regarding multiple works coexisting in our system, and the last part gives the results

based on the real trace.
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3.6.2 Evaluation Results

Fig. 3.22 shows the impacts of average accepting ratio on task’s processing progress.
During the simulation, we keep the average inter-contacting time of nodes uniformly
distributed from 40 to 100 time units. The computing speeds are also randomly
and uniformly generated with the interval (0, 10] units of work per unit time. The
minimum average acceptance rate is 35%, and the maximum is 99%. In Fig. 3.22,
the x-axis represents the observation time, and the y-axis indicates the percentage
of workloads that have been completed by the observed time. We can see that,
with the growth of the accepting rate, the speed-based allocation scheme performs
worse. One possible explanation is that when there are more participants in the
system, the scheme cannot properly determine the workloads during each time of
contacts. However, as the average accepting rate grows, it processes more quickly:
the shape of its curve becomes closer to the upper left corner of the graph. For the
other four methods, their work’s processing progresses also become better at the high
accepting rate scenario. Since the percentage of completion lines may become closer
to each other, for the rest of evaluation, we focus on the average value of the system

throughput rate.

Fig. 3.23 shows the impacts of average accepting ratio on the system throughput
rate. With the increasing of the average accepting rate, all schemes’ system
throughput rates are growing upward. When the system has only a single task
(Fig. 3.23 (a)), the increasing speed of the optimal scheme is much faster than the
other four solutions, and therefore, there is a gap between the optimal result and
others. However, when there are multiple tasks (Figs. 3.23 (b) and (c)), the optimal
scheme, the adaptive scheme, and the potential-ability-based scheme have similar
throughput rates at the higher accepting rates. One possible explanation is that,

when there is a single work within a social-crowdsourcing system, a certain amount
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Figure 3.23: Impacts of average accepting ratio on the system throughput rate.

of computing resources is wasted due to the inappropriate workload assignments;
however, when the system contains multiple works from different sources, those
unused resources are taken by other works, and therefore, the system throughput
lines become closer to the optimal one in multiple works condition. Fig. 3.23 (d)
gives the simulation results on real trace. For Fig. 3.23 (d), we can see that the
system throughput rate goes up with the increasing of accepting rate and becomes
relatively stable at high accepting rate part. Note that the current version of our
social-crowdsourcing system only considers the pairwise contacts, but in this real
trace, there are situations where a group of users encounters each other at the same

time. In these situations, we simply assign a sequential order to each pair of contacts,
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and then apply the workload allocation algorithms.

In Fig. 3.24, we check the impacts of users’ average computing speeds on the
system throughput rate. We let the average speed gradually change from a relatively
low speed to a high speed. During this process, we check the system throughput rate
under three distinct conditions: a system with a single work, a system with multiple
works (periodically arrived), and a system with multiple randomly arrived works. We
also test our scheme on real trace with a single work source. All simulation results
show that, with the average speed growing upward, the throughput of all workload
allocation methods decrease. When nodes have higher computing speeds, obviously,
the completion time of the works can be reduced. As a result, the effect of the amount
of wasted resources during the work segments’ propagation phase exacerbates the
system’s overall throughput. We further check the influence of the average computing
speed on the changing pattern of completion time. For a given fixed-size work, with
the growing speed, the completion time becomes smaller, but the reducing speed is not
linear. One possible explanation is that, with the growth of the speed, a task can be
finished before other workers participate in the task. One interesting phenomenon in
Fig. 3.24 is that, comparing to the situation of single work source, the performance of
one-hop scheme becomes worse when multiple works coexisting in the system. Since
the contacts in our system are intermittent, we think this phenomenon is related
to the timeliness of historic neighborhood workload records. One way to solve the
problem is to assign a time window for each node’s historic records. The length of
the window must be related to the node’s contacting rates with others. For example,
we can first set up a threshold [ about contact times, and then compute the expected
time At for a node to have [ times of contacts with others. The expected time At
will be used as the window’s size. Once a record about historic workload expires, it

will be invalid.

Next, we consider the influence of the size of works. In social-crowdsourcing, a
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Figure 3.24: Impacts of average speed on the system throughput rate.

system’s computing resources are wasted during the segments’ propagation phase.
For a huge work, its work segments’ propagation times are relatively small, compared
to its completion time. Therefore, in general, the system throughput rate of a large
work must be greater than that of a small-sized work. The simulation results are
consistent with our qualitative analysis. In Fig. 3.25, the throughput rates increase
along with growing work sizes. When there is only a single work in the system, there is
a small gap on the throughput values of the optimal scheme and the others. However,
when the system contains multiple works, such a gap disappears. The reason for this
phenomenon is that, when nodes fully-occupy work segments (from plenty of tasks),

the nodes always possess unfinished segments. Therefore, when propagating a task’s
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Figure 3.25: Impacts of the size of works on the system throughput rate.

segments, workers are using their resources on another task; no system resources are

wasted.

Fig. 3.26 shows the impacts of users’ average inter-contacting time. The average
inter-contacting time directly affects the frequency of the segments’ redistribution
among nodes. The more frequently segments are exchanged, the more likely it is
that the workloads of workers are balanced. As shown by Fig. 3.26, all schemes’
system throughput rates are decreasing with the growth of average inter-contacting
time. Moreover, all of them have a similar decreasing rate. It seems that the average

inter-contacting time has a similar influence on all workload allocation approaches.
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Figure 3.26: Impacts of the average length of inter-contacting time on the system
throughput rate.

Fig. 3.27 shows the impact of the number of work sources. In this simulation,
we assume that there is a huge work, the segments of which are owned by several
users. Unlike the condition of multiple works, here, the multiple source condition
requires that all owners of a single work put the work into social-crowdsourcing at
the same time. During the simulation, we gradually increase the number of the work
segments’ owners from 1 to 10. The total size of the whole work is a fixed value,
and all work sources are randomly selected. From Fig. 3.27, we can see that our
proposed adaptive scheme has the highest system throughput rate, compared to the
other three approaches. All methods experience an increment with the growth of the
number of sources. Since the total number of users is a fixed value, increasing the
number of work owners can reduce its completion time, but the speed must converge
to the condition that every node has already possessed his corresponding workload

at the beginning.

When a social-crowdsourcing system contains multiple works, the arrival of a new
work may disturb the current workload distributions. In this simulation, we want to
check the mutual influence among works. Fig. 3.28 shows the impact of the number of
coexisting works on our system, especially when the works randomly come at different
times. If one work has not been finished while the other works appear, there must be

certain interference between the old and the coming new works. In the simulation,
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there are 2 to 10 works randomly coming during the observation time. The total

length of the observation is set as 3,000 units of time. The works’ arrival times

follow a uniform distribution. Also, the works’ owners are randomly selected, and
the total size of the works is a fixed value. We observe the system throughput rate
decrease with the growth of the number of works. Moreover, all of them have a similar
increasing pattern. Fig. 3.28 shows that the coexisting of multiple works do influence

the workload assignments.

Since the arrival of a new work may interfere with the existing ones, in this part
of the simulation, we check the impacts of works’ arriving densities. We let works be
periodically generated at some random nodes, and we gradually increase the period
from 50 to 300 units of time, which means the arriving densities change from high
to low. Fig. 3.29 gives simulation results: with the growth of the length of periods,
the system throughput rate decreases. Although our approximation algorithms try to
assign certain workloads to nodes such that they can complete the task at the same
time, the real finishing times are different; In fact, lots of resources are wasted during
a work’s ending stage. When works arrive in a shorter period, the nodes, who just

finished the previous work, are able to work on the new one.
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3.7 Chapter Summary

In this chapter, we propose a new crowdsourcing system, called social-
crowdsourcing.  Unlike the traditional outsourcing platforms, our system is a
distributed and self-organized system, which explores the social relations among users.
Based on the proposed system, we consider the problem of workload partitioning and
allocation among users. Unlike the conventional scheduling problems, the solution
to our problem needs trade-offs between users’ computing abilities, participating
probabilities, and their social neighbors’ capabilities. By observing the work segments’
diffusion pattern, we find that, at different processing stages, we should adopt
different workload allocation schemes, from the progressive one to the conservative
one. To solve the problem, we first propose a conservative approach and a progressive
approach, and then, we design an adaptive mechanism to combine the two approaches.
The proposed progressive scheme is based on the overall computing ability of each
user’s future potential contacts, and the conservative scheme takes the historical
workload statuses of nodes’ 1-hop neighbors into account. For automatically and
gradually switching between different approaches, we consider the distribution of each
node’s expected completion time, based on collected historical information: a highly
biased distribution indicates that the system needs a progressive way to transfer
the surplus workloads to others, while an approximately uniform distribution simply
requires local adjustment. Our solution is applicable, not only when a system has a
single work, but also when the system contains multiple coexisting works. Extensive

simulations prove the significant performance of our schemes.
Here are the main contributions of this chapter:

1. We create a distributed and self-organized crowdsourcing scheme within mobile

social networks called social-crowdsourcing.

2. Due to the unique features of social-crowdsourcing, we find a new research
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topic: the optimal workload assignment problem in intermittently connected

distributed system.

. Based on social information and other auxiliary knowledge, we propose a set
of workload allocation algorithms, from the most conservative way to the most

progressive way.

. We provide extensive simulations to show that our new system can provide a

better decision on the workload assignment problem.
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CHAPTER 4

EXPLORING SOCIAL ENCOUNTERS IN THE
DESIGN OF COOPERATIVE TRAJECTORY

MAP-BASED NAVIGATION

In the previous two chapters, we have shown how social information can be
directly used in the decision-making process, such as the organizing structure of
a set of P2P nodes and the amount of assigned workload on a node in social-
crowdsourcing. However, there are some other applications, such as Facebook and
Cooperative trajectory mapping, which are built over the actual social relations,
instead of explicitly manipulating certain social features. In this chapter, we show
how these applications benefit from the social information. More specifically, we focus
on cooperative trajectory mapping and show that, by carefully exploring users’ social

encounter records, the quality of its navigation result can be improved.

4.1 Introduction

Maps are useful in helping people navigate through unfamiliar places. However,
ensuring that maps remain up-to-date is a constant challenge. Moreover, when friends
are exploring some new places, electronic maps may not always be available, which
thus motivates researchers to consistently develop more accurate and efficient map
construction techniques. Cooperative trajectory mapping is an emerging technique
for map construction that takes advantage of the different sensors that are embedded

in smartphones to create maps of a group of friends’ trajectories. This type of map
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Figure 4.1: The effect of a measurement error.

is known as a trajectory map.

Unlike traditional map construction problems, GPS is not used when cooperatively
building the map due to its high energy consumption [48, 49] and the unavailability
of GPS signals in certain environments, such as indoors. Instead, the smartphone’s
sensors, like the accelerometer and electronic compass, are used to collect information
like the departure distance, moving speed, and direction between consecutive sampling
times [48]. This data is then transmitted to a central depository via a 3G or 4G
connection, which, in turn, processes the data from multiple users to construct
a trajectory map. Due to the concerns about location privacy and security, the
cooperative trajectory mapping is mainly used by a group of mutually trusted users,
such as friends. The trajectory mapping technique can also be used in various
applications, such as traffic monitoring [50], public transportation tracking [51, 52, 53],
and localization [49, 54, 55].

An important issue that arises when constructing a trajectory map is dealing with
measurement errors from the sensor data. The measurement error is also known as
measurement noise, or noise. A slight measurement error can have a larger impact on
the overall map if left uncorrected. For example, a 1° error on a compass will result
in a difference of 1.74 miles after a user has traveled 100 miles. Prior researchers have
also recognized the importance of measurement errors, but to date, research has only

used a simple noise model to address the problem [48].
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We illustrate the impact of error correction in the example shown in Fig. 4.1.
Suppose that there are two groups of users; one group moves North and then turns
West, while the other group moves South then turns East. Users in each respective
group walk along the same path. In Fig. 4.1(a), we use solid arrows to depict each
user’s reported trajectories. Due to the effects of measurement noise, there is some
variance in the reported trajectories, even though all of the users are traveling along
the same path. As a result, based the collected data, the central server may build
either the map as shown in Fig. 4.1(b), or the one depicted in Fig. 4.1(c). We cannot
simply average the data to build the map since it is possible that the noise may not
follow a normal distribution. During the constructing process of a trajectory map,
two spatially disjointed paths (or trajectories) may be falsely reported as a pair of
paths intersecting with each other (false positive), or two joined paths may be depicted
as unrelated (false negative). Moreover, when the sensor devices contain systematic

measuring errors, the accuracy of a constructed map will be significantly influenced.

We propose a social encounter-based error cancellation system, which can provide
correct routing results on the trajectory map, even if every phone has different error
properties. The main idea of our approach is to cancel the relative errors among
participators; although the absolute error of participators’ devices may be large and
hard to correct, their relative errors can be easily detected, measured, and corrected
by multiple times of physical encounters. For a group of users, whose devices do
not have the relative error, better routing results can be found by exploring spatial

intersections of their trajectories.

4.2 Literature Review

One of the earliest applications of cooperative trajectory mapping is a mobile social

network-based [56] navigation system that was proposed by Constandache et al. [48].
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Each user in the mobile social network will periodically report his trajectory and his
encounter information to the server. The server will use this information to build a set
of directions and displacements, which allows friends to locate each other. Later work
by Constandache et al. [57], and Thiagarajan et al. [58, 49] also applied a similar idea
to other applications. The main difference of our work is that prior research used a
relatively simple noise model and only considered noise cancellation by a single user,
while we consider a more general noise model that has both systematic errors and
random noise. We use encounter information among multiple users to reduce the

relative errors, and further, provide better routing results.

In paper [59], the authors propose a low-energy and accurate trajectory mapping
approach, and they discuss the trade-off between GPS and multi-sensor devices.
However, their work is based on the assumption that an electronic map is available
to use. In our problem, based on users’ uploaded data, the central server needs to

build a trajectory map, on which users can be localized and navigated.

Cooperative trajectory mapping shares similar characteristics with the inertial
navigation system (INS) that is used in submarine navigation [60, 61, 62]. Both
techniques use the recorded moving distance and direction to determine a location,
and both are subject to drifting because of the sensors’ noise [63]. INS research has
two general approaches to address this problem. The first approach is to use filtering
techniques, such as the Kalman filter [64, 65] and particle filters [66, 67], to limit the
effects of the measurement noise. The second approach is to apply noise cancellation
methods using GPS, assisted GPS, or Wi-Fi [54, 55, 68, 69]. A key difference in
our approach is that our technique is more flexible since we emphasize the related
locations of each user rather than the physical locations. Our approach still works
even if there is no external location reference (also known as an anchor), such as WiFi

Access Point (AP).
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Figure 4.2: System model.

Priyantha et al. [70] propose an anchor-free localization (AFL) algorithm to resolve
the localization problem in sensor networks. The goal of [70] is to determine the
position coordinates of every sensor via local node-to-node distance, even if the
physical location of the nodes is unavailable. However, this solution cannot be used to
build a trajectory map because the positions are static spot locations. In the process

of creating the trajectory map, we consider the trajectories of moving nodes.

4.3 Background

4.3.1 System Model

A typical cooperative trajectory mapping system has two basic components, as

shown in Fig. 4.2.

1. A central server. The server collects users’ trajectory data and builds a
trajectory map. The server also provides additional services based on the

constructing map, such as friend locator or location routing.

2. User smartphone. Each user reports its trajectory and encounter information
to the server. The reported trajectory is recorded as a set of displacements and

directions between consecutive samplings.

88



Besides these two building blocks, our approach takes the advantage of any AP,
such as a WiFi AP, which a user encounters. An AP serves as a fixed location
reference, and the physical location of the AP does not need to be known. The
purpose of the AP is to quickly establish the spatial relationship among each user’s
movement trajectory and to provide an external global reference for noise cancellation.
The AP periodically broadcasts time-stamped beacons, and when a user receives the
beacon, he records this encounter event and reports it to the server. The broadcasting

of the beacon is part of the 802.11 standards; any WiFi AP can be used.

We assume that there are N participants in this system. Each user’s mobile phone
is equipped with an accelerometer, a compass, a wireless receiver, and an encounter
sensor. The accelerometer and compass are used to determine a user’s displacement
and direction, respectively. The wireless receiver is used to receive beacons that are
transmitted from the AP. The encounter sensor is used to periodically signal and
record the presence of other users. This can be accomplished by using a Bluetooth

module built into the smartphone [48].

A user’s smartphone maintains two lists, a movement list and an encounter list.
The smartphone will periodically report the two lists to the server via a 3G/4G
connection [71]. The movement list consists of displacements and the moving direction
from the last recorded position. The encounter list consists of user IDs and time
stamps that denote when the encounter occurred. We use mathematical 0° to
represent East and 180° to represent West. The position of a user at time ¢t can

be computed by:

T T cos(©
S I e (6 , (4.3-1)

Ut Yt—1 sin(@t)
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Table 4.1: Table of notation
Reported displacement

(t) Systematic error in displacement measurement
Real displacement

Number of participants in the system
Accelerometer’s random noise

Reported moving direction

Real moving direction

A0(t) | Electronic compass systematic error parameter
) Compass’s random noise

T Cycle time for reporting data to the server
z¢,y: | The coordinates of a user’s position at time ¢

| o>z~ =| =

E Accumulated error
V Adjustment vector

where L is the reported displacement between two measurements, and © is the moving
direction. All of the symbols used in this chapter can be found in Table. 4.1. Note
that the trajectory of each user is recorded in his own coordinate system, which is

only relative to the initial (unknown) location of the user [48].

The server will use the two lists from each user to derive a trajectory map. If
each measurement is accurate, the users’ position information at each time is fully

preserved by the server.

4.3.2 Existing Noise Cancellation Solutions

The general idea behind error cancellation in prior work is that each user’s noise
can be corrected by some physical references [48]. If a user passes by the AP (the user
is in the communication range of the AP), the server can then compute the amount of
accumulated errors, which causes the trajectories to drift; then, the user’s trajectory
can be repositioned. Let the detected accumulated error be ﬁ The corresponding
adjustment vector, which is generated by the server for error cancellation, is 7
(7 = —E) If user A encounters user B, who has just been repositioned with

the help of an AP, the trajectory of A can also be corrected since the position of B
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is likely to be more accurate. Consider that the amount of noise is proportional to
time [48] if each user moves with a constant speed. Paper [48] also proportionally uses
the instantaneous correcting vector to adjust the historical trajectory. For example,
let ¢; be the previous time for adjustment; the server detects a new adjustment vector
7(152) at to. Then, the adjustment vector of the position at time ¢ (¢; < t < t3) is

given as:

Vi) = L0V 1), (4.3-2)

The solution is inadequate due to the following reasons. Firstly, the direction
of the adjustment vector used is the same in all of the data. However, when there
is a systematic error of compasses, we should use rotation to adjust the trajectory,
which means the direction of the adjustment vector should be different at different
data points. Secondly, the existing solution essentially depends on APs, and only
false negative encounters are used in the error cancellation; false positive encounters,
which also contain certain information, are ignored, and the existing error cancellation
approach does not work if APs are not available. By exploring the relative errors and
false encounters, we can improve the error cancellation in trajectory mapping, and

further provide better navigation results based on the constructed map.

4.3.3 Challenges

In order to correct measurement errors, we need to solve the following three issues.

Firstly, since each user’ accelerometer and compass may exhibit different error
parameters, it is difficult to estimate the absolute error parameters of each user,
especially when physical references, such as APs, are not available. Without knowing
these parameters, we are not able to correct the reported trajectories since we cannot
determine the extent of adjustments. For example, in Fig. 4.3 (a), there are two users’

reported trajectories, and both of them contain measurement error. Suppose that the
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(a) One path should be adjusted (b) Two paths should be adjusted

Figure 4.3: The challenge of making adjustments without the auxiliary information.

server can compute the spatial distance d; of the reported trajectories and can obtain
the real distance dy from the reported encounter information; we cannot determine
how much of an adjustment should be made and in which direction. Even if only
one user is inaccurate, without knowing the identity of the accurate user, a correct
adjustment is still hard, as shown in Fig. 4.3 (b). Considering that the accuracy
of navigation mainly depends on the correctness of users’ relative locations, we aim
to eliminate the relative errors among participants, and further explore the spatial

trajectory intersections of users, whose relative errors are zero, during navigation.

Secondly, there are two types of encounter errors which can be detected, and they
should be treated differently. Fulse positive means that two physically disjointed
trajectories are falsely reported as a pair of intersecting trajectories, while false
negative represents the situation where two physically joined trajectories are depicted
as unrelated. In the false negative case, the server can obtain the actual adjustment
distance and direction between their reported trajectories. However, in the false
positive case, the server cannot attain them since the user is out of the signal range of
an AP or another user’s phone. In our system, we use false negative events to estimate
the relative errors among users, and adjust their reported trajectory accordingly,
while false positive cases are temporarily used to eliminate some obviously wrong

intersections on a visual map.
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Last, two reported trajectories having a spatial intersection without any physical
encounter may not be a false positive event since the users may pass the intersection
at a different time. Hence, speed restrictions and time should also be included for
detecting the false positive, and our system only considers the reported trajectories

which definitely will have an encounter.

4.4 Solution Framework

A key feature of our solution is that when two users meet, each user will
independently report their encounter with the other to the server. Hence, we can use
encounter information to adjust users’ trajectories. Another feature of our solution
is about relative measurement errors: Although the absolute error of devices may be
large and hard to detect, the relative errors can be easily detected by multiple times of
physical encounters. If we adjust users’ trajectories such that their relative errors are
so small as to be negligible, the cooperative trajectory mapping system can work well:
the relative positions of trajectories’ spatial intersections are correct. In a nutshell,
our method exploits the relative errors and physical encounters of users, through
which different users can interpret the physical world in the same way. As a result,

instead of estimating absolute error parameters, the relative errors are considered.

We illustrate how the features are used in our solution by using the following
example. Consider user A who is physically at location loc,; however, the server may

interpret user A’s reported data as A is at locs because of the measurement error.

Without some physical references, we cannot detect the error or measure the
magnitude of the error. However, if another user B, who encountered with A before,
comes across A again, we can compute the relative error magnitude between A and
B by joining their trajectories at the place, where they first met, and measuring

the deviation angle and distance between their current locations. By fixing either
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A or B’s reported trajectory and adjusting (i.e. rotate and stretch) the other one’s
previously reported trajectories, the server eventually can build a map, where the
relative locations of A and B are correct. Based on our error model, the systematic
error parameters can be regard as fixed ones since they change very slowly according
to time. By this way, if a group of users encounters each other multiple times in a
period, our system can estimate their relative errors, adjust their trajectories, and

eventually get a map without relative errors.
Our proposed method consists of three steps to reduce error:

1. At each smartphone, the application applies the Kalman filter to eliminate
random noise. Considering that the Kalman filter only requires an individual
user’s historical moving pattern, rather than global information, it is more
efficient to apply the Kalman filter on the user side. After filtering, users report

their moving trajectories and encounter information to the central server;

2. The central server first coarsely adjusts the reported data based on previously
estimated relative error parameters, then it detects new false positive cases and
false negative cases. Next, the server adjusts users’ trajectories to eliminate the
inconsistency. During the adjustment, the server may make some hypothesis
about the direction of corrections in false positive conditions, and a hypothesis

is verified /removed based on the upcoming encounter events;

3. After correcting each user’s trajectory, the server computes the relative error
parameters among users, and it refines the estimated parameters based on new

adjusted results.

When there is no AP present, steps (2) and (3) are carried out by our proposed
anchor-free error reducing algorithm (AFER); when there are APs present, steps (2)

and (3) are our proposed accessorial anchor-based error reducing algorithm (AAER).
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4.4.1 Accessorial Anchor-based Error Reducing Algorithm

Algorithm 9 The AAER algorithm
1: for Each sampling time 7" do
2:  Find of false positive and false negative by mutual encounter and APs
3:  Use HBMS algorithm to adjust the reported trajectories
4:  Record the adjusted positions and relative error parameters

When APs are available, the chance of having encounters is increased. When
users pass the same AP at different times, the corresponding positions on their
trajectories should be joined at the same spot, which seems like users virtually
encounter with each other. These encounter events can be used for estimating
the relative error parameters. The procedure of AAER is shown by Algorithm 9.
The details of line 2 are given by Chapter 4.5.2. The relative position adjusting
process is like a complex spring-mass system in physics; we want to relatively adjust
users’ reported trajectories such that the relative error between different trajectories
becomes zero. When eliminating relative errors, each point on a reported trajectory
may be adjusted according to different adjustment vectors, which seems like a single
spot in a spring system being pushed and pulled by adjustment forces from different
sources. At each time step, after collecting all of the trajectories from users, the server
runs a hypothesis-based mass-spring (HBMS) adjustment algorithm, Algorithm 10,
to estimate users’ actual relative positions. The HBMS algorithm is discussed in
Chapter 4.5.3, and we use adjustment force ? to represent the adjustment vector

being used during a position adjustment.

There are two types of adjustment force: false positive-based adjustment force and
false negative-based adjustment force. Since the adjustment direction in false positive
is uncertain, we use two hypotheses to temporarily store the possible adjustment
positions. Later, we use the upcoming encounter information to verify the hypotheses

and to eliminate the wrong ones.
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Algorithm 10 The HBMS algorithm

. Verify previous direction hypothesis by current encounter

. Adjust by new false negative and estimated relative errors

: Set up new false positive direction hypothesis

: for Each hypothesis do

Compute adjustment force and adjust trajectories

if Find a new false positive case from historic data then
Set up new false positive direction hypothesis

: Update current error parameters

4.4.2 Anchor-free Error Reducing Algorithm

When there are no APs present, we use anchor-free error reducing algorithm
(AFER) to correct the errors. Consider that if all of the users have the same absolute
error parameters, the cooperative trajectory mapping system can still be used well
even if there are huge differences comparing to the real world; if the majority of the
users have same error, we just need to adjust the other users by changing their data
according to the majority of the users. Hence, our goal is to find out the relative
errors among users based on their multiple times of encounters. Considering that
the absolute systematic error parameters could slightly change according to time, we
further use the adjustment force to refine the estimated relative error parameters and

to eliminate the newly detected inconsistency.

Algorithm 11 The AFER algorithm
1: for Each sampling time 7" do
2:  Find out false positive and false negative error by mutual encounter
3:  Use the HBMS algorithm to adjust the reported trajectories
4:  Record the adjusted positions and relative error parameters

AFER is given by Algorithm 11. The difference between Algorithms 9 and 11
is that AFER does not use any AP-based encounter information. Unlike AAER,
we assume that there is an error-free random walker and that the identity of this
user is known by the central server. The reason for having this assumption is that

in order to avoid tortuosity of the constructing map we need to find some physical
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references. Consider that there are several users moving in a large region by following
some moving patterns. Without the physical references, it is possible that the final

constructed map is contorted while sub-regions’” maps are relatively accurate.

4.5 Algorithm Details

4.5.1 Error Model

The accelerometer and compass each have their own respective error model.

Table 4.1 contains the notations used.

We first consider the accelerometer. There are two types of errors: the systematic
errors and the random errors (i.e. white noise). The systematic error is proportional
to the moving time or moving distance. Moreover, the magnitude of the systematic
error may change over time. For example, a person walks continuously for a couple
of hours. The size of his average step at the beginning will be different from that
towards the end. We use k(t) to represent a systematic error which may slightly
change over a long period of time. We let A\ denote the random white noise, which
follows the normal distribution. L represents the reported displacement, and [ is the
real displacement.

L=1+kl)xl+A (4.5-3)

The readings from an electronic compass, ©, can be regarded as the sum of real
data (), random noise (§), and systematic error (Af), which may also slightly change

with the growth of time.

©=0+A0(t)+6 (4.5-4)

To demonstrate the effect of systematic error, we temporarily ignore the random
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(a) Sensor error (b) Error change pattern

Figure 4.4: Error model.

noise. Let p = kx4 [. The measurement errors, as shown in Fig. 4.4 (a), can be

computed as follows:

The amount of E: |E| =1 x /P2 — 2pcos(AF) +1 (4.5-5)

The direction of 1: cos(v) = peos(Af) — 1 (4.5-6)
V/p? — 2pcos(Af) + 1

In Fig. 4.4 (b), we use simulations to generate the change pattern of B’s magnitude,
where [ = 1, A# varies from —7 to m, and k changes from —0.2 to 0.2. If one of the

noise parameters is relatively large, both types of error cannot be ignored.

The random noise, A and ¢, can be eliminated by letting each user’s smartphone
apply the Kalman filter to process the data before uploading to the server. This can be
accomplished since the random noise follows the normal distribution, and the moving
pattern of a user can be computed by the user’s smartphone itself. The Kalman filter
is a set of mathematical equations that provides an efficient computational (recursive)
means for estimating the state of a process in a way that minimizes the mean of the

squared error [64].

98



Table 4.2: Table of notations for auxiliary functions

Smaa the maximum speed

(xp,up) / (Ze,ye) | beginning or end location of a displacement
ty / te beginning or end time of a displacement

d length of a displacement

(x(A,t),y(A,t)) | the location of user A at time ¢

R sensing range

4.5.2 False Positive and False Negative Error Detection

At each reporting time, the server obtains users’ reported positions and encounter
information (When the actual distance between nearby users is less than device’s
signal radius, both users will have an encounter record.) In order to detect
measurement errors, the server needs to find out inconsistency by comparing two
records: the encounter information and trajectories. For the false negative error, we
can compute the relative error between two users’ devices by joining their trajectories
at the place, where they previously met, and measuring the deviation angle and
distance between their current locations. A relative error vector can be derived based
on these two values. For the false positive error, the actual distance between users’
current locations is unknown since they are not in the sensor range of each other.
Here, we use the sensor radius to represent this distance. In practice, as long as the
false positive-based adjustment can temporarily remove the detected inconsistency

from a visual map, it could be any distance greater than the radius.

Having two spatially intersected trajectories on a visual map without the
corresponding encounter record does not sufficiently indicate a false positive error
since users may pass the same location at different times. Due to the fact that the
instantaneous velocity of a user may vary, we should consider all of the possible
moving conditions of a user when detecting false positive cases. In order to simplify
the solution, we add a time dimension to the traditional X-Y coordinates. Table 4.2

contains the notations used in this subsection.
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Given a specific distance, there are multiple ways in which a user can move.
For instance, the user can first move at his maximum speed to finish the reported
displacement and then stop and wait at the end. Alternatively, the user can also wait
first at the beginning and then move to complete the distance just on time. Therefore,

there are two trajectory boundary functions:

T — T y—uyp t— (te —d/Smaz)
= = 4.5-7
Le — Tp Ye — Ub d/Smax ( )

Ty Y=Y t—1
= = 4.5-8
Te — Tp Ye — Yp d/Smax ( )

Assuming that users A and B both report one displacement in a time interval from
tp to t.. The initial position of A is (z(A,tp),y(A,tp)), and the end of the displacement
is (x(A,t.),y(A,t.)). Similarity, we have B’s displacement from (z(B, ), y(B,t)) to
(x(B,te),y(B,t.)). At a given time t, users A and B definitely encounter with each

other if their reported trajectories satisfy the following formula:

(2(A,t) — 2(B,1))* + (y(A,t) — y(B,1))* < R (4.5-9)

After simplification, we can get:

R*(a* + ¢*) — (ad — bc)* > 0 (4.5-10)
where,
. (x(A,t.) — x(A, tb)t) : if(B,te) —xz(B, 1)) (4.5-11)
b= —a X tb -+ SL’(A, tb) — LL’(B, tb) (45—12)
oo WA t) —y(A ) — (Y(B,te) — y(B, ) (45-13)
te — 1y
d=—cxty+ y(A, tb) — y(B, tb) (4.5-14)
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Hence, a pair of spatial intersected trajectories without any corresponding encounter
record may or may not be the false positive case. In our solution, the false positive
only refers to the cases, where the reported data indicates definitely encountered while
having no corresponding encounter records. Clearly, the probability of having a false

positive case is much less than that of having a false negative case.

4.5.3 Hypothesis-based Mass-spring Adjustment

Hypothesis-Based Mass-Spring adjustment (HBMS) is used to estimate the
optimal relative positions of users. HBMS first computes the adjustment force in
false positive and false negative cases, respectively. Since the adjustment direction of
false positive is unknown, the HBMS algorithm makes hypotheses about the direction,
and then, based on the hypothesis, it recursively repositions the locations of other
users, the relative error with whom has not yet been detected. Wrong hypotheses
will be eliminated later in hypothesis verification. For the incoming data, our system
first uses some relative error parameters, which have been found previously, to make
a coarse adjustment, and then, it further refine the positions of users if any new
inconsistency is detected. After finding the optimal relative positions, HBMS will
update the error parameters of users. With the growth of time, eventually, the relative
error parameters among all users can be found, and the reported trajectories can be

adjusted accordingly. The final cooperative trajectory map is free of relative errors.

4.5.3.1 Adjustment Force

Assume that there are two users, ¢ and j, who are in the sensing range of each
other’s device, and that they have encountered each other before. In a false negative
case, after joining their trajectories at the place, where the last encounter happened,

their current locations are disjoint. Note that, if there is no relative error, their
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current locations should be the same since they just come across each other again.
We can compute the distance gi; between users’ current locations on the constructing
map, and we can also obtain the real physical distance d;; through RSSI readings.

H
The adjustment force F;; can be calculated as:
— —

where @ is the unit vector from user i’s location to that of user j. Note that, in
practice, since the radius of encounter sensors is much smaller that the length of a
road stretch, when two users encounter, we usually treat their real physical distance as
zero. Since the trajectories of users are relatively adjusted in our approach, the server
only needs to hold one user’s trajectory and adjusts the other. The adjustment forces
are associated with the users, whose trajectories have not been updated for a longer
time or have only been adjusted according to a smaller portion of users’ trajectories.
In addition, if there are some other users, who have already been adjusted and have
zero relative error with user i (or j), their trajectories should also be adjusted in the

same way as i's trajectory (or j’s.)

In the false positive case, we cannot obtain the real distance d;; or the adjustment
direction. As shown in Fig. 4.5, the real path can be located at either the same side
of the error path or the other side. Therefore, we need two hypotheses to respectively
store the adjustments.

Ff =47 x (R—dy) (4.5-16)

The false positive cases are much harder to detect than false negative cases; the
amount of false positive-caused adjustment force is much less than that of false
negative. Note that our system cannot guarantee the accuracy of the false positive
adjustment; what we do just temporarily eliminates some obvious errors but keeps

trajectories close to their originally reported places during the process of map
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Figure 4.5: The uncertainty of adjustment direction in false positive cases.

construction. The final positions of adjusted trajectories are affected by both false

positive and false negative adjustment forces.

4.5.3.2 Recursively Reposition

Changing one user’s trajectory may also impact the trajectories of others. In other
words, a false positive adjustment at time ¢ may cause the happening of another false
positive case on historic trajectories. As a result, the estimated position adjustment
should be accomplished recursively: once a new false positive been detected in the

historic data, new hypotheses will be generated to eliminate the errors.

4.5.3.3 Hypothesis Verification

A hypothesis can be verified by using follow-up encounters with other users or
APs. Note that, if the corresponding user of a hypothesis involves in any newly

detected false negative event, the user’s trajectory will be adjusted according to the
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event. Since our system adjusts the relative positions of users, if the trajectory of a
hypothesis always makes correct encounters, eventually, the hypothesis is kept since
the corresponding trajectory has no relative error with other trajectories; if it incurs
too many false encounters at a later time or cannot be verified for a long time,
the hypothesis will be eliminated. Although using an AP is not a prerequisite in
the HBMS, using APs will allow us to easily verify a hypothesis and estimate error
parameters. When APs are not allowed, our system temporarily uses static users as

virtual APs.

4.5.3.4 Error Parameter Estimation

In our problem, there are two phases of adjustment: before and after all users’
relative error parameters are determined. Initially, all relative error parameters are
unknown. Based on multiple times of physical encounters, our system estimates these
parameters. For example, assume that the central server finds out that users A and B
encountered each other twice in a period of time, then B’s relative error parameters
(with respect to A) can be estimated. If there is another user C', who came across
each of A and B once, the relative error parameters of C' can also be computed after

removing the relative errors from the trajectories of A and B.

However, since the systematic error may change with time, the estimated relative
error parameter at current time may not be accurate in future. Hence, the estimated
relative error parameters should be updated after the first phase of adjustments.
At the beginning of each time step’s adjustment, our system uses the previously
estimated relative error parameters to adjust the trajectories coarsely in advance,
and then it applies HBMS. Based on the time interval between the nodes’ (involved
in the false encounter) previous adjustment times and current times, we calculate

the ratio of the adjusted amounts to the corresponding time interval and update the
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estimated parameters.

4.5.4 Historical Error Cancellation

Users may not have any encounter in a period of time, and therefore, the reported
trajectory in this period may be inaccurate. Once we know how to adjust the instant
position, the historical positions can also be corrected. We name the process of
applying error cancellation to the historically reported positions as historical error

cancellation.

Assume that the server finds out an adjustment vector at time t. The existing
solution [48] is to reposition the historical trajectories by using a proportioned
adjustment vector. However, this adjustment is not true if the compass contains
systematic errors. In Fig. 4.6, suppose that the systematic error for a compass is
7 /4, which means that moving directly north should be reported as moving towards
north-east. If we use the existing cancellation algorithm, the adjustment vector in the
middle will be parallel to the instantaneous adjustment vector, which is incorrect, as
shown in Fig. 4.6(b). We cannot simply apply the direction of the current adjustment

vector to users’ historical trajectories.

Our solution is shown in Fig. 4.6(a). During the adjustment, the server should first
compute the degree of the error angle. If the time interval between the instantaneous
time and the previous reposition is not too long, all of the points in the trajectories
should have the same error angle. When adjusting the trajectories, we shrink
or expand the length of each reported displacement and then rotate the reported
trajectories with the computed error angle. The details are as follows: suppose that
at time ¢, the server detects a false negative, and finds out that the real direct distance
from the user’s current location to last adjusted location is L. However, according

to the reported trajectory, this direct distance is Ly. Since the systematic error
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Figure 4.6: The historical error cancellation.

parameters only slightly change with time, we can regard them as fixed. Therefore,
the displacement error parameter can be computed by K = LTN — 1. By using this
computed K, we first adjust the length of each displacement, and then we rotate the

whole trajectory from the last adjusted place.

4.5.5 Additional Discussion

The adjustment results of false positive and false negative should hold different
weights because the false positive-based adjustment contains uncertainty; the
adjustment results of false negative are much more accurate than those of false
positive. With the growth of time, most of the false positive-based adjustments will
eventually be re-adjusted based on newly found false negative cases. For example,
t; is the latest time for false negative-based repositions on a pair of trajectories,
and ty (ty > t;) is the nearest time for false positive-based adjustment. If at ¢3
(t > to > t;) the server detects another false negative case between them, the
reported trajectory from t; to t3 will be adjusted. In other words, the adjustments
made at t, are discarded. Thus, the server should also store the originally reported

positions when a false positive adjustment was made. The reason that we still use the
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case of false positive is that, if a certain application requests the constructing map
at time t5, without applying the false positive adjustment temporarily, there will be
some obviously false intersections on the visual map, which could change the relative
positions of the intersections and may confuse users about the navigation results
since there may be a shorter (but actually non-existing) path on the visual map but
the navigation result does not go through it. As a result, we use false positive for

temporary adjustments and use false negative for permanent repositioning.

4.6 Routing Application: Friend Locator

Friend locator [48] is a typical application of cooperative trajectory mapping: a
server periodically collects users’ trajectories and answers the routing request that
helps one user to find another. The response of the routing consists of the segments
from users’ reported trajectories, which have spatial intersections with the others. In
details, the path information consists of a series of directions and distances (such as

turn right, continue for 10 m, etc.)

The implementation details of the Friend Locator application are as follows. When
a user sends a routing request to the server, the server first computes the spatial
intersections of the users’ trajectories, which we term inner routing nodes. The
distance between each pair of inner routing nodes is the length of the path that
the user walked. We term the current position of a user as the outer routing node,
which is linked with one, and only one, inner routing node. Every edge in the routing
graph is also associated with actual walking trajectories, which consist of several
displacements and turning angles. After getting the spatial intersections of the paths,
the server builds a routing graph, and Dijkstra’s shortest path algorithm is applied.

After obtaining the shortest path, the server returns it to the requester.

The quality of this application is affected by the measurement error of the
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Figure 4.7: The effect of measurement error during routing.

sensor devices, which may cause both false positive intersections and false negative
intersections. Fig. 4.7 shows the effect of the measurement errors on the length of
the shortest routine path if one ignores the errors and directly explores all spatial
intersections of the reported trajectories. In Fig. 4.7, there are three users, A, B,
and C. The arrow lines represent the trajectories (i.e. walking paths) of users, and
the triangles between the trajectories are the spatial intersections. Fig. 4.7 (a) is
the noise-free example, and Fig. 4.7 (b) is the corresponding routing graph. The
digital stands for the length of a path and the letters indicate who reported the path.
Suppose that user A wants to be navigated to C'. The shortest path is shown as the
bold line in Fig. 4.7 (b). However, in Fig. 4.7 (c), if the trajectories of A and C
are disjoint (i.e. the triangle node 1 is missing), the shortest routing becomes Fig.
4.7 (d) with its distance changed from 19 to 30. Fig. 4.7 illustrates the impacts
of a false negative case, and a false positive may even cause more problems since
there are wrong intersections. Due to the potential impacts of false positive and false
negative intersections on the routing results, the existing navigation scheme [48] only
uses the spatial intersections, where physical encounters happened, and it ignores
all other spatial intersections. However, this scheme inevitably results in a long

routing path. Consider that, if all of the users have the same systematic error in their
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sensing devices, the relative positions of their reported trajectories’ intersections are
still correct. Our system gradually finds out and removes the relative errors among
users; for navigation, it explores not only the intersections, where physical encounters
happened, but also the relatively correct spatial-intersections of the trajectories,

whose relative errors are zero.

4.7 Performance Analysis and Evaluation

4.7.1 Evaluation Metric

The metric we used to evaluate a navigation system is Inaccuracy. This is
computed by applying Friend Locator, a special shortest path algorithm for trajectory
map, on the adjusted trajectories. If there is an error in the routing, such as returning
a non-existing path or intersection, a new routine request is created from the last
existing intersection. Since the realistic walking length must be greater or equal to
that of the real shortest path in the physical world, Inaccuracy is computed as the
ratio of the extra walking distance to the length of the real shortest path within the

areas that have been visited by users.

dij — di;

4.7-1
= (47-17)

Inaccuracy =

where ;Z;; represents the total length of the real walking path, and d;; is the length of

the real shortest path.

4.7.2 Simulation Results

We first synthetically generate a grid map, and then, we randomly generate the

noise-free moving trajectories of every user on the map. We convert the coordinates
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Figure 4.8: An example of simulation used data.

of trajectories to sensor readings, which consist of displacement and the moving
direction. The speeds of users and the systematic error parameters are randomly
generated. The distribution of the parameter follows a normal distribution. The

shape of noisy trajectories is shown in Fig. 4.8.

In order to guarantee that the routing request can always be responded to, we only
use the trajectories which are connected. The encounter sensors’ sampling times are
the same as users’ trajectory reporting times. Each data point in our simulation is the
average result of 10 simulations. The shortest path algorithm used in our simulation
is the Dijkstra algorithm. Consider that if the relative positions of users are correct,
then the spatial intersections of their trajectories are correct. In order to show the
importance of using the correct spatial-intersections in navigation, we compare our
results with a modified version of [48]. Note that a special pruning algorithm is used
in [48]. Since the pruning algorithm only affects the computing speed rather than
accuracy of routing, we do not use the pruning algorithm. For ease discussion, we

name the modified solution as Modified Proportional Error Cancellation (MPEC).

The first tested factor is the length of the observations. During the cooperative
trajectory map construction, the relative errors among users are gradually detected
and eliminated. Therefore, with the growth of time, many new correct spatial

intersections will be found, and the routing results will become better and better.
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Figure 4.9: An example of the map construction process.

Fig. 4.9 shows a serial of constructing maps by using our system. Note that, in order
to clearly illustrate the impacts of relative error cancellation on the final constructed
map, Figs. 4.9(c)-(h) give the final maps, which are constructed by only using the
encounter information until the specific times. We further compare the inaccuracy of
our AP-based and AP-free solutions in Fig. 4.10. We randomly deploy 10 APs for the
AP-based simulation, and we make navigation request every 100 units of time. The
initial positions of the users are randomly deployed. We can see that the inaccuracy
values of both solutions gradually decrease with the growth of the observation time.
However, when APs are allowed, the users, who came across the same AP at different
times, can be regarded as having virtual encounters, which largely speeds up the
process for finding relative error parameters. Therefore, the AP-based solution has a

lower inaccuracy value.

The second tested factor is the user density, as shown in Fig. 4.11. We test
10 to 16 users in the grid map. In our system, the relative error parameters are
computed /updated when users encounter each other. For a close region, when there

are more users, the relative error parameters can be found in a shorter time, and
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users’ relative positions on the constructed map will become more accurate. Thus,

with the growth of the user density, the inaccuracy decreases.

AP density is our third consideration. In the grid map, we randomly deploy
APs. Intuitively, when the relative error parameters are unknown, using APs
accelerates the parameter estimation process by establishing more virtual encounters.
After all relative error parameters are found, if the density of an AP is large
enough, the accuracy of the application will still be high even if the systematic
error parameters may slightly change with time: after encountering an AP, the
corresponding trajectories can be easily aligned together, and the relative error
parameters can be further updated and used for corrections for a period of time.
Fig. 4.12 is the simulation result. It is obviously that the accuracies of both approaches

are enhanced when more APs are deployed.

Our last tested factor is the initial error parameters, which is shown in Fig. 4.13.
During simulation, we first set up an initial error in sensors and let the noise
slightly changes along with time. The initial errors may have significant impacts
on the routing results if all trajectory intersections are directly used without error
cancellation. MPEC only uses spatial intersections, where physical encounters

happen, and our approach explores both the physical encounters and the spatial
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Figure 4.12: AP density vs. inaccuracy. Figure 4.13: Error vs. inaccuracy.

intersections among users whose relative error parameters have been found. The errors
affect the real walking distance of users, who follows the previous user’s trajectory. To
simulate a user’s effort for searching some turning points, we give distance penalties
if the relative errors between the user and the map segment’s contributor are not
zero. When generating the trajectories with measurement errors and when adjusting
trajectories according to relative errors, the rotation and stretching operations may
involve approximations. After adjusting a group of users’ trajectories for eliminating
their relative errors, one may find out that several trajectory intersections are very
close to each other, and they are actually corresponding to the same physical
intersection. A distance-based threshold is applied to determine whether these
trajectory intersections should be regarded as the same one, or not. Note that this
method may influence the navigation results. When the relative error parameters
are unknown, once a false negative event is found, our system randomly holds one
trajectory and relatively adjusts the other one. For a set of trajectories and a given
threshold, the intersections may locate within a smaller-sized region after adjustment,
and therefore, our system treats them as one intersection during navigation. However,
if the adjustments were made according to the trajectory, who interprets the real world
distance larger than the previously referenced trajectory, the intersections may locate

within a bigger region. Based on the same threshold, our system may not treat them
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as one intersection, and the length of navigation could be longer than the previous

case.

4.8 Chapter Summary

Cooperative trajectory mapping and its navigation service, friend locators, are
two promising techniques, which essentially build over the existing social relations
among users. In this chapter, we consider the impacts of measuring errors, especially
the systematic errors, on cooperative trajectory mapping. Unlike the conventional
noise model, where only random white noise is considered, we use a more general
and realistic error model, where both systematic and random errors are included.
Based on the new model, we propose a social encounter-based error cancellation
algorithm, which focuses on eliminating the relative errors among the reported
trajectories. Based on the constructed trajectory map, our system can provide a
better navigation result by further exploring the relatively correct spatial intersections
of users’ trajectories. We use extensive simulations to validate our solution. In
particular, we focus on the impact of using intersections’ relatively correct positions

on the performance of the shortest path routing protocol.
Here are the main contributions of this chapter:

1. We consider the impacts of systematic errors on a new social information-

assisted application, called Friend Locator.

2. Instead of eliminating absolute errors by using physic references, we focus on
removing relative errors by using social encounters, and creating a map, where

intersections’ relative positions are correct.

3. We provide extensive simulations to show that our approach can provide better

routing results.
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CHAPTER 5

PRIVACY-PRESERVED SOCIAL
INFORMATION PUBLISHING FROM A

CENTRALIZED SYSTEM

From Chapter 5 to Chapter 9, we study the potential security and privacy risks in
social information-assisted application design. Before exploring certain social feature,
one must obtain the social information from somewhere in advance. It is not a secret
that, for research or commercial purpose, many sociality-related platforms publish
their data set to the third party. In order to preserve the privacy of the corresponding
social actors from the data set, data anonymization must be applied in advance.
Privacy-preserved data publishing is becoming increasingly popular in both industry
and academia. Chapters 5 and 6 respectively study the privacy-preserved sociality-

data publishing in a centralized scenario and in a distributed scenario.

In this chapter, we focus on Evolving Social Subscription Networks (ESSN),
which indicate social actors’ participation in certain media channels, such as stars’
Twitter pages, during a series of time. We introduce a new identity disclosure
attack by exploring a social actor’s subscribed channels’ sizes and his frequency of
joining/leaving the channels. Recall the video-on-demand system that we present
in Chapter 2. When the system needs to publish channel subscription-related data
periodically to others, an attacker may be able to re-identify certain social actors’

actual identities via this attack.

For privacy protection, K-anonymity should be ensured for the whole evolving
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graph.  However, unlike the conventional topology information, such as node
degree, ESSN’s data points are sparse. During the construction of anonymous
groups, unpopular channel-related information is likely to be discarded. How to
maximally preserve ESSN’s data utility is an open problem. We propose a three-
step framework to solve it: data space compression, anonymity construction, and
realizable publishing. Extensive results show that our approach is effective in terms

of privacy, utility, and efficacy.

5.1 Introduction

With the development of online social networks (OSN), many companies, such
as Facebook and Twitter, publish their OSN data for research or marketing
reasons. OSN contains many complex interactions among social actors (i.e. OSN
users) [72, 21, 73|, such as relations over time or across multiple media channels (i.e.
Facebook fan page, an online discussion group, or a Hollywood star’s Twitter). By
studying the interactions, people are able to learn the information spreading pattern
in real world [74], can generate personalized recommendations [75], or can even detect

malicious attackers [76].

However, there is increased concern for the identity disclosure of OSN-related data
publishing. OSN data is usually represented as a graph, where nodes and edges
indicate social actors and their relationships. It has been shown that, on a published
graph, merely replacing the real identities with some random labels cannot guarantee
privacy [77, 78]: based on certain background knowledge, such as node degree [79] or
local structures [80, 81], an adversary can easily reveal the physic identities of some
nodes. In order to preserve privacy, K-anonymity is commonly applied such that the

adversary cannot identify a node with confidence greater than 1/K.

Most of the existing works on the privacy-preserved data publishing are based
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(a) time slice t (b) time slice t+1

Figure 5.1: An example of evolving social subscription network. Nodes in the same
circle indicate the corresponding users subscribed to the same media
channel (ex. online discussion groups, or Facebook fans pages).

on a static graph (i.e. a snapshot of the OSN). In recent years, people [78, 82
have begun to consider the data publishing of evolving networks (i.e. time-varying
graphs), which contain much more information than the static one. In this chapter, we
focus on Evolving Social Subscription Networks (ESSN), which indicate social actors’
participation in certain online media channels during a series of time. Essentially,
ESSN is a hypergraph, which represents multiple relations among social actors, as
shown in Fig. 5.1. When publishing the ESSN data, it is usually represented as a

binary matrix, as shown in Figs. 5.2 (a)-(c).

Due to the unique structure of ESSN data, it is vulnerable to both spatial and
temporal attacks. In a spatial attack, the adversary observes a single slice of the
published data and tries to identify a target by exploring the size information of a

target’s participated media channels.

Take Fig. 5.2 as an example. Figs. 5.2(a)-(c) give social actors’ channel
subscriptions in three consecutive time slices. A row represents a person, a column
means a channel, and 1/0 indicates whether one is subscribed or not. In Figs. 5.2(d)-
(e), a channel’s size is determined by the number of subscribers at time ¢, and
frequency indicates whether the user joins/leaves a channel from ¢ to ¢t + 1. (4):

join new channel, (—): leave a channel, and (x): no change. In Fig. 5.2 (a), if the
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Vil o | 1] 0|1 V7| 0| 1 1|0 Vil o | 1] 0|1
V8| 0 0 1 1 V8| 0 0 1 1 V8| 0 0 0 1
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(a) the 1st time slice (b) the 2nd time slice (c) the 3rd time slice
Channel Size Frequency Size| C1 | C2 | C3 | C4

Vi (4,5),(4,6),(4,5) (*),(*) t=1| 3 4 5 6

V2 (5),{6),(5) (),(-) =2 3 4 6 6

V3 (6),(6,6),(5,6) {),(*) =3 3 4 5 6
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(d) spatial temporal information Media Channel IDs

Figure 5.2: An example of attacks on ESSN.

attacker knows that Bob subscribes to two channels with sizes 5 and 6, then he can
infer that node vg is Bob. In a temporal attack, the adversary is able to use the
target’s frequencies of joining or leaving the channels to identify him. For instance,
in Fig. 5.2 (a)-(c), although the sizes of vg and v;’s subscribed channels are the
same in all time slices, once the adversary knows that Alice has never changed her
subscriptions during that period, he can uniquely locate the corresponding node of
Alice, which is vg. In addition, this spatial-temporal background knowledge is easy

to obtain from most online social network platforms.

In order to defend the new identity disclosure attack, on a published ESSN graph,
we must ensure that any potential target’s temporal sequence regarding his subscribed
channels’ sizes and joining/leaving frequency is indistinguishable from that of at least

K — 1 other nodes. In the meanwhile, it must retain as much of the original graph’s
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information as possible. Compared to the static graph-related anonymization, the
privacy-preserved ESSN data publishing is more of a challenge in three aspects. First,
unlike the conventional topology information, such as node degree, ESSN’s data points
are much more sparse. For instance, if a graph contains 25 channels’ subscription
information, the probability for any two nodes having the same subscriptions at
a time is 1/2?°. How to partition the sparse data points into several anonymous
groups directly affects the final published graph’s utility. Second, the members of an
anonymous group should have the same final joining /leaving frequency and subscribed
channel size, which is usually determined by the majority. However, it is likely to
cause the unpopular channel-related data being discarded. Third, changing a node’s
subscription will cause the modification of other anonymous groups’ channel size and
frequency; there are issues of consistency and realizability. How to efficiently and

maximally preserve ESSN’s data utility under the new attack is an open problem.

In this chapter, we formalize the spatial and temporal information-based ESSN
anonymization problem, and we propose an effective three-step framework to solve
it. Due to the high dynamics of the channel size and frequency-related information,
one has to combine several different distance metrics for grouping, which is very
time-consuming. We notice that the inappropriate grouping usually happens when
nodes subscribe to different numbers of channels: the closeness is submerged by
the matching distance of the missing subscriptions. For reducing the happening
of these two situations, before creating anonymous groups, we first compress and
coarsely partition the data space according to the similarity of channels’ temporal
information. In order to preserve the utility of unpopular channels, we introduce
a new concept called equivalent channels: if a set of channels always have the
same size and joining/leaving frequency, then the adversary cannot discriminate
their subscribers from each other, purely based on these channels’ spatial-temporal

information. Extensive experiment results show the effectiveness of our approach in
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terms of privacy, utility, and efficacy.

5.2 Literature Review

This work focuses on publishing an anonymized social subscription network such
that, under STA, each social actor’s privacy is preserved. Unlike the conventional
papers, we use a more challenging system model, where the original data is a
time-varying graph, consisting of 7' discrete temporal slices. To the best of our
knowledge, only a few papers [78, 82| have considered the scenarios of continuously
privacy-preserved data publishing. Moreover, these papers only consider very simple
topology information, such as node degrees, and their problem only needs to
anonymize one type of information, while we have to make both NRS and NFS
indistinguishable among a set of nodes. The subscribed channels’ size-related attack
was first introduced by paper [83]. However, their attack model is only based on a
static graph, and they used a channel-unspecified distance to construct anonymous
groups. However, once the time dimension is disclosed, the adversary can easily
track the membership of any anonymous group, which can shrink the number of

indistinguishable nodes, or the attacker even uses the NFS to identify a target.

There are two types of re-identification attacks: active or passive attacks [77]. In an
active attack, an adversary intentionally embeds a special graph into a social network
before publishing and uses the knowledge about this graph to infer the identity of
nodes from the published network. In a passive attack, the adversary possesses some
knowledge about a target node and re-identifies the target by searching through the
published data with the knowledge. Essentially, both types of attacks are based on
graph matching. On a published social graph, if the adversary is able to uniquely
pinpoint a node satisfying the knowledge about the target, the privacy of the social

actor behind the node will be disclosed.
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To defend the re-identification attacks, most papers [84, 85, 78, 83] apply the
k-anonymity model: on an anonymized social graph, each node should have at
least k — 1 partners such that no one can distinguish them based on the associated
structural information. To achieve k-anonymity, paper [80] builds the anonymous
groups by creating automorphism graphs; work [86] groups similar nodes and builds
isomorphism among them; paper [87] partitions nodes into different groups and only
discloses the information at a group-level; article [88] injects edges with probabilities
of existence in a published social graph. Among all these schemes, isomorphism-based
graph anonymization is the main trend: Paper [79] creates isomorphic node degrees,
and works [81, 89] build isomorphisms on a local 1-hop graph. In this chapter, we

build anonymous groups by creating isomorphic NRS and NFS.

5.3 System Model and Problem Formulation

5.3.1 System Model

We consider the privacy-preserved data publishing over a time-varying social
subscription network. The system contains m channels (i.e. C' = {c1,¢2,...,¢m}).
In reality, the channels could be a star’s Twitter, a company’s Facebook page, or an
online discussion group. Based on users’ social interests, he may follow the account,
like the page, or join the group. For the ease of description, we generally call these
actions ’channel subscriptions,” and users can add or cancel the subscriptions. At
time slice ¢, the network is represented as a hypergraph G; = (V, E;) over a set
of vertices V' = {vy,vs,...,v,}. Let S(v,t) denote the set of channels that user v
subscribed to by time ¢. A hyperedge el € E; is defined as e} = {v;,v;,...|Vv;,v; €
V,er € S(v;,t) () S(vj,t)}. For a given time, the mapping between a hyperedge and
the corresponding channel is bijection. A data owner has T snapshots of the network,

and these snapshots form the evolving graph to be published, G = {G1, Gs, ..., Gr}.
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We use a n xm xT boolean matrix to store the whole evolving graph G, as illustrated

by Figs. 5.2 (a)-(c).

5.3.2 Attack Model

Privacy-preserved subscription data publishing was first proposed by paper [83].
However, their model only considers the privacy on a static graph. Once a published
subscription graph contains more than one temporal slice, it is vulnerable to spatial
and temporal attacks.

Definition 5.1. Edge Rank Let () be the edge rank, which is defined as the
number of users subscribed to a channel at time ¢, y(el) = |ek| , where | - | denotes
the cardinality of a set. y(el) = 0 if v; has not subscribed to ¢ at time ¢.

Definition 5.2. Node Rank The rank of v; at time ¢ consists of all related edge

ranks, Ry = (y(el.)), for Vi, € S(v;, t).

For example, in Fig. 5.2 (a), the vertices v; subscribes to ¢ and ¢3. The channel
¢y currently has 4 subscribers, and ¢z has 5, and therefore, the rank of v; is (4,5).
Similarly, for vs in Fig. 5.2 (b), since both of its subscribed channels have 6 subscribers,
the node rank is (6, 6).
Definition 5.3. Spatial Attack Given G;, a spatial attack is successful if the
attacker can uniquely identify v; from G} based on the background knowledge about

a target’s rank Rj.

Take Fig. 5.2 (a) as an example. If an adversary knows that Alice only participates
in a channel having 5 subscribers at ¢ = 1, then he is able to infer that vs is Alice.
Clearly, the success rate of a spatial attack is related with the uniqueness of a user’s
subscribed channels’ ranks. For the users who subscribe to some unpopular channels,
it is likely that the attacker can find them. However, publishing an evolving graph

gives more information, even for the users who only follow a few popular groups.
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For instance, in Fig. 5.2, v4 and vy have the same node rank at t = 1, but once the
attacker knows a target’s rank sequence in the first two slices, (3,5), (3,6), he also
can infer that the target’s corresponding node is vy.

Definition 5.4. Node Rank Sequence (NRS) v;’s temporal rank sequence is

represented as R;. = [R;1, R, ..., Rir].

Even if a set of nodes have the same NRS, the adversary may still be able to
identify some of them by exploring the frequency of joining/leaving channels. In
Figs. 5.2 (a)-(c), vg and v; always have the same rank, but, if the adversary knows
that Charles changed subscriptions from t; to ¢y, and 5 to t3, then based on the
changing pattern (Fig. 5.2 (d)), vy is likely to be Charles. Here, we only consider the
information about whether a user joins or leaves a channel. The general definitions
of node frequency sequence and the temporal attack are as follows.

Definition 5.5. Node Frequency Sequence (NFS) Node v;’s channel
modification frequency from ¢ to ¢ + 1 is represented as Fy; = (|S(v,t +
DA\S(v,t)],[S(v,t)\S(v,t + 1)|). v;’s frequency sequence is F;. = [F1, ..., Fyr_1)].

For example, in Fig. 5.2, F;. = [(0,0),(0,0)] since v; did not change the
subscriptions, and Fy. = [(1,0), (1, 2)] since vg added one channel subscription from
t to tg9, canceled two subscriptions and added a new one from t5 to ts3.

Definition 5.6. Temporal Attack For a given evolving graph G, if an attacker can
uniquely find node v; based on his background knowledge F;., then the privacy of v;

is disclosed.

In general, we call the attack using any combination of NRS and NFS Spatial-
Temporal Attack (STA). In reality, launching a STA is easy. For most social networks,
such as Facebook and RenRen, the real-time membership of a channel and its size are
shown to the public. As long as the attacker knows the data collecting time, he can

always launch the STA. When releasing a data set, the data owner usually publishes
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the data collecting time such that people can verify them. Admittedly, it may be hard
for an attacker to obtain the exact channel size at a given time; however, he is surely
able to find out an approximated size value. For instance, the subscribed channel sizes
that the data owner collected are R; = (125,352,1330), and the attacker may get
]/%\;5 = (143,358, 1342). In this case, during the attack, the attacker first defines several
magnitude levels, such as lp: (0,99], [1: (99,199] ..., and then, he converts the channel
sizes on both the attacking graph and background knowledge to the magnitude levels,
and uses them to construct the target user’s vertices rank sequence. Then, both R

and ]f%; become (I3, 13, l13). Hence, it is necessary to consider the STA-related privacy

leakage in ESSN.

5.3.3 Problem Definition

From a privacy aspect, our goal is to partition the nodes of an evolving graph
into disjoint K-anonymous groups, such that the members of each group are
indistinguishable, based their NRS and NFS. Note that, in our model, two nodes with
the same NRS (or NFS) does not indicate that the corresponding users subscribe to
the same channel. For instance, Alice subscribes to a perfume channel, whose size
changes as 2 —+ 4 — 8. Bob subscribes to a beer discussion page, and the page’s size
also changes as 2 — 4 — 8. Bob potentially could join the same anonymous group

as Alice.

From a utility aspect, we want to maximally preserve the original graph’s utility,
which corresponds to construct the anonymous groups by using a minimum number
of subscription modifications. There are two types of modifications: adding a
subscription (i.e. change 0 — 1 in a subscription table, like Fig. 5.2(a)) and canceling

a subscription (i.e. change 1 — 0 in the table), and we do not differentiate them.

Assume that an anonymized graph G’ contains a total of | anonymous groups.
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Let h be a n x [ boolean matrix: if h;y = 1, then v; is in the anonymous group g.
Let S'(v;,t), R., and F! denote v;’s published subscriptions, NRS, and NFS on @,

respectively. For saving more utility, we allow to use at most an dummy nodes, where

a € (0,1]. The evolving graph’s anonymization problem is defined as follows:

n 1 T
min Y Y hyx Y dist[S(v,t), S (v,1)]

=1 j=1
l
hij = 1, for Vi € [1,n]

j=1

!
Z_ Ukj = {0,1}, for Vk € [1, an]
J:

Zizlhiﬂ' + Zkzlukj > K, for Vj € [1,1]

Let | - | be the cardinality of a set, then dist[S(v,t),S"(v,t)] = |S(v,t)\S (v, t)| +
|S"(v,t)\S(v,t)|. The constraints guarantee that the members of an anonymous group
have the same NFS and NRS, each node belongs to one and only one anonymous group
(dummy node joins at most one group), and the size of any group is not less than a
pre-defined K. The problem is NP-complete. The basic proof idea is to reduce it to

the NP-complete problem, planar exact cover by 3 sets [90].

5.4 Overview

The goal of this chapter is to use a minimal number of 0/1-changes to create a
K-anonymized evolving graph such that every node is indistinguishable from at least
another K —1 nodes based on their NRS and NFS. It is an NP-complete problem, and
we propose greedy algorithms with high efficacy to approximate it. For the privacy
requirements, we notice that the information provided by NRS and NFS are partially

overlapped: for any two consecutive time slices, unless a social actor joins and leaves
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the same number of channels with the same sizes, all other joining/leaving events
can be captured by NRS. In this chapter, we approximate the optimal ESSN data
anonymization by first constructing anonymous groups according to the similarity of

NRS and then enforcing a uniform NFS within each group.

The distance metric measuring the similarity of nodes directly influences the final
constructed anonymous group. But, the distance calculation between a pair of social
actors must be conducted in the same space. The unique data structure of NRS
put us in a dilemma: both the channel specified distance metric and unspecified
one have defects. In a channel specified distance metric, each media channel is
mapped to a unique data dimension, and the value at a dimension is determined
by the corresponding hyperedge’s rank. However, unless users subscribe to the same
channels, which is rare, the metric will inevitably make the NRS data points sparse

(grouping becomes meaningless when data points no longer cluster together).

Paper [83] adopts a channel-unspecified metric: for a node rank, it sorts rank values
in descending order, and fills the missing dimension with zeros such that all nodes have
the same number of dimensions. The distance is calculated as the norm-2 distance.
For instance, assume that users subscribe to at most 3 channels. The data point of
v;’s node rank, R; = (38,60), is represented as (60,38,0). There are another two
users v; and vy, with R, = (48,30, 21) and Ry, = (60,40, 37). The distances between

them are computed as dist(v;,v;) = /(60 —48)2 + (38 — 30)2 + (0 — 21)2 = /649
and dist(v;,vg) = v/500. Compared to v;, it seems v; is closer to v,. However, in
reality, putting v; and v; in the same anonymous group costs much less effort than
putting v; and v, together since the former case only needs to add one more channel
subscription, while the later one needs membership modifications in three channels.
The essential problem is that the matching distance caused by the missing dimensions

fully conceals the differences of the other dimensions.
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In order to save more utility, we design a mixed strategy for the distance
calculation. At a higher level, we use a channel-group-specified distance metric to
compress and partition the data space into several regions, and at a lower level,
anonymous groups are constructed based a channel-unspecified metric. When social
actors subscribe to different numbers of channels, our approach forces data points
only to compare with some suitable points, which are partially similar to each
other, instead of the nodes, who have same dimension but totally different rank
values. After anonymous groups are formed, each group will find a group-based
NRS. However, the modification of a user’s subscription will also change the rank
of his subscribed channels. There are consistency and realizability issues among the
NRS values of different groups. We design an algorithm to solve it and enforce the
NFS-indistinguishability at the same time. All of the above approaches build up
a three-step framework: space compression, anonymity construction, and realizable

publishing.

5.5 Space Compression

In order to avoid inappropriate grouping and enhance the efficacy of the
anonymization algorithm, we compress the original sparse data space into a smaller
one, such that users, who subscribe to similar-sized channels, are close to each other
in the new space. Based on the clustering, space is further partitioned into subspaces,

and anonymous groups are constructed within each subspace.

We first define the channels’ similarity as the norm-1 distance between their edge

ranks at each temporal slice.

dist(c;, ¢j) = Z \/[7(65) - 7(63)]2

t=1
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Algorithm 12 The construction of the mapping function M

1: Create same-position groups: g; < {c¢;},Vi € [1,m]

2: while |{gi|g; # ¢}| > [5l] do

3:  for Every pair of non-empty groups g; and g; do

4 chclegi Ug; dist(c,c’)
l9il+1g;]

5 Find the group pairs ¢/, g;- with the smallest merging cost

6: g+ 9:Ug; and g} < ¢

7: Based on the non-empty position groups {g}, create function M

Compute the group merging cost:

Let 3 be a system-defined parameter, which controls the total number of dimensions
in the compressed space. In the new space, a node rank at time t is represented by
a vector Pi[t] = (P[t][1], B[t][2],. .., B[t][F]), and node v;’s NRS is stored in a 7" x 3
matrix, P;[-][-]. Let M(c) denote a mapping function from a channel to a dimension
d in the new space, 1 < d < 3, and M~!(d) indicate a set of channels mapped to
d. The function M(-) is constructed such that the overall mapping costs to the (

dimensions are minimized as follows:

B
min Z Z dist(c;, ¢j)

d=1 Ci,CjGMfl(d)

We propose a hierarchical clustering scheme to create the mapping function M(+),
as shown in Algorithm 12. In line 1, each channel is assigned with a unique group.
When the system contains more than [ non-empty groups, Algorithm 12 repeatedly
computes the average costs for merging them (line 4), and always combines a pair
of groups with the smallest cost (lines 4-5). Algorithm 12 stops when it contains
exactly 8 non-empty groups, and M(-) is constructed based on the remaining groups:

if ¢, € g, then M(c) = M(d);if c€ g, ¢ € ¢’ and g # ¢, we have M(c) # M(c).

Based on M, the coordinates (i.e. P;) of v; in the compressed space are determined
as follows: if ¢; € S(vy, ), then Bi[t][M(c;)] = |y(€})|. However, it is inevitable to have
collisions: if Ju;, ¢ such that ¢, € S(v;,t) and M(c) = M(c'), then the situation is

called “collision”. In order to solve it, channels are assigned with different priorities,
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which are based on their overall number of subscribers (i.e. Zle |v(e)]). When
collision happens, the corresponding dimension is taken by the channel with a higher
priority. The advantage of this approach is to keep the data points of large channels

together.

The compressed space is partitioned by the K-means algorithm. The distance

between any two social actors is calculated as the sum of absolute differences between

their coordinates: dist(P;, P;) = S.1_, Soe_, /(Bt[E] — P;[t][k])2. Note that, due
to the collision, directly creating anonymous groups in the new space will inevitably
cause unnecessary utility loss, especially for a small anonymous group size K. Here,
we are interested in grouping the nodes who subscribe to the channels with similar
ranks such that, during the later refine phase, nodes with very different subscriptions

will not join the same anonymous group.

5.6 Anonymous Group Construction

Within each partitioned subspace, nodes will be further divided into different
anonymous groups according to the similarity of their original NRS values. Note
that, although this session purely uses NRS to construct anonymous groups, we still
cannot ignore the existence of NFS during the algorithm design. For the spatial
attack on a single time-slice graph, as long as the nodes from an anonymous group
have the same node rank, that group is privacy-preserved. For example, in Fig. 5.2(b),
although v, and vz subscribe to different channels, they are privacy-preserved (i.e. 2-
anonymous) since the attacker cannot discriminate them based on the rank value. So,
from a privacy aspect, since there is no difference for a user to subscribe to either cg3
or ¢4, these two channels are equivalent at that time. However, in ESSN, due to the
existence of NRS and NF'S information, such an equivalency should be built based on

users’ personal temporal-subscription sequences.

129



Let Rj(ci) denote the edge rank of v;’s subscribed channel ¢; at time ¢t. The

matching distance between a pair of users’ any two channels’ rank sequences are

defined as follows: dist [R;.(c), R;.(¢')] = Zthl \/[R,-t(c) — R;i(¢")]”. Note that, even
if both v; and v; subscribe to ¢, R;.(c;) may be unequal to R;.(¢x) since v; and v;
could subscribe to the channel at different times. If v; has not subscribed to channel ¢
at time ¢, then R;(c) = 0. For instance, in Fig. 5.2, both vg and vy have subscribed to
c3, but Ry.(c3) = [5,6,0] and Ryq.(c3) = [0,0,5]. Since users may subscribe to different
numbers of channels, their NRS values could have different dimensions. How to define

node similarity is the key of constructing anonymous groups.

In this chapter, we define a channel-semi-specific similarity metric. For any two
data points from the same subspace, we use the minimum number of changes for
transforming one point’s NRS to another as their similarity. Let S(v;) denote the
set of channels to which v; has subscribed, S(v;) = Uthl S(vi,t). The similarity
calculation of v; and v; consists two parts: For the channels subscribed by both of
them (¢, € S(v;)[)S(v))), their distance is calculated as dist [R;.(cx), R;.(c)]; For
the channels subscribed by either v; or v, ¢ € (S(v;)\S(v;)) U(S(v;)\S(v;)), we
find one unchecked channel subscribed by the other user, which has the smallest
distance with ¢, and compute their distance. For example, suppose that v; follows
channel ¢; from ¢ to t 4+ 2 (the size changes as 3 — 8 — 7) and channel ¢, from
t+ 1 tot+ 2 (the size is 7 — 18); Ri.(c1) = [3,8,7], and R;.(c2) = [0,7,18]. v,
only follows ¢z, and R;.(c3) = [9,7,17]. The matching distance between v; and v; is
(B4+8+T7)+(J0—=9]+|7T—7|+]18 — 17|) = 28 when converting v;’s co-related NRS
values to v;’s NRS.

For showing the effectiveness of the channel-semi-specific metric, we also propose
a channel-specific one. Let p;;(c)) denote the subscription similarity of v; and v; for

channel ¢, and let p;; represent their overall subscription similarity. Considering that

the channel size is an important factor during the construction of anonymous group,
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Note that p;; purely reflects users’ similarity for subscribing to the exactly same

pi; is defined as: p;; = %ZZ; pii(cr), where p;;(ck)

channels. Whether a pair of nodes belongs to the same anonymous group depends
on their similarity. In Chapter 5.8, we compare these two metrics and show that the
channel-semi-specific one saves more utility. However, here, we collectively call the

results of the metrics 'matching distance’, and use d;; to represent it.

Within each subspace created in Chapter 5.7, we use a bottom-up hierarchical
strategy to build the anonymous groups, as shown in Algorithm 13. The algorithm
first treats each node as a unique anonymous group (line 2) and gradually merges
some groups into a larger one. For any two non-empty groups, whose size is smaller
than K, it computes the average cost for merging them (lines 4-6). Once the size of a
resulting group is no less than the required anonymity level K, the algorithm will not
modify its membership anymore. Let ny be the number of non-empty groups, whose
size is smaller than K, and let n, be the total number of nodes from these groups.
If we want each of these groups to form a K-anonymous group individually, we need
at least Kn, — n, dummy nodes. When the smallest merging cost is greater than
a pre-defined threshold and the system contains a large enough number of dummy
nodes (lines 7-8), the algorithm stops merging and adds dummy nodes to each of the
remaining groups, whose size is smaller than K (line 11). All of the non-empty groups

are the constructed anonymous groups.

On the final graph G’, all the members of an anonymous group must have the
same NRS (also NFS). So, we need to select a Group-level NRS (G-NRS) for each
constructed group. Later, the original ESSN graph will be modified according to it;

an inappropriate G-NRS will cause more utility loss.

During the construction of G-NRS, two issues should be considered. First, when

does an anonymous group join/leave a channel? Consider that, when adds/removes
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Algorithm 13 The construction of anonymous groups
1: Compute the distance d;; between any pair of nodes
2: Create anonymous groups: g; < {v;},Vi € [1,n]
3: while 3¢,0 < |¢g| < K do
4:  for Any groups g and ¢’ satisfying |g|, |¢'| € [1, K) do
Compute grouping cost: ¢g <= 3, cg.eq dij/ (9] +19'])
Find the groups g;, g; with the smallest cost
o ¢ ScigperK — lol). ng {510 < || < k)|
if ¢y < cj || ny +an < K- ng, then
9i < 9iUyj and g; < ¢
10:  else
11: Add dummy nodes to the remaining groups

nodes to/from a channel, the node ranks of the channel’s other subscribers will also
be changed. Modification costs are related to, not only the number of nodes that
have been added/removed, but also the channel’s size. Given an anonymous group
g and time t, the cost for letting the existing subscribers to leave a channel ¢ is
about y(el)|{v|v € g,v € e }|, while the cost for letting non-subscribers to join ¢ is
v(eb){v|v € g,v ¢ e, }|. At any time, a group’s joining/leaving decision is determined

by choosing the action with a less cost (function cost; in Algorithm 14).

The second issue is whether to build equivalent channels. Consider that some
channels may not be popular. In order to save more data utility, we convert certain
channels, who have similar size-changing patterns, into equivalent channels such that
they always have the same size; the subscribers of these channels can be put into the
same anonymous group, even if they subscribe to different ones. When ¢;, and ¢}, are
used as equivalent channels, the minimal cost for an anonymous group g to form a G-
NRS is given by function costg in Algorithm 14: For each time ¢, if the total number
of group members subscribed to either ¢, or ¢ is less than half of the group size, these
subscribers will be removed from the channels, the cost of which is given by line 19;
otherwise, the whole group will use the larger channel’s rank, max(y(ek),v(ek,)). The
cost of this operation comes from three parts: (1) joining costs for the group members,

who are not subscribing to either ¢; or ¢; (2) the costs for letting the members
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Algorithm 14 Equivalent channels’ construction
1 if 37 (costi(c,g) + costi(c, g) — costp(c,c,g)) > 0 then

2:  Make ¢, and ¢, NRS equivalent

3: Function cost;(cg, g):

4: Costy < 0

5: for t < 1to 7T do

6: if [{v|v € g,v € €L }| > |g|/2 then

7: Costy + Costy +~(el) - [{v|v € g,v ¢ e }|

8: else

9: Costy < Costy +y(eb) - [{v|v € g,v € e} }|

10: Function costg(cy, ¢}, 9):

11: Costg < 0

12: fort <+ 1 to 7T do

13: if {v|jv € g,v el ||veel} >|g|/2 then

14: if y(et) > ~(el,) then

15: Costg < Costg + (y(eh) — y(el)|{v ¢ el,v € el }| + (el ){v ¢ e, el } +
e o € el

16: else

17: Costg <+ Costg + (y(el,) —v(el))|{v|v ¢ el,,v € el }| +~(eb))|{v]v & ek, et} +
v(ep){vlv € e),ef

18:  else

19: Costp + Costg +(eh)|{v|v € eb}| + v(eh)|{v € e}, }]

subscribed to both channels leave the smaller one; and (3) the cost for increasing
the smaller channel’s size to max(y(ek),v(el/)). Given two channels, Algorithm 14
compares the overall costs for keeping them independent (cost;) in all anonymous
groups and the costs for using them as equivalent channels (costg). If enforcing
equivalency can save more utility, Algorithm 14 always keeps the channels having
the same rank. Our system first builds several pairs of equivalent-channels, and then

determines the final G-NRS (with a minimal cost) for each anonymous group.

5.7 Realizability and NFS Indistinguishability

A channel’s subscribers may belong to different anonymous groups. Although
each constructed anonymous group has its own G-NRS, which has the minimal
modification costs to construct the corresponding graph, the G-NRS values from

different groups may conflict. For example, v;,v; € e} but v; € g,v; € ¢'; because
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G-NRS is independently created by each group, it may occur that the corresponding
G-NRS of g is 10, while that of ¢’ is 15; clearly, inconsistency happens, since hyperedge
el can only have one rank at a time slice. Moreover, suppose there is a channel with
5 subscribers but all of them require the corresponding rank value as 4. Since a
channel’s rank is determined by the number of subscribers, the required value is
not realizable. Therefore, different anonymous groups’ G-NRS should be adjusted.

Moreover, the NFS indistinguishability should be enforced into every group.

The indistinguishability of NRS and NFS in an anonymous group can be achieved
by either letting all its members always join/leave the same channels together, or
letting the members simultaneously subscribe/unsubscribe to one of the equivalent
channels that always have the same rank. Channels can be categorized as independent
(regular) channels and equivalent channels, which have been established in the
previous section. The problem of constructing realizable G-NRS and enforcing NFS
indistinguishability will be solved by different approaches according to the types of

related channels.

Let S(g,t) denote a set of channels that the G-NRS of anonymous group g contains
these channels-related ranks at time slice t. For an independent channel ¢, if
cx € S(g,t), the original tth ESSN subscription table will be modified such that the
corresponding members’ values under the ¢; column are 1s (i.e. subscribed); similarly,
if ¢, ¢ S(g,t), the values are Os (i.e. unsubscribed). In order to guarantee that
different groups’ cp-related G-NRS are realizable, the corresponding G-NRS values

are set to ng H{vilvi € g,¢c, € S(g,t)}.

Equivalency is a transitive property, and therefore, the constructed equivalent
channels build up several equivalent-channel groups (e-group for short). The channels
of an e-group may be subscribed by nodes from different anonymous groups, which

join/leave the channels at different times. Once an anonymous group unsubscribes
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from an e-group, the sizes of the resulting channels could be different. Admittedly,
rearranging the remaining subscribers within the e-group can make these channels
equivalent again, but it may also cause NFS-related disunity within an anonymous
group. Clearly, the cooperations of anonymous groups are necessary for keeping the
equivalent channels at the same physical size (i.e. realizable NRS) and changing

pattern (i.e. indistinguishable NF'S).

In order to maintain the equivalency within every e-group, any anonymous group,
who subscribes to equivalent channels, should be further modified such that the
resulting G-NRS satisfy one of the following two theorems. The system will the
final anonymized graph according to the G-NRS with the least modification cost.
Theorem 5.7. If each channel in an e-group is subscribed by the same number of
nodes from an anonymous group, the indistinguishability of the remaining subscribers

is maintained when the anonymous group joins/leaves the channels.

Proof. Assume that only anonymous group g changes subscriptions from ¢ to t41. Let
C ={c,...,c,} denote an e-group with x equivalent channels, and their edge ranks
satisfy y(ef) = y(e}) for Vey, ¢; € C. When Ve; € C is subscribed by same number of
g’s members, we have |[{v|c; € S(v,t),v € g}| = [{v|¢; € S(v,t),v € g}| = |g|/z for
Vei, ¢ € C. After g joins O, the ranks still satisfy y(e/™") = y(ef™!) = y(el) + |g] /=
(i.e. NRS indistinguishable). Since node can only subscribe to one channel in
each e-group, after joining, |S(v;,t + D\S(v;,t)| = [S(vi,t + D\S(v,t)] = 1
and |S(v;, t)\S(vi,t + 1)| = |S(vs, t)\S(vi,t + 1)] = 0 for Vu;,v; € g (i.e. NFES
indistinguishable). The leaving case can be proved in a same way; we skip that

part. U

Theorem 5.8. Given a set of anonymous groups that simultaneously join/leave an e-
group, if each channel of the e-group always contains the same number of subscribers

from this set, then the joining/leaving of these anonymous groups will not affect the
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existing privacy protection.

Proof. Let A = {¢1,...,9,} denote a set of anonymous groups. Assume that only
g1 to g, change their subscriptions from ¢ to ¢t + 1. Like the proof in above, for the
e-group, y(ej) = v(e}). When Ve¢; € G has the same number of subscribers from A,
we have [ c {vlci € S(v,t),v € g} = [U,ealvle; € S(v,t),v € g}]. When g
to g, add subscriptions to C, the ranks still satisfy y(ef*') = y(ef) + |U,ca{vlci €
S(v.t),v € g} = y(ef*") for Ve;,¢; € C (i.e. NRS indistinguishable). Since g; to g,
always simultaneously join/leave C' and each node can only subscribe to one channel
from an e-group, the joining/leaving frequencies of the nodes in A are the same (i.e.

NF'S indistinguishable). O

5.8 Performance Analysis and Evaluation

In this section, we conduct extensive experiments to evaluate the performances
of our proposed schemes. To mimic the channel subscriptions of human beings, we
first build a feature space with 5 dimensions. Each node and channel are randomly
associated with some feature values. Based on the similarity of the features, we
generate a threshold for each user channel pair. Consider that not all channels
are popular. FEven if the feature distances are the same, the thresholds may be
different. During the simulation, at each time, we generate some random numbers; if
the corresponding number is smaller than the threshold, we let the user subscribe to
the channel; otherwise, the user has to leave it. The general setting of the synthetic
data is as follows: there are 4,000 nodes, 200 dummy node, 25 media channels, and
the total number of time slices is 10. The experiments are conducted with MATLAB
2013b, running on a local machine with an Intel Core i7 Q720 and 12 GB RAM.

First, we check the importance of generating the K-anonymous for the whole

temporal sequence. We compare our approach with the method, which only
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Table 5.1: The privacy risks analysis
Anonymous level K=10 | K=20 | K=30 | K=40 | K=50

Whole sequence (%) | 0.425 | 0.108 | 0.093 | 0.023 | 0.023
Slice-by-slice (%) | 96.758 | 96.124 | 95.692 | 95.477 | 95.461

anonymizes a graph in each single time-slice. For quantifying the privacy, we follow
paper [91]’s approach. The privacy risk of the whole graph is represented by R(G),
which is defined as: R(G) = |—‘1/‘ XD ey m where A(v) is the anonymous group of
node v, V represents all nodes on a given graph GG, and | - | is the cardinality of a set.

Table 5.1 shows the simulation result on an evolving graph with 5 slices. Clearly, the

single slice-based anonymization loses most users’ privacy.

Compared to the single slice-based anonymization, we further measure the extra
utility loss of our approach in Fig. 5.3. The utility loss is calculated as the number
of values that have been changed (i.e. 1 — 0 or 0 — 1) on the subscription tables for
all time slices out of the total size of the tables. At a given time, if a user originally
belongs to a channel, but the subscription is removed from the published anonymous
graph, we call this situation false negative. Similarly, if there is no subscription on
the original graph, but we add a new one due to anonymization, we call it a false
positive. In Fig. 5.3, we compute the average false positive and false negative rate.
From Fig. 5.3(a), we can see that the false positive rate of our approach is even lower
than that of the single slice-based anonymization in 1% to 3%. As for false negative
(i.e. Fig. 5.3(b)), our approach has about 1.5% to 3% more utility loss. Based on the
results of Table 5.1 and Fig. 5.3, our approach sacrifices a small amount of utility but
significantly improves the data privacy. Moreover, even for the slice-based approach,
the overall subscription modification rate is around 25% to 30%. The ratio between

the number of users and that of channels affects this basic modification rate.

Next, we consider the impacts of the subscription modification on node community

features. When a pair of users simultaneously subscribes to the same channel, then
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Figure 5.3: Utility loss: whole sequence-based approach vs. single slice-based.

Table 5.2: The impacts of similarity metrics (Chapter 5.6)

Anonymous level K=30 | K=40 | K=50 | K=60 | K=70
Specified compare (%) | 37.89 | 37.90 | 37.92 | 37.93 | 37.93

Semi-specified (%) 29.11 | 31.46 | 31.66 | 33.19 | 33.42

we logically add a virtual edge between them since they share the same type of social
interests. All the virtual edges form an interests-sharing graph, and in this part of the
simulation, we test the edge modification rate of the interests-sharing graph before
and after anonymization. On Fig. 5.4, although the overall modification rate of the

original ESSN is around 30%, the impacts of anonymization on the interests-sharing

graph is small.

In Chapter 5.6, we propose two similarity metrics for grouping similar nodes:
a channel-semi-specific and a channel-specific. We test the impacts of using these
metrics on the utility loss of the final published graph, which is shown in Table. 5.2.
Since the data space is very sparse in our problem and nodes may have different

dimensions, inappropriate grouping is easy to occur when using the channel-specific

similarity metric. Therefore, it has more utility loss.

Since our model allows the usage of dummy nodes, we test their impacts in Fig. 5.5.
During the simulation, we let the size of anonymous groups be at least 60, and take

the subscription modification rate as utility loss. Since the tested number of dummy
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Figure 5.4: UL vs. intragroup error.  Figure 5.5: Impacts of dummy nodes.

nodes does not overwhelm the system, the utility loss rate is slightly reduced.

Fig. 5.6 tests the impacts of date space compression intensity on the execution
time. When compressing and partitioning the original data space, the compression
intensity partially influences the size of the partitioned regions since it changes the
data points’ clustering degree in the compressed space. With the growth of the
compression intensity, the execution time first drops down and then slightly goes up.
The reason for this phenomenon is that, at the low-intensity phase, the data space
is still large and a lot of time is used for finding the data clusters, while at the high-
intensity phase, more nodes may be put into the same region, which causes more

execution time to be used for constructing the anonymous groups.

On an ESSN graph, the number of involved channels directly affects the hardness
for constructing anonymous groups. The more channels that are considered, the fewer
chances it has of having nodes with similar temporal subscriptions, which also means
that more edge modifications will be used during anonymization. Moreover, for the
same set of nodes, constructing a larger anonymous group will cause more utility loss.

Fig. 5.7 is consistent with our expectation.

The basic idea of equivalent channels is to group several similar and unpopular
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Figure 5.8: The effects of equivalent channels.

channels together such that their subscription information can be partially preserved
in an opportunistic manner. As shown in Fig. 5.8 (a), when an evolving graph contains
a few temporal slices, creating the equivalent channels can save data utility. However,
once the total number of the time slices is beyond a value, the uniqueness of these
channels overwhelms their similarity, and establishing anonymous groups without
equivalent channels saves more utilities. Fig. 5.8 (b) shows the absolution number of
edge modification saved by using equivalent channels. It seems there is a trade-off
between the total number of channels, the size of anonymous groups, and whether

the equivalent channel is being used or not.
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Figure 5.9: The effects of complementary anonymous groups.

Last, we check the impacts of using complementary groups (i.e. the anonymous
groups satisfy Theorem 5.8) in Fig. 5.9. In order to guarantee that the members
of an anonymous group have the same NRS and NFS, we must make sure that the
node’s joining/leaving frequency of each equivalent channel are the same. However,
since most anonymous groups’ members do not uniformly subscribe to the equivalent
channels, having the concept of complementary groups gives more flexibility to the
final subscriptions. From Fig. 5.9 (a) we can see that, once a system decides to
use equivalent channels, establishing the complementary groups can always save
utilities, and Fig. 5.9 (b) shows that using the complementary groups can save tens

of thousands of subscriptions.

5.9 Chapter Summary

Over the past decade, we have witnessed an explosive growth of Online Social
Network (OSN), and many applications have been designed by using certain social
information. More and more institutions are willing to publish and analyze the OSN

data.

Recently, people begin to consider the data publishing of time-varying social
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networks, also called evolving networks. Due to the increment of a time-dimension,
the published data of an evolving social network is more vulnerable than that of the
static one. In this chapter, we study the privacy-preserved data publishing of ESSN,
and we propose a new type of attack, called the spatial-temporal attack. This attack
can efficiently identify a target even if the evolving graph only contains a few time

slices, and its background knowledge is easy to obtain.

Unlike conventional models, our problem requires the spatial-temporal
anonymization on two types of information: subscribed channels’ sizes, and
frequencies of joining/leaving channels. The construction of such an anonymous group
is challenging in three aspects. First, ESSN’s data space exponentially grows with the
number of channels, which makes the data points sparse. Second, changing a node’s
subscription will further cause the modification of other anonymous groups’ channel
size and frequency; there are consistency and realizability issues. Third, unpopular
channel-related data are likely to be discarded during anonymization. In this chapter,

we propose a three-step framework to solve the above issues.
The contributions of this chapter are as follows:

1. To our best knowledge, we are the first to study the anonymization of ESSN,
under the spatial-temporal attacks. The proposed attack model is efficient, and
the accessibility of the attack used background knowledge is the same as that

of the traditional topology information.

2. We design several approaches to deal with the sparse data issue, high data

discarding rate of unpopular channels, and the realizability of the final graph.

3. We conduct extensive experiments to show that our methods can efficiently
provide spatial-temporal privacy protection with a reasonable amount of utility

loss.
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CHAPTER 6

PRIVACY-PRESERVED SOCIAL
INFORMATION PUBLISHING WITHIN A

DISTRIBUTED SYSTEM

In this chapter, we study the privacy-preserving data publishing problem in
a distributed scenario. Many smartphone-based applications need microdata,
which provides information at the level of individual respondents. Publishing a
microdata table may leak respondents’ privacy. Conventional research on privacy-
preserving data publishing focuses on providing identical privacy protection to all
data requesters. But, in social networks, information usually propagates from friend
to friend, instead of being trapped in a small coterie. As a result, multi-level privacy
protection should be provided: along a data propagation path, a series of tables
will be locally created at each participant, and the tables’ privacy-levels should be

gradually enhanced.

However, the tradeoff between the created tables’ overall utility and their
individual privacy requirements are not trivial, especially for distributed schemes:
any improper sanitization operation under a lower privacy requirement may cause
dramatic utility loss on the subsequent tables. In order to solve the problem, an
approximation algorithm is designed by previewing the future privacy requirements
during data propagation. Social-crowdsourcing system, which is introduced in
Chapter 3, can directly adopt this chapter’s data anonymization algorithm if the

privacy issue is considered and the social information used in social-crowdsourcing is
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propagated via multi-hop relays.

6.1 Introduction

Learning others’ social features can significantly improve the performance of
many mobile social network-related tasks, such as data routing [92], personalized
recommendation [93] and social relationship prediction [94]. In these scenarios, a
participant needs access to a large volume of personal information in order to spot
the pattern [95]. A dataset, which consists of the information at the level of individual
respondents, is known as microdata dataset. In order to protect the privacy of each
individual respondent, data holders must carefully sanitize (also known as anonymize)
the dataset before publishing. In the past decade, many privacy standards have been

proposed, such as k-anonymity [96], [-diversity [97], and t-closeness [98].

Unlike the conventional centralized database system, where data requesters directly
interact with data owners, information on a mobile social network is disseminated
from user to user via multi-hop relays. Considering the well-known limitations with
centralized systems, such as system bottlenecks or a single point of attacks problem,
in this chapter, we study the problem of multi-hop relay-based privacy-preserving
data publishing, where a microdata table is gradually propagated from its original
owner to distant people. However, under this scheme, the recipients will present
different trust levels regarding the original data owner. Intuitively, after each time of
relay, one should further provide more privacy protections on the data. For example,
in Fig. 6.1(a), along a social path with length K, each user eventually will get one
copy of vy’s table, and we need the tables’ privacy to be gradually reinforced, as
shown in Fig. 6.1(b). Data privacy and data utility are naturally at odds with each
other [95]: The more privacy a dataset preserves, the less utility the dataset has. This

propagation scheme creates a unique problem: ‘for a group of friends, how can they
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Figure 6.1: An example of the target problem. Black nodes create a social chain with
length 4, dash lines represent the enhanced privacy requirements, and
bars stand for the real privacy value of the table.

create a series of tables with maximal overall data utility, and assure that the tables’

privacy are increasingly protected at the same time?’ To our best knowledge, this

unique problem has never been proposed or solved.

Take Fig. 6.2 as an example. Suppose that [-diversity is the privacy requirement,
and the total target propagation distance [ is equal to 2. Assume that the
corresponding participants are vy, vy, and vo. With the growing of the propagation
distance, the parameter [ becomes larger and larger (i.e. after the first hop, the table
should satisfy 2-diversity, and after the second hop, it should satisfy 3-diversity).
The original dataset is given by Fig. 6.2(a). Figs. 6.2(b) and (c¢) give the results by
directly using anonymizing operations on the original table 7. We can see that the
sanitized values are different in these two tables. However, during multi-hop relays,
a participant can only observe the table passed from the previous one, and therefore,
if vy gives Ty to vy, vy can only obtain Fig. 6.2(c), instead of T5. Consider that
the tables, which satisfy (I+1)-diversity, must satisfy [-diversity. For vy, he has two
options for sending the dataset to vy: he either sends T3 or T;. For the first case,
the user v; only needs to forward T3 to vy without any changes, while for the other
case, v, should further sanitize T and send the result T3 to vy. Clearly, we cannot
simply claim which approach is better; this is because it depends on the utility value
of each attribute. For instance, if we define that any suppression operation costs 1

unit of utility, then the first option loses a total of 12 units of utility (as 6 units of
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utility are lost for 77), while the second one costs 16 units (as 4 utility units are lost
for Ty and 12 for T3). However, if the age attribute is more important than the zip
code, assuming that suppression on age costs 2.5 units of utility and suppression on
zip code costs 1, the utility loss of the second option becomes 28, while that of the

first option is 30.

In order to solve the problem, we first propose two greedy schemes: a bottom-up
algorithm and a top-down algorithm. The bottom-up algorithm works at the tuple-
level, and it always merges similar tuples into one equivalent class until all classes
meet the corresponding privacy requirement. The top-down approach is based on the
observation that the larger an equivalent class is, the safer its members are. This
approach considers how to split a table into the maximum number of sub-tables, such
that each small table has the required privacy protection. By comparing the results of
both algorithms, we propose another approximation algorithm for optimally creating
a series of tables. Consider that if a table satisfies a higher privacy requirement,
then it also meets the lower one. At each participant, the algorithm does not simply
maximize the data utility at its required privacy-level; instead, it takes future, more
stringent privacy requirements into consideration. Extensive simulation results show

that more data utilities are preserved by adopting our scheme.

6.2 Literature Review

Privacy-preserving data publishing has received considerable attention in the past
decade. Based on the different goals of privacy-preservation and data features, a
variety of privacy protection techniques have been designed. Statistical databases
are used for the purpose of statistical analysis, and it aims to provide aggregated
knowledge. Since intelligent users may use a combination of aggregate queries to

derive information about an individual record, statistical databases need privacy
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Name Age Zipcode | Disease Age | Zipcode | Disease
Ashley 23 19024 | Hepatitis 1 23 19024  Hepatitis
Brooke 23 19024 Brochitis 2 23 19024 Brochitis
Charish 28 19024 Flu 3 28 19%** Flu
Dave 28 19122 Cancer 4 28 19%** Cancer
Ellen 29 19122 Hepatitis 5 2% 19122 Hepatitis
Frank 24 19122 Brochitis 6 2* 19122 Brochitis
(a) TO: Patient Data (original) (b) T1:2-diversity table
Age | Zipcode | Disease Age | Zipcode | Disease
1 2% 19024 Hepatitis 1 2% 19%** Hepatitis
2 2% 19024 Brochitis 2 2* 19%** Brochitis
3 2% 19024 Flu 3 2% 19¥** Flu
4 2% 19122 Cancer 4 2* 19*** Cancer
5 2% 19122  Hepatitis 5 2% 19***  Hepatitis
6 2% 19122  Brochitis 6 2% 19*** Brochitis
(c) T2:3-diversity table (d) T3: 3-diversity table (based on T1)

Figure 6.2: Generated tables based on requirements with different privacy levels.

protection. Commonly used privacy-preservation techniques in this field include
adding random noise while maintaining certain statistical features [99, 100], and
making perturbation on the query-results [101, 102]. Differential privacy [103, 104]
aims to provide an indistinguishability regarding the existence of an individual
respondent, during interactive queries. Unlike traditional approaches, differential

privacy puts restrictions on the release mechanism instead of the original dataset.

Unlike a statistical database, a microdata database publishes information at
the level of individual respondents [105], and its records are unperturbed. In
order to preserve individual respondents’ privacy, many privacy metrics have been
developed, such as k-anonymity [96], I-diversity [97], and t-closeness [98]. In order to
achieve these metrics, certain anonymizing operations are adopted; generalization
and suppression [106, 107] to quasi-identifiers are the most two commonly used
operations. Essentially, the anonymizing operations divide tuples of a table into
multiple disjoint groups, and the tuples from the same group form an equivalence
class. k-anonymity requires that the size of each group must be at least k; I-
diversity needs each group to contain at least [ unique sensitive values, and ¢-closeness

requests the distribution of the sensitive attributes within each group to be similar
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to the distribution within the original dataset. In order to maximize the anonymized
table’s utility, many top-down or bottom-up approaches [108, 109, 110, 111] have been
proposed based on different anonymization requirements. However, almost all of the
existing studies focus on providing a single privacy-preserving level, while, in practice,
the recipients are not equally trustable [112], especially on a social network. To our
best knowledge, only papers [112, 113] consider multi-level privacy preservation on
statistical databases. Due to the differences about the goal of privacy-preservation
and anonymizing operations, their approaches cannot be applied to microdata tables.
Moreover, they use a centralized scheme, but our problem considers a distributed

scenario.

The cost of privacy is the loss of data utility. For a centralized database system,
before publishing a table, the data holder first defines a privacy requirement, and then,
anonymizes the table with the minimal utility damage. Certain works [95, 114, 115]
have been done on this kind of tradeoff between privacy and utility. However, few
people have worked on the privacy-utility tradeoff about multiple related tables. Unlike
the traditional database, propagating a dataset along a social path with enhancing
privacy-preserving requirements essentially creates multiple mutually-related tables.
In practice, it is often necessary to maximize the overall utilities of the whole tables,
instead of simply optimizing one table’s utility. Also, the optimization of overall
utility is usually not equivalent to the simple combination of individual tables’ optimal

results, as we have shown in Chapter 6.1.

6.3 Problem Model and Formulation

Conventional privacy-preserving data publishing problems focus on providing
uniform privacy protection to all requesters, and therefore, in their models, the

database is the only source of information. However, in real life, information usually
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Table 6.1: Notations used in this chapter

Notation ‘ Description

) a pre-defined privacy threshold, § € (0, 1).
l the length of propagation.

m the total number of tuples.

n the number of attributes.

v; the ith node on a social chain, i € [0, 1].
T; the database table possessed by v;.

ti the jth tuple (row) in a table, i € [0, m].
(t) an equivalent class of tuple t.

A; the quasi-identifiers, i € [1,n — 1].

A, the sensitive attribute.

oi(T5) select tuple t; from table 7.

i (T5) project the quasi-identifier value A; in Tj.
w; utility weights for quasi-identifiers.

p(+) the distribution of a given set of values.
P(T) table 1"s privacy disclosure function.
U(T) table T’s data utility function.

JS(-,-) | JensenShannon divergence function.
da(-,-) sematic distance between two values.

||lv; — vol| | social distance from v; to vy.
H(A,|T) | information gain about sensitive value A,, given T

propagates from person to person in a distributed way, instead of being trapped in
a small coterie. In this chapter, we propose a distributed privacy-preserving scheme,
which provides a multi-level privacy for different social users. The most significant
feature of the proposing scheme is that the data’s privacy is further strengthened
after each time of dissemination. In this section, we present the problem formulation,

system model, and some commonly used symbols.

6.3.1 Basic Model

On a social network, there is a social chain consisting of [ 4+ 1 participants (also
called nodes), assuming vy, vq,...,v;. Let T' = {t1,ts,...,t,,} be a microdata table
of m tuples and n attributes A = {A;}. Usually, we have m >> n. In practice, a

microdata table may contain several sensitive attributes, such as salary and disease.
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Since we can regard each possible combination of the sensitive attributes as a data
point (vector) in a hyper-dimension, here, we assume that there is only one sensitive
attribute, which is A,. In other words, attributes {A;, Ay, ..., A,_1} are the quasi-
identifiers (non-sensitive attributes), and A, is the sensitive attribute.

Definition 6.1. In a table T, tuples with the same quasi-identifiers’ values form an

equivalent class (t).

For example, in Fig. 6.2(b), (t3) means the equivalent class of the third tuple,
and therefore, (t3)=(t;)= {(28, 19*** Flu); (28, 19*** Cancer)}. Also, in
Fig. 6.2(c),(ts)=(ts)=(ts)= {(2*, 19122, Cancer); (2*, 19122, Hepatitis); (2*, 19122,
Brochitis)}.

Let o be the selection operation from a table, and ¢;(7}) stands for the ith tuple
of table 7). For instance, in Fig. 6.2(b), 05(7}) means selecting the third tuple from
Ty, and therefore, os(77)={(28, 19*** Flu)}. In Fig. 6.2(c),05(Ty)= {(2*, 19122,
Cancer)}. We use 7 as the projection operation on a table. m;(T") gives the ith
column of table T'. For instance, in Fig. 6.2(a), m3(7y)={Hepatitis; Brochitis; Flu;
Cancer; Hepatitis; Brochitis }. Since we assume that the nth attribute is the sensitive
one, m,(T) means the sensitive values in T'. For the ease of description, for the rest
of the chapter, let 7(T") be the short of m,(T"). So, n(1Ty) = m3(7p). In addition, any
value in table T}, attribute (column) Aj;, tuple (row) ¢; is represented as o;(m;(1})).

In Fig. 6.2(b), o3(m(11)) ={Flu}, and oy (7(711)) ={Flu, Cancer}.

Along the social chain, vq is the original data owner, and based on trust relations,
user v; (¢ € [1,1]) receives an anonymized table T; from his previous user and sends a
modified version, T}, to the next one. For instance, vy sends table T} to vy; based
on 17, the receiver, vy, creates table T, and sends it to ve, and so on. Essentially,
each user locally builds a table based on previous user’s data, and therefore, T; is a

sub-table of T;_;. Considering the fact that trust fades along a social path, instead of
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having [ tables with the same privacy-preserving strength, our system builds a series
of tables with increasing privacy protections. Therefore, table T;, 4 is the sanitization
result of table T;. For benefiting the whole society on a social chain, the data owner
wants to provide the maximal overall utility of these tables.

Definition 6.2. Given a pair of tables T" and 7", if the value of any tuple in T is
covered by the value of T"’s corresponding tuple, Vi € [1,1],Vj € [1,m], 0;(m;(T)) C

oi(m;(T")), then we call T" a sanitization result of T

For example, value “19%*2” covers “191*2”, since the value’s range of “191*2” is
a subset of the former one. Note that any value covers itself, e.g. “19**2” covers

“19%%2.7

In practice, different attributes may have different levels of importance. For
example, for the data published by Screen Actors Guild, the public cares more about
the actor/actress’s age or weight than their academic performance. In our model, we
classify users into several types, and for the tables owned by each type of user, there
is a set of utility weights W = {wy,ws, ..., w,_1} associated with quasi-identifiers
(w; € [0,1],>, w; = 1). The larger the weight is, the more important the attribute
is. Utility weight is a source-based concept: along a table’s propagation path, all

participants use the same utility weights since the tables have the same source.

6.3.2 Problem Formulation
6.3.2.1 Privacy Disclosure Measurement

Let p(+) denote the distribution of a given set of values, then p (7(T")) represents the
sensitive values’ distribution over the whole table T', and p (o) ( (7)) indicates that
distribution within an equivalent class (t). For a given table T', its privacy disclosure

P(T) is measured as the maximum amount of privacy disclosure from its equivalent
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classes:

P(T) = max JS (p(x(7)). p(oe (7(T))

where JS(-,-) is Jensen-Shannon divergence function [116], which measures the
similarity between two distributions. J.S € [0,1]. The smaller the JS is, the closer

the distributions are.

6.3.2.2 Data Utility Measurement

Assume that o;(7;(7)) and o;(7;(1”)) are the same data point appearing in two
tables. Due to the sanitization operations, the values of them may not be same. Let
d(o;(m;(T)),0:(m;(T"))) be the semantic distance between them. For instance, by
using suppression operations, the distance between “19*22” and “19***” is 2 units.
If we use generalization, the distance between age “29” and range “[20-30)” is defined
as the distance from 29 to the mean age within that age group. For a given attribute,
if its values are extremely similar to each other, basically, the whole attribute becomes
useless for most of the data mining task. As a result, the utility of an attribute mainly
comes from its diversity. If we use sanitization operations to merge all tuples of table
T into one equivalent class, which has the same effects as only publishing sensitive
attributes, then the resulting table T reaches maximum privacy but minimum utility.
For the rest of the chapter, we use T to represent the resulting table by sanitizing a
given table T" into one equivalent class. Let U(T) stand for the data utility of any

table T', then we have:

—_

n—

U(T) = [wlzmjd(a] (mi(T Uj(Wi(T))>

1 j=1

7
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6.3.2.3 Formulation and Features

By hiding the exact value of attributes, a table can gain more privacy but might
lose unity. Along a table’s propagation path, the privacy protection on the table
should be gradually enhanced, since the trust relations between the original data
owner and each receiver is fading. As a result, before disclosing a table to the next
recipient, each relay node must further anonymize the table until it reaches a certain
privacy level. Here is the problem formulation: for a given table Ty, along a social
path with length [, we want to create [ tables; each table T is the sanitization result

of T;_y (i € [1,1]), and these tables satisfy the following requirements:

!
Maximize Z U(T;)

i=1

Subject to  P(T;) < (I —i+1)d, for Vi € [1,]]

Theorem 6.3. For a given microdata table Ty and a pair of source-selected parameters
0,1, there is at least one series of tables T1,Ts, ..., T} satisfied the increasing privacy

requirements P(T;) < (I — i+ 1)d for Vi € [1,1].

Proof. One can delete all attributes of T except the sensitive ones, and let the
result 7 be T;. On table T;, all tuples form only one equivalent class, and therefore
P(T;) = maxyy JS (p(ﬂ(f)), p(a<t>(ﬂ(f)))) = 0. Since (I—i+1)5 > 0 for Vi € [1,1],
the created tables, T1, T, ..., T}, always satisfy the privacy requirements. O
Theorem 6.4. Along the tables’ propagation path, the table utility U is mon-

increasing: U(T;) > U(T}), for Vi, j,1 <i<j <L

Proof. Because sanitization operations (i.e. generalization and suppression) are
irreversible, for Vi,j,1 < i < j < [, table T; must be a child-table of table Tj,

and therefore, its utility should be less than T;. Even if there exists a pair of tables
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T} and T}, whose table utility satisfies U(7}) < U(T}), one can simply replace T] with
T7 because P(Tj) < (I —j+1)6 < (I —i+1)d. 0O

Theorem 6.5. The target problem: “given table Ty, propagation length 1, and a
threshold 8, mazimize S._, U(T}) subject to P(T;) < (I —i+ 1) for Vi € [1,1]” is
NP-hard.

Proof. We want to reduce our original problem to the classic optimal L-diversity
problem, which is NP-hard [117]. Consider the simplest case of our problem, where
[ = 1. Under this special case, our problem is reduced to: given table Ty and a
threshold 0 > 0, Maximize U(7}) subject to P(T1) < 0, where T} is a sub-table of Tj.
Since the amount of privacy disclosure is measured by Jensen-Shannon divergence,
each type of sensitive value must appear at least once within each equivalent class.
Assume that there is a total of L types of sensitive values. After we further simplify
the problem into the situation that all sensitive values follow a uniform distribution,
the problem becomes a typical L-diversity problem. As a result, our target problem

is NP-hard. O

As Theorem. 6.5 shows, the target problem is NP-hard even if a table is propagated
only one hop. Actually, maximizing the overall utility of [ tables is more challenging
than the one-hop case. Since the anonymizing operations are irreversible, once we
put a tuple’s value into a broader range via sanitization operations, for the remaining
participants in downstream, no one can change it back, or even put it in a narrower

range. Therefore, the processing effects of previous participants are accumulated.

Just maximizing a table’s utility subject to a current privacy requirement is not
a good option: under a lower privacy requirement, merging a pair of tuples may
achieve a higher utility, but later, in a higher privacy condition, it turns out that
they should be placed in different equivalent classes. This problem not only happens

when using our privacy metric but also exists when using the classic [-diversity or
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t-closeness standards. For example, in Fig. 6.2, tuples 3 and 4 are closer to each other,
and it is optimal to put them together for 2-diversity conditions. Once it is done,
their attributes become the same except for the sensitive attribute column. However,
distances from the modified tuples to their second closest tuples are increased (e.g.
the distance between tuples 2 and 3 in T}), which may cause extra utility losses for
creating tables with a higher privacy requirement. Clearly, when sequentially creating
a series of tables with increasing privacy protection, tuples grouping orders affect the

overall utilities.

6.4 Key Observations

Observation 6.6. After sanitization, each type of sensitive values must appear at

least once in each equivalent class.

According to the definition of our privacy disclosure function P(-), if an equivalent
class does not contain a sensitive value, its Jensen-Shannon divergence distance
becomes undefined, which breaks the privacy requirement of our problem: P(T;) <
(I =i+ 1)d. Note that Jensen-Shannon divergence is based the Kullback-Leibler
divergence. If one type of value appears zero times in one distribution, then we will
face the “Division by zero” problem.

Observation 6.7. In general, the larger a subset of records is, the more likely that

its sensitive values’ distribution is close to the global one.

Based on Observation. 6.7, we infer that, if the privacy-preserving level of a set of
records is far beyond the current requirement, one can partition the set into multiple
subsets to reduce each subset’s privacy-preserving level; in the meanwhile, the utility
loss of using sanitization operations on the given records can also be reduced.
Observation 6.8. For a given set of records, whose sensitive values’ occurrence times

follow a certain distribution, if we partition the given set into several subsets such that
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the sensitive values’ occurrence frequencies in each subset are unchanged, then the
amount of privacy disclosure of each subset is the same as the original set’s privacy

disclosure.

When we use suppression/generalization on a set of records, the larger the set is
the more data utility that is lost. After finding a set of records satisfying a given
privacy requirement, one can further reduce the cost of sanitization operations by
dividing the set into smaller ones while keeping the distribution of sensitive values
unchanged.

Observation 6.9. For a given set of records, one can create several subsets by letting
each subset uniquely dominate on one or more sensitive value types. The merging
of these subsets may reduce the statistical distance between their sensitive values’

distribution and the global one.

For instance, given a set of records, whose sensitive values’ occurrence times are
3:5:7:9: 11, we can create two subsets with sensitive values’ occurrence times
1:1:6:1:1and1:1:1:8:1, respectively. The JS distances of these subsets to
the original set are 0.6137 and 0.5994. After merging sets into one equivalent class,
the occurrence times of sensitive values become 2 : 2 : 7: 9 : 2, whose JS distance

becomes 0.3075.

6.5 Solution Details

This section consists of three parts. In part one, we propose a bottom-up table
sanitization approach. The main idea of the bottom-up approach is to merge similar
tuples into an equivalent class until the table meets the privacy requirement. By
tracking any tuple’s locations in the table series, we can see that, with the growth of
privacy-preserving level, the size of the tuple’s resided equivalent class becomes larger

and larger. In the second part, we propose a top-down table sanitization approach.
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Unlike in the previous approach, the top-down approach gives more concern on the
table creation at higher privacy levels. The intuition of the second approach is to
gradually partition tables into multiple clusters until any further partitioning will
break the privacy requirement. In order to save more data utility, after reaching the
required privacy-level, both the bottom-up approach and top-down approach split
the equivalent classes into smaller ones by using Observation 6.8’s feature. In the last
part, we first compare the above two schemes, and then propose another approach
by considering the utility loss at future higher privacy requirements. Note that the
first two algorithms only consider the instant privacy requirement (single level), while
the last one takes both current and future privacy requirements (multiple levels) into

consideration.

6.5.1 Bottom-Up Approach

The Bottom-Up Approach (BUA) treats each record individually, and the table
creating process by BUA is similar to the changing pattern of tuples’ grouping
during multi-hop relays: initially, there are lots of small-sized equivalent classes, and
gradually, more and more classes merge into others; with the growth of the sizes of
equivalent classes, the distribution of the sensitive values within each equivalent class

becomes closer to the distribution over the whole table.

There are two objections with our problem: on the one hand, we need to maximize
a table’s remaining utility after sanitization operations, and on the other hand,
the amount of privacy disclosure of the resulting table should be bounded. Since
privacy and utility are not comparable with each other, we cannot consider these two
objections at the same time. In order to meet the utility objection, one can merge
similar tuples into one equivalent class, as many as possible, until the class reaches the

required privacy-level. For satisfying the privacy, one can group the tuples according
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Algorithm 15 Bottom-Up table sanitization Approach (BUA)
: Input:Privacy requirement threshold ¢ and original table T’
/*Phase I: Create sensitive-value dominating groups*/
Create basic group set {g} by including each type of sensitive value once
Compute semantic distance d from any un-grouped tuple to {g}
for Each basic group g¢; € {g} do
for Each type of sensitive value a; € A,, do
Compute the overall distance from g; to the tuples with a;
Create data fragments {f} dominating one sensitive value type.
/*Phase II: Group combinations™/
while 3f; € {f}, whose P(f;) > ¢ do
for Each fragment f; € {f}, and f; # f; do
Compute the distance d(f;, fj) for merging f; and f;
Sort d(f;, fj) in ascending orders
for Each value in d(f;, f;) do
if P({f,./;}) < P(f;) then
merge f; and f; into one equivalent class
: Create grouping index IDX based on {f}
: /*Phase III: Further partitioning based on Observation 6.8*/
: Call Algorithm 16, IDX < PLSA(6,T,IDX)
Output:The grouping index set IDX

e e e e T e N e
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to the occurrence frequency of the sensitive values. For example, if the whole table’s
occurrence frequencies of the sensitive values are 20% : 40% : 40%, then when creating
an equivalent class, the operator should merge at least 5 tuples in each time, including
one tuple with sensitive value type I, two tuples with type II, and another two tuples
with type III. However, neither of the approaches can create a table with maximum

utility and satisfy a given privacy-preserving level.

The basic idea of BUA is as follows: at the lower privacy-preserving requirements, if
each equivalent class dominates in one type of sensitive value, the merging of different
classes may make their sensitive values’ distribution closer to that of the whole table.
BUA consists of two phases. Considering that each type of sensitive values must occur
once in each equivalent class, in phase I, BUA first creates several basic groups, where
each sensitive value appears once within each group. For the remaining records, we
compute their quasi-identifiers’ distance to each group. BUA proportionally assigns

each basic group with a dominating sensitive value type, according to the occurrence
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Algorithm 16 Privacy Level-preserved Splitting Algorithm (PLSA)
1: Input:Privacy requirement threshold d, original table T', and grouping index I DX
2: Setup: operating table set S <+ IDX and IDX + ¢
3: for S # ¢ do
4:  Fetch table T" from S, S < S\ {T"}

for Each type of sensitive value a; € A, in T" do

Assign tuples with a; into two groups S,, and Sy,
Create subtables T1, T by optimally combining {S,, }, {S;, }
if P(Th) < ¢ and P(T3) < ¢ then
Update the operation set S «— S| {11, T2}
10:  else
11: Update the index set IDX «+ IDX J{T"}
Output:The grouping index set I DX

frequency of sensitive values. Based on tuple’s sensitive value and its distance to
groups, each tuple joins a group. In phase II, BUA gradually merges groups in order
to satisfy a given privacy requirement, and the merging process will not terminate
until all equivalent classes reach the required privacy-level. Algorithm 15 gives the

procedure of BUA.

Essentially, by using BUA, along the propagation path, each node tries to locally
maximize its table’s utility subject to the privacy requirement. However, the process
may cause inappropriate grouping, especially when creating the basic groups. Take
Fig. 6.3 as an example. Sy, S and S3 are three large sets of data points, and V is
a small set. Distance d represents difficulty for merging the corresponding data into
an equivalent class, and d; < dy < dy < dy +ds. In Fig. 6.3(a), initially data point V'
is slightly closer to equivalent class S; than class Sy. At a lower privacy requirement
(Fig. 6.3(b)), BUA should merge V' with S, and in a later time (Fig. 6.3(c)), the
S will merge with another equivalent class S3. However, if we directly increase the
privacy requirement from 30 to J, the data point V' will join the Sy set. In short,
whether a node joins an equivalent class is determined not only by the attribute
distance between the node and the class but also the distance between the node and

other classes at which the class is going to merge at higher privacy requirements.
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Figure 6.3: The grouping problem with BUA.

Algorithm 17 Top-down table sanitization Approach (TDA)

: Input:Privacy requirement threshold ¢ and original table T’
/*Phase I: Clustering until any further clustering violates §*/
Set up the operation table set by S < {T'}
Set up output equivalent class index set by IDX + ¢
while S # ¢ do
Fetch a table T from S, S + S\ {T"}
Create 2 clusters Ty and Ty: Ty (Te = ¢ and Ty JTo =T
if P(T1) < ¢ and P(T3) < 0 then
Update the operation set S < S|J{T1,T>}
else
Update the index set IDX «+ IDX [J{T"}
: /*Phase II: Further partitioning based on Observation 6.8*/
: Call Algorithm 16, IDX < PLSA(6,T,IDX)
Output:The grouping index set I DX

— = = =

However, BUA does not consider the impacts of further merging operations.

6.5.2 Top-Down Approach

Top-down Approach (TDA) considers how to partition a table into multiple sub-
tables such that each sub-table satisfies a single-level privacy requirement. The basic
idea of TDA comes from paper [118], which provides k-anonymity to data, but our
problem requires a distribution-related anonymity. The TDA is based on two insights.
First, for a given set of data {S}, the distribution of which follows D({S}), if we
partition the set {S} into two subsets ({S1}, {S2}) and keep each value’s occurrence

frequency unchanged in both of the subsets, then we have D({S:}) = D({S}) and
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Figure 6.4: Forward looking the future privacy requirement.

D({S2}) = D({S}). This feature maximizes the protection of privacy but hurts data
utility. The second insight is that, if we randomly partition a table into several sub-
tables, the larger a sub-table is, the more likely that the distribution of a sensitive
attribute in the sub-table is close to the distribution of the attribute in the original

table.

Based on these two insights, we propose our TDA, as shown in Algorithm 17. The
algorithm consists of two phases. The first phase gradually partitions the original data
table into several sub-tables. This part tries to maximally preserve data utility and
satisfy the needs of privacy. Note that, during the process of the table’s propagation,
once a pair of records been merged into one equivalent class at a node, it is hard for
the following nodes to take them apart since the following nodes cannot discriminate
the tuples from the same equivalent class. Based on this consideration, instead of
partitioning the original table at one time, we first divide the table into two parts,
then we split each sub-table into another two parts, and so on. For any sub-table, the
partitioning process stops when the further partitioning on it will break the privacy
requirement. Due to the fact that the smaller an equivalent class is, the more data
utility preserves, the second phase tries to further reduce the size of each sub-table
T, and in the meanwhile, keeps their privacy-preserving degree unchanged by using

Algorithm 16.
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Figure 6.5: The idea of FLA. 0,10 < 41 < Op.

6.5.3 Forward Looking Approach

In order to achieve the optimization of the overall utility of tables, we propose
another algorithm called Forward Looking-based table sanitization Approach (FLA),
which improves the solutions from two aspects. For reducing the impacts of
locality, instead of only considering the current privacy requirement, FLA takes
the next privacy-level into account: FLA creates two tables T; and T;,; such that

U(T;) + U(T;41) is maximized subject to P(T;) < (I —i+1)6 and P(T;11) < (I —1)d.

FLA also improves the results from the methodology. The advantage of BUA is
that, by grouping tuples into fragments dominating on certain sensitive values, one
can easily create tables with different privacy levels. However, BUA’s main problem is
caused by the inappropriate merging at the lower privacy requirements, which results
in lots of utility loss at the conditions with higher privacy requirements. On the other
hand, TDA can easily group tuples at higher privacy requirements, but its phase II
lacks flexibility: any partition on a sub-table will not change the sensitive values’

distribution, which potentially causes utility loss.

FLA combines both TDA and BUA together. Suppose that we have a table Tj and
two privacy thresholds (I—i+1)d and (I—4)0, where 1 < i < [. From Tp, FLA directly
creates two tables T} and T, with maximal utilities, where P(T}) < (I—i)d < (I—i+1)é
and P(T5) < (I —i+ 1)d. Based on T, FLA further builds up another table T3 such

that P(T3) < (I—1)d, as shown by Fig. 6.4. Next, FLA compares the utilities between
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2xU(Ty) and U(Ty)+U(T5). If the former is greater, then FLA will publish 7} under

the privacy requirement as (I — i + 1)d; otherwise, it will publish 75.

When creating a table T; with privacy level §,, FLA adopts TDA Phase I to create
server master equivalent classes, and within each master class, FLA compares the
utility loss by using BUA or TDA Phase II. Since BUA is more flexible for satisfying
the privacy requirement, FLA adopts TDA Phase I to partition data into multiple
sub-tables, and within each sub-table, FLA uses BUA and TDA to create equivalent

classes. The final equivalent classes come from the partitions with maximal utility.

During TDA Phase I, we strictly use binary partitioning, as shown by Fig. 6.5.
The reason is that at a lower privacy level, one may create several clusters, for
instance, assuming 3 clusters, and then, at a higher privacy level, the number of
clusters becomes less, assuming 2 clusters. Clearly, one cluster in the lower privacy
level has to split and merge with others in order to achieve a higher privacy level later.
Many data utilities will be lost while splitting an equivalent class, especially when the
size of the equivalent class is large. Usually, the higher the privacy level is, the bigger
an equivalent class is. Although during a table’s propagation, tuples are clustering
from lower privacy levels to higher levels, during the top-down splitting process,
the partitioning results at the earlier phases satisfy the higher-level requirements,
and then with the reducing of their sizes, they can no long meet the higher-level

requirements.

For achieving a single privacy requirement ¢, FLA first gradually partitions the
table into several blocks such that each block meets the current privacy level. For
example, in Fig. 6.5, data sets S5 to Sy represent these blocks. Next, within their
parent blocks, Sy, S3, and S, FLA uses BUA to create equivalent classes. Finally,
FLA compares the results of both BUA and TDA Phases, and adopts the best one

as the equivalent class.
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ID | Weight [ Age | Zip Code Drug ID | Weight | Age | Zip Code Drug

1 187 24 09210 Heroin 1 ([187-195] [23-29] *QQ** Heroin

2 186 24 09211 No 2 | [187-195] [23-29]  *92** No

3 186 23 09210 No 3 [[187-195] [23-29]  *92** No

4 185 25 09212 | Marijuana 16 | [187-195] [23-29] *92**  Marijuana

5 185 24 09211 | Marijuana 22| [187-195] [23-29] *92**  Marijuana

6 184 27 09212 | Marijuana 24 | [187-195] [23-29] *92**  Marijuana

7 184 25 09210 Heroin 5 |[184-189] [23-31] *92**  Marijuana

8 184 26 09211 No 7 | [184-189] [23-31] *QQ** Heroin

9 183 28 09210 | Marijuana 13|[184-189] [23-31]  *92%** No

10| 181 28 09212 | Marijuana 14 [ [184-189] [23-31]  *92%** No

11 181 29 19222 Heroin 17 | [184-189] [23-31] *92**  Marijuana

12 185 30 09212 No 23| [184-189] [23-31] *92**  Marijuana

13 185 31 09212 No 4 | [176-185] [22-34] *92**  Marijuana

14| 186 31 09212 No 6 | [176-185] [22-34] *92**  Marijuana

15| 174 28 19202 | Marijuana 8 |[176-185] [22-34] *92** No

16 193 29 19212 | Marijuana 18 | [176-185] [22-34] *92**  Marijuana

17 189 30 19202 | Marijuana 19| [176-185] [22-34]  *92%** Heroin

18| 183 34 09212 | Marijuana 21|[176-185] [22-34]  *92%** No

19| 176 22 19222 Heroin 9 [[174-185] [21-30] *92** Marijuana

20 185 21 19122 No 10| [174-185] [21-30] *92**  Marijuana

21| 184 22 19222 No 11| [174-185] [21-30]  *92** Heroin

22 195 24 19122 Marijuana 12 | [174-185] [21-30] *kQQx* No

23 189 23 19123 [ Marijuana 15|[174-185] [21-30] *92**  Marijuana

24| 192 24 19125 | Marijuana 20| [174-185] [21-30] *92%** No
(a) original table (b) FLA (no weights)

Figure 6.6: Example (Part I). Part II is in Fig. 6.7.

6.5.4 Example

Take Figs. 6.6 and 6.7 as an example. Fig. 6.6 (a) is the original table, which
consists of 24 tuples. The attributes: “Weight”, “Age”, and “Zip Code” are the
quasi-identifiers, the combination of which may unique identify a person. “Drug”
is the sensitive attribute, which has three types of value: “Heroin”, “Marijuana”,
and “No”. The occurrence frequencies of these three types of value follows

“Heroin”:“No”:“Marijuana’=1: 2 : 3.

Our proposed algorithms not only work on the condition that each attribute has

a unique weight (also known as source-based utility weights) but can also be applied
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to the scenario in which tuples have personalized weights. In Fig. 6.6 (a), assume
that there is a background knowledge in which tuples 1 to 10 are Hollywood stars,
and tuples 11 to 24 are vagrants. Consider the fact that Hollywood stars care a lot
about their weights and some of them use drugs, such as heroin, to lose weight. The
“Weight” attribute is important for these groups of data, but it is not for the vagrants.
Instead, the living area is an important factor in drug using habits. Therefore, during
the creation of equivalent classes, one may give different weights to different types
of users’ data. In this example, we give 0.5 utility weight to “Weight” and another
0.5 weight to “Age” for the Hollywood group, while assigning 0.5 utility weight to
both “Zip Code” and “Age” attributes for the vagrant group. Here, we let the table
be propagated twice, and let 6 = 0.05. So, after the first time of transmission, the
privacy disclosure of the result table should be smaller than 26 = 0.1, and after
the second time, it should be less than 0.05. Fig. 6.6 (b) and Fig. 6.7(a) show
the sanitation results with and without using the personalized weights. Since the
personalized weights put similar users’ tuples closer regarding the overall attribute
distance, Fig. 6.7(b) has more data utility than Fig. 6.6(b). Note that when using

the personal weights the attribute distance is no longer symmetric.

When using FLA preparing for the first time of propagation, FLA creates two
clusters: tuples 1 — 10 and 11 — 24. Since their privacy disclosure amount is 0.0069
and 0.0038, which are both smaller than the privacy requirement, FLA continues
splitting the clusters into tuple groups 1 — 5, 6 — 10, 11 — 18, and 19 — 24. The
four groups’ privacy disclosure amount is 0.0292, 0.667, 0.0122, and 0 (as shown by
Fig. 6.7(b)). Since any further partitioning breaks the privacy restriction, Fig. 6.7(b)
is the result of directly using TDA with privacy requirement as 0.1. However, FLA
also considers the utility cost of future sanitization, and therefore, FLA computes
Figs. 6.7(a) and (c). In Fig. 6.7(a), FLA directly adopts TDA to create a table for
the future privacy level P < 0.05, and based on Fig. 6.7(b), FLA builds a table
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ID | Weight | Age | Zip Code Drug ID | Weight | Age | Zip Code Drug
1 | [184-187] [23-27] 0921*  Heroin 1 |[185-187] [23-25] 0921*  Heroin
2 | [184-187] [23-27] 0921* No 2 |[185-187] [23-25] 0921* No
3 | [184-187] [23-27] 0921* No 3 |[185-187] [23-25] 0921* No
4 |[184-187] [23-27] 0921* Marijuana 4 |[185-187] [23-25] 0921* Marijuana
5 |[184-187] [23-27] 0921* Marijuana 5 | [185-187] [23-25] 0921* Marijuana
6 | [184-187] [23-27] 0921* Marijuana 6 |[181-184] [25-28] 0921* Marijuana
7 | [181-184] [25-28] 0921* Heroin 7 |[181-184] [25-28] 0921* Heroin
8 | [181-184] [25-28] 0921* No 8 |[181-184] [25-28] 0921* No
9 | [181-184] [25-28] 0921* Marijuana 9 |[181-184] [25-28] 0921* Marijuana
10| [181-184] [25-28] 0921* Marijuana 10| [181-184] [25-28] 0921* Marijuana
11|[174-193] [28-34] *92%*2 Heroin . .
12 | [174-193] [28-34]  *92*2 No (b) FLA (P<0.10)
13| [174-193] [28-34] *92*2 No ID [ weight [ Age [zZipCode| Drug
14| [174-193] [28-34] *92%*2 No 1 ([181-187] [23-28] 0921* Heroin
15| [174-193] [28-34] *92*2 Marijuana 2 |[181-187] [23-28] 0921* No
16 | [174-193] [28-34] *92*2 Marijuana 3 | [181-187] [23-28] 0921* No
17 | [174-193] [28-34] *92*2 Marijuana 4 |[181-187] [23-28] 0921* Marijuana
18 | [174-193] [28-34] *92*2 Marijuana 5 | [181-187] [23-28] 0921* Marijuana
19 | [176-195] [21-24] 19*2%* Heroin 6 |[181-187] [23-28] 0921* Marijuana
20 [ [176-195] [21-24] 19*2%* No 7 |[181-184] [25-28] 0921* Heroin
21([176-195] [21-24] 19*2* No 8 |[181-184] [25-28] 0921* No
22 [ [176-195] [21-24] 19*2* Marijuana 9 |[181-184] [25-28] 0921* Marijuana
23 [ [176-195] [21-24] 19*2* Marijuana 10| [181-184] [25-28] 0921* Marijuana
24 [ [176-195] [21-24] 19*2* Marijuana . .. ..

(a) FLA (P<0.05) (c) FLA (P<0.05; based on above Fig.(b))

Figure 6.7: Example (Part IT). The value of tuples 11 — 24 in both Figs. (b) and (c)
are the same as them in Fig. (a).

for the next privacy-level, as shown in Fig. 6.7(b). After computing the utility loss

of the results, FLA finds out that by directly using Fig. 6.7(a) under the privacy

requirements, P < 0.1 and P < 0.05 can save slightly more data utility than using

Fig. 6.7(b) and (c). FLA takes Fig. 6.7(a) as final result.

6.6 Security Analysis

In this chapter, we consider an honest but curious attacking model, in which each
participant of the system could be an attacker. More specifically, in this model,

the attackers will always follow the rule for providing correct information to the
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next participant on a social chain. However, the attackers may be willing to learn
more information than he supposes to do. Note that, in practice, the information
propagation paths form a graph, instead of a chain, and therefore, the information
that an attack is able to obtain only comes from his direct neighbors. In this chapter,
a system is privacy-preserving if, for any participant, the overall information that
he could learn from all of his neighbors is no greater than the information that he
directly obtained from the neighbor, who has the closest distance to the source node
vg. For the ease of description, let ||u —v|| be the social distance between users u and
v, which is counted as the number of hops along the shortest path between them,
|lu—v|| = ||v—u|. Let T, be the table possessed by user v; and H(A,|T,,) be the
conditional entropy that one learns about the sensitive attribute based on table T;,.
Theorem 6.10. Assume v;,v; are two nodes along the same information propagation
path from v,. If all participants adopt the same 6 and attribute weights {W?}, and

i — vo|| < ||v; — vol|, then v;’s table must be a sanitization result of v;’s table.

Proof. In the proposed scheme, along the information propagation path, the
participants gradually hide more and more information by putting tuple values
into a broader range. The participant at downstream takes the output from his
previous participant as its input during sanitization operations. Since sanitization
is irreversible, there exists a series of participants, vii1, vito, ..., Viy(j—i—1) such that
any table belonging to them is the sanitization result of its previous table. Therefore,

v;’s table must also be a sanitization result of v;’s table. O

Theorem 6.11. If all participants adopt the same ¢ and attribute weights {W'}, for
any pair of participants v; and v; with ||v; —v,|| = ||v; —v,]||, we have T; =T} by using

FLA.

Proof. Each step in FLA is determined: for the same input table 7" and privacy

requirement 9, the output of FLA is always the same. Note that, when using FLA,
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even if two tuples are identical, FLA uses the row numbers to provide a unique
operation order to them. As a result, there is no stochastic event in FLA. Now,
consider two shortest information propagation paths, assuming {vy,ve,...,v;} and
{v},v},...,v/}. Since all participants use the same § and the original data owner vy
gives the same table to the first receiver on each chain, the outputs of v; and v} are
the same. By induction, we know that whenever ||v; —v,|| = ||v} —v,||, the sanitization
results on v; and v, will be the same. Therefore, for the same initial owner v, and
parameters, the solution of FLA only relates with the shortest hop numbers from its

executor to vy. ]

Definition 6.12. A scheme is called anti-colluding if the total information gain from
the tables of the colluding users, H(A,|Ty,,T,,,...), is not greater than cahoot’s

maximum information gain max; H(A,|T,,).

Note that colluding attackers may not be direct neighbors with each other. Let
T, be the table that an attacker obtained from his social chain. Tables T, and T,
may be created on different social chains.

Theorem 6.13. For a given initial table Ty at vy, FLA is naturally against colluding

attacks, when all participants adopt the same ¢ and attribute weights {W}.

Proof. For a given threshold § and propagation length [, the amount of disclosed
information is only related to the recipient’s distance toward wvy. According to
Theorem 6.10, if the distance between v and the source is smaller than that of v/,
then the obtained information of v’ is a subset of that of v. For a group of cahoots,
the maximum information that they could obtain must come from the member with
the least distance toward the source vy. As a result, our scheme is against colluding

attacks. O
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6.7 FEvaluation

In this section, we conduct extensive real data-based simulations to evaluate the
performances of our scheme. For the ease of comparison, we use black bars to
represent the results by using the Bottom-Up Approach (BUA in Chapter 6.5.1); We
use gray shadowed bars to represent the results of the Top-Down Approach (TDA in
Chapter 6.5.2). The white shadowed bars stand for the results of the Forward Looking
Approach (FLA in Chapter 6.5.3), which compares the following utility wastes of the

best and the second best merging options.

6.7.1 Simulation Setup and Evaluation Metric

In the simulation, we use the Statlog (German Credit Data) Data Set, which
consists of 1,000 instances and 25 attributes. For the ease of simulation, we use the
file named “german.data-numeric”, which coded categorical attributes as integers. We
let the first column be the sensitive attribute, and let the remaining 24 attributes be
the quasi-identifiers. During simulation, we consider the weighted Euclidean distance

between tuples as their merging costs:

d(oi(T),04(T)) = iwk x (ou(m(T')) = o3 (mi(T)))?

where w; is the attribute weight, > w; = 1. In practice, this distance could be
computed as Hamming code distance or the number of modified digits by using
suppression. After creating an equivalent class, the values of its members’ quasi-

identifiers will be replaced with their mean value within the class.

Instead of directly computing the remaining utility of each table, we count the
percentage of data utility that has been wasted after sanitization. Let o;(7") be the

members from the same equivalent class after a sanitization operation, and o;(T") be
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their corresponding original data, then the utility loss UL is defined as following:

where T stands for the resulting table by sanitizing the initial table Ty into one

equivalent class, T = 7(Tp).

6.7.2 Simulation Results

Fig.6.8 shows the changing pattern of the number of created equivalent classes
at each participating nodes during the table’s propagation. Note that, the closer a
participating node is to the source, the greater the corresponding table’s utility that
is preserved. As Fig.6.8 shows, the number of equivalent classes decreases along the
information propagation path. However, the reducing speed is not linear. As we
have mentioned, the maximum number of equivalent class is bounded by the number
of sensitive values that have the minimum occurrences. Therefore, in the first hop,
TDA and FLA create the same number of equivalent classes. During the propagation,

more and more tuples merge into a larger group and form a new equivalent class.
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Since certain approaches may inappropriately put some tuples into an equivalent class
at an earlier time, the creation of equivalent classes with higher privacy-preserving
requirements becomes harder and harder. As a result, they may build less equivalent

classes than others at the later time.

The system’s overall utility loss is shown by Fig. 6.9. In this figure, the z-axis
indicates the total number of propagated hops, and the y-axis gives the average utility
loss per table. From the figure, we can see that the average amount of utility loss
increases with the growing length of propagations. FLA has the smallest increasing
speed, while BUA has the largest one. In general, FLA preserves more data utilities

than the other two approaches.

During the table propagation, although all result tables satisfy the same set of
privacy requirements, the exact privacy-preserving values are different. Fig. 6.10
shows the changing pattern of each tables’ privacy values. The horizontal lines show
the increasing privacy requirements. The y-axis represents the privacy level of each
created table along a propagation path, and we measure the privacy level by function
P(T) from Chapter 6.3.2.1. In most cases, BUA preserves more privacy than TDA.
Since FLA considers both the current and future privacy requirements, at hop 3 in

Fig. 6.10, it directly uses the privacy requirement of the fourth hop.

Fig. 6.11 gives the pattern of utility loss with an increase in privacy-disclosure
threshold . Note that, in the previous three simulations, gradually create a serial of
tables with increasing privacy-preserving levels: the input at hop ¢ is the output of hop
1 — 1. However, in Fig. 6.11, we always use the original table 7Ty as input and assign
different privacy-preserving level . From the figure, we can see that the amount
of utility loss dramatically increases at the higher privacy-preserving threshold (a
smaller 0). As we expected, the tables created by BUA loses the most data utility,

since its tuple-merging scheme (at an earlier phase) may cause inappropriate overall
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clustering results. We can also find that, at the condition of lower privacy-preserving
thresholds, there are no significant differences between the TDA and FLA. The main
reason for this phenomenon is that the members of each class created by these two

approaches are similar to each other at the lower thresholds.

Finally, we consider the computing complexities of these three methods in Fig. 6.12.
Note that the solution space of the attribute-level approach is in O(n?) while that
of the tuple-level approaches is in O(m?), where m is the number of records, n is
the attributes, and m >> n. As a result, the computing speed of the attribute-level
approach is much faster than the methods at a tuple-level. Since the looking forward
method uses both bottom-up and top-down approaches multiple times and creates
several tables at different privacy levels, it takes a significant time to find tuples’

merging results.

6.8 Chapter Summary

In the Chapter 5 of this dissertation, we have shown how to privacy-preserved
publish time-evolving social-related data from a centralized system to others. In
this chapter, we further study the privacy-preserving data publishing in distributed

systems.

To our best knowledge, all of the existing studies focus on providing a single
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level privacy protection via a centralized scheme. Consider that information’s
recipients are not equally trustable, especially in a distributed social system, such
as mobile social networks. In this chapter, we propose a new research problem:
given a source node and a social path with length [, how are we to sequentially
generate [ data tables, such that their overall utility is maximized and data privacy
is gradually enhanced along the propagation path. For solving the problem, one
has to consider the similarity between individual records, together with the sensitive
values’ distribution within each equivalent class. Clearly, the problem is more complex
than the conventional optimization problems of K-anonymity or t-closeness. In this
chapter, we first design two local algorithms for optimally sanitizing tables with
a single privacy-requirement, and then, we combine these two algorithms together
and use a privacy requirement forward-looking scheme: during sanitization, instead
of minimizing the utility loss under the current privacy level, our scheme considers
the sanitization impacts on the future. Extensive simulation results show that our
proposed algorithms can successfully increase the overall data utility, and meet the

enhancing privacy-preserving requirements.
The contributions of our chapter are threefold.

1. To our best knowledge, we are the first to consider the multiple-level privacy-

preserving social data publishing problem within a distributed system.

2. Since there are two objects with the problem, we propose a bottom-up approach
and a top-down one, which give different priorities to the objects. In order to
achieve maximal overall utility, we introduce the concept of ‘forward looking’:
the sanitization at an earlier phase should not significantly jeopardize the data

utilities on the later phase.

3. Extensive experiments demonstrate that the forward-looking scheme can

produce a 5.6% higher total utility than the top-down and bottom-up
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approaches.
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CHAPTER 7

FRIENDSHIP-BASED LOCATION PRIVACY
DISCLOSURE IN MOBILE SOCIAL

NETWORKS

From data accessing aspect, malicious users can obtain any social information that
a regular user may have. This chapter shows that the social information can be used
for launching attacks. We consider a specific type of location-based service (LBS)
known as a mobile social network (MSN), where users’ social information is public.
We demonstrate a new type of attack, where an adversary can combine the location
and friendship information found in an MSN, to violate user privacy. We propose
a fake location reporting solution that does not require any additional trusted third
party deployment. We use extensive simulations to determine the validity of our

scheme.

7.1 Introduction

The increasing popularity of smartphones has led to the rise of mobile social
networks (MSN). An MSN is a combination of online social networks and location

based services. An MSN can provide many new services, such as friends locator.

In order to provide such services, the MSN provider has to collect the location
information from users and their friends. This has led to concerns that such

information may pose a privacy threat since users may be unaware that they have
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(a) single users (b) two close friends

Figure 7.1: An example of friendship-based location privacy disclosure.

revealed some sensitive information until after the fact. One apparent technique to
protect privacy is to give users more control over when their locations are updated.
The intuition is that individuals are the best arbiters of what locations are private,
and by allowing a user to not upload his location at such sensitive locations, location

privacy is achieved.

However, this intuition may not adequately provide location privacy against an
adversary that knows both the location information, as well as social relationships.
To illustrate, consider the map shown in Fig. 7.1, where the center region is a hospital.
The number in each cell indicates the observation sequence. In Fig. 7.1 (a), a user
may decide that the hospital is a sensitive area, and choose not to upload his location
information when he is near the hospital (i.e. locations 4—6). However, the adversary
can use trace data collected over time to determine the positions, where the user did
update his locations, and use that information to infer that the user did visit the
hospital. The adversary can also use the user’s friendship information to better refine
the location prediction algorithm. In Fig. 7.1 (b), we see that the user does not upload
his location near the hospital, but his friend continues to do so. Since the adversary
is aware of the friendship information, the adversary can use the friend’s location

information to fill in the location gaps of that user. In this chapter, we consider the

176



problem of providing location privacy against an adversary having access to the data

collected by the MSN provider.

7.2 Literature Review

Anonymity can be provided via the frequent changing of pseudonyms [119, 120,
121, 122] such to make it difficult for adversaries to detect a user’s movement. The
system first defines several special regions named “mix-zones”. In these fixed areas, a
number of nodes enter the zone and another amount of nodes leave the zone. Within
each mix-zone, nodes change their pseudonyms at the same time and do not report
their locations in the zones. Because the transitions among nodes are simultaneous,
the adversary cannot get the complete trajectories of users so that the mix zones

preserve the nodes’ location privacy.

However, for MSN-type applications, such as friend locator applications, the MSN
provider will still have to know each pseudonym'’s friends, so as to deliver the correct
information. As such, the frequent changing of user IDs is unlikely to mask the
user’s identity. Another technique of providing anonymity is to use k-anonymity
techniques [123, 124, 125, 126]. In such techniques, a user will only upload the location
of a region, which contains £ —1 neighbors. This will ensure that the adversary cannot
pinpoint the specific user. The use of k-anonymity in an MSN is not feasible because
the user’s friends can only receive an approximate area, and cannot determine the

location of the user. This will make an MSN less useful.

The other category of location privacy preserving techniques is obfuscation.
For this category of techniques, the user will try to confuse the adversary
through techniques, such as injective noise [127, 128, 129], reporting fewer
locations [130], reporting false locations [127] or increasing the intervals between

reported locations [131]. Our approach follows this category.
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The difference is that we consider a more powerful adversary who can utilize the
friendship information to predict user movements better. Friendship information can

be combined with location information to predict user movements.

7.3 Overview

Our system model consists of an MSN provider and many members. The adversary
may control an MSN provider. Thus, the adversary has access to all of the location

updates, and can use this information to filter out fake locations.

We divide time into discrete time units. A user’s request can be generated at any
time, but will only be transmitted to the MSN at a predefined time step. If there
are multiple requests at a time step, the phone will only provide the nearest location.
In order to protect users’ privacy, at each time step, users can report either their
real locations, fake ones or none. We assume that friends will be able to distinguish
between a real or fake location, for instance via some unique IDs. Table 7.1 contains

the notations used.

Table 7.1: Table of notation
Kalman gain (updating ratio)
Observation model matrix
State transition model matrix

Identity matrix
d Extra distance provided by a user at a time step
I(Lg; Lp) | Mutual information between two sets of locations

[ Bl Bl Rs et i=

7.3.0.1 Kalman Filter

The adversary will use the Kalman filter to estimate users’ unreported locations.
The Kalman filter is a set of mathematical equations that provide efficient

computational (recursive) means to estimate the state of a process in a way that
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minimizes the mean of the squared error [64]. Forward and backward Kalman
filling [64] is a technique, derived from the Kalman filter, to estimate the missing
data of a linear system. It uses the Kalman filer’s estimated states to represent the
missing data. The Kalman filling algorithm first uses some reasonable data to pre-fill
the missing data at corresponding time steps. Then, it applies the Kalman filter to
the data and obtains a set of estimated states of every time step. Finally, it replaces
the pre-filled data by these estimations. Forward/backward Kalman filling uses the

data in the ascending/descending order of time.

Algorithm 18 Tracking algorithm based on Kalman filling
1: Input: Hpg reported locations at each time step, Hp external knowledge for pre-fill the
unreported ones in Hg
Use Hpg to pre-fill the empty items in Hp, obtained Hp
Apply forward Kalman filter to Hp, obtained Hxp
Apply backward Kalman filter to Hp, obtained Hgp
for Each unreported location in Hr do
Replace it by a* Hxp + 8 Hixp («, 3: weighted values)
Return Kalman filling result Hp

7.3.0.2 Adversary Location Estimation

Algorithm 18 illustrates how an adversary estimates a user’s location. Since the
trajectories of humans are continuous, and the moving pattern of people can be
modeled by a linear process with the noise, the unreported locations in a single user’s

trajectory can be estimated by using forward and backward Kalman filling.

The adversary will first provide some synthetic locations to pre-fill the locations
set, based on some outside knowledge. For example, the missing data can be linearly
interpolated. Then, the interpolated data will later be used as measurements for the

Kalman filter.

The adversary can use social relationships to predict a location as follows: the

adversary can first determine a distance Rg. If the distance between user A and his
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friend, user B, is less than Rg, the adversary can regard them as being together. For all
MSN friends of A, the adversary can calculate the percentage of being together with
A. When A applies an unreported location in a protected trajectory, the adversary
can guess that A stays with one of his friends. The partial traces of a user’s friends
can be used as an external location source to estimate the hidden locations during

the use of Kalman filling.

7.3.0.3 Location Privacy Preserving Metric

The evaluation metric is the average error between guessing results and real

locations at each reporting time. An adversary’s error degree can be calculated

_ > llLocg,Locg|

as Wy = S amouni(T) where W4, represents the average mistake degree of an

adversary’s guessing; || - || represents the Euclidean distance between a guessing
location Locg, and its corresponding actual location Locg; amount(T') represents
the total amount of reported locations. If there is no fake or unreported location in
the observations, the value of W4, is 0. The higher the adversary error degrees are,

the safer users’ location privacy is.

7.4 Proposed Solution

7.4.1 User Traveling Alone

Here, the user is traveling alone. When choosing fake locations to update, he wants

to select locations that cannot be easily filtered out by the adversary.
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7.4.1.1 Relationship Between Estimation Error and Fake Location

Distance

Suppose that in order to protect the privacy of his own trace, a user wants to
use N% locations as fake locations. We assume that the user uses fake location
(x + Az,y + Ay) at time k, where z and y represent the real location. Az and
Ay can be thought as user specified noise. Now, we want to calculate the relation
between fake locations and their corresponding estimated locations by Kalman filter.
The estimation error of the Kalman filter can be evaluated by a covariance matrix

Py, which stores the covariance of the state at time £ based on observation at k.

Py = (I = Pyy—1H" (HPy—1H" + R)"'H) Pyjj—1, (7.4-1)

where [ is an identity matrix, Pyx—; is the covariance of the state at time k based on
the past observation at time k£ — 1, H is an observing matrix, R is the covariance of
noise, k is a time instance and H7” is the transposed matrix of H. If the covariance
of noise in a user’s historical location set is relatively larger, the covariance between
observation and prediction will be greater. In other words, the further a fake location

is from the real location, the greater the estimation error will be.

7.4.1.2 Estimation Error of Kalman Filter

The Kalman gain K determines the trust between a predicting system to its
observation and its predicting result [64]. Under conditions where R is constant,
both the estimation error covariance Py, and K will stabilize quickly and remain

constant [64].

Now, we consider the total estimation error led by noise in a 1-D space. Assume

that we add Ad to one location in x or y direction. Then, the additional estimation
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error Ae in the following n'" step can be represented as follows:

Ae= (I - KH)F)"KAd,n=0,1,2,..., (7.4-2)

where [ is an identity matrix, K is the Kalman gain, H is an observing matrix and
I is the state transition model. The trace of a user can be divided into z and y
directions, which means the moving trace of a user can be seen as the combination

of two traces from the 1-D space.

The Kalman filter can deal with noise because the expected value of noise is zero.
As a result, if we provide noise in the same direction to a real location, the influence
of fake locations can be accumulated and disturb the estimated result of the Kalman
filter. However, the value of Ae will decrease exponentially when n goes up: If we
provide a fixed value Ad to a group of traces, the extra estimation error is a fixed
value: > ((I — KH)F)"KAd. We use AAd to represent this fixed value. Suppose
that we use N% of our reported locations as the fakes. Since a fake location can be

considered as a real location adding Ad;, the average estimation error of a trace is

N% x AAd,;.

7.4.1.3 Fake Locations Reporting Pattern

There are two options when reporting fake locations: 1. Concentratively report
fake locations in some time, then continually report the real ones; 2. Provide the fake
locations separately. The estimation error of Kalman filter at a place is the sum of
errors caused by previous fake locations. However, as the parameter decreases rapidly,
an intensive reporting of fake locations will cause the remainder of the locations to
be less protected. Therefore, we will separately report fake locations to protect the
whole trace. A user will only provide intensive fake location updates when protecting

a specific sensitive location, not the entire trace. Hence, if a user wants to protect a
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certain location, he can intensively report some fake locations. As for the condition
of using fake locations to distort the whole trajectory, it is better to report the fake

locations separately.

7.4.1.4 The Optimal Fake Location

Users’ moving trajectories are a group of points in a two-dimensional space. To
find the best fake locations at each point means to find the maximum value of
Az*+Ay* with speed restrictions. Suppose that (2o, o), (21, 1) and (x5, 1) are three
consecutive points in a trajectory. Assume that (z,y) represent the corresponding
fake location to point (x1,y;). With the limitation of speed, the maximum distance

a user can reach in the time interval is R. The fake location (z,y) should satisfy the

following;:
R= Smax * At; (74—3)
(@ —20)” + (y — 90)* < R% (z — 22)” + (y — 12)* < R%; (7.4-4)
Goal : mazimize(\/(x — 21)2 + (y — y1)?) (7.4-5)

Normally, a user makes a U-turn far less than others. In order to reduce the
complexity of the algorithm, we always use the intersection point of two speed
limitation circles as the best fake location. Hence, the best fake location (z,y) can

be computed as follows:

= Y2 — Yo )2 +1 (74—6)
To — X
g = (Tt 20) + (e — )l t o) (7.4-7)
2(y — xp)
b=—2(yo+ 2 —Lgq),c = gt — B2+ ¢* (7.4-8)
To — X
yl(y2 - yo) —b+ ‘/m

(2,y) = (¢ + z0 — ), (7.4-9)

Ty — X ’ 2a
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y2(y2 — yo) —b— Vb? —4ac

To —To 2a

or(z,y) = (¢ + w0 — ) (7.4-10)

However, the best fake locations are obtained based on the assumption of
knowledge of the next location. We assume that there is an application that can
predict the next position (zs,ys) by using a current actual location and a current
instantaneous speed, or users may provide the next position intended for hiding

current sensitive locations.

Among all of the optimal fake locations of a trace, we note that the fake
locations, which bring more errors to Kalman filling, are always the turning points’
corresponding fake locations. In our method, we let each user’s application record the
distribution of the distances between each of the real locations and their corresponding
fake ones. Therefore, reporting N% fake locations means finding a distance threshold
D such that > Dist(d > D) = N%. At each time interval T, if the distance between a
fake and real location is greater than D, the application will report this fake location,

otherwise it will report the real location.

Algorithm 19 Fake location generation algorithm

1: Input: Previous location (zg,yp), current location(zq,y1), current speed Sc, time
interval T', maximum speed S,z

2: Use (x1,y1) and S¢ to predict next location (x2,ys)

3: Compute the two potential fake locations based on formula 9-10, and calculate the
distances from them to (x1,y1)

4: Return the furthest potential fake location (x,y)

Algorithm 20 Single user trace protection
1: Input: Real location (z1,y;), fake reporting percentage N, fake distance distribution
Dist and candidate fake location (x,y)
2: Compute the distance Ad between (x1,y;) and (x,y)
3: if Y, Dist(d > Ad) < N then
4:  Return the fake location (z,y)
)
6

: else
Return the current location (1, 1)
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7.4.2 Users Traveling in a Group

The probability of two users appearing together is proportional to the closeness
of them. We use the distance distribution between two users (A and B) to measure
the closeness of them. We apply the concept of mutual information to analyze the
problem. The historical location sets of A and B can be represented by two random
variables L4 and Lg. We use I(L4; L) to represent the mutual information between
A and B’s locations sets. A high amount of mutual information between two users

means that they always appear in the same regions at the same time.

The closeness of two users is subjective. We use a predefined threshold to determine
the state of being together. We first compute the distance’s distribution of two users.
Then, we calculate the probability that two users appear in the same region at the
same short period of time, based on a predefined threshold. The probability represents

the chance that the two users stay together.

According to Information Theory, mutual information also represents how much
the uncertainty in guessing Lp has been removed by knowing L. If user A reports
his location at time ¢t while B doesn’t, the uncertainty of those unreported locations
of B will be reduced since adversaries can get more information from A’s locations.
According to the definition of mutual information, by increasing the uncertainty of
getting together, or by increasing the probability of arriving at some location alone,

the location binding mutual information between users will become less.

A high amount of mutual information between A and B also means a great value
of Prob(Lp|L). The adversary can guess the position of B at a certain time ¢ by
Prob(Lg) = Prob(Lg|Ls) x Prob(Ly) . If we can increase the uncertainty of A’s

reported locations, then B’s locations can be protected better, and vice versa.

Our fake location generating method works as follows: when the distance between

A and his friend, B, is less than a predefined being together distance threshold, the two
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users will report their real location and fake location at the same time, in turns. For
example, A reports his real location at time t; and B reports a fake location. Then,
at time t9, B reports the actual location and A reports the fake one. Through this
method, we reduce the mutual information between the two users and also increase

the uncertainty of reported locations.

7.5 Evaluation

To perform the simulations, we established a Cartesian coordinate system where
the point (0,0) is the beginning of a user’s trajectory. We set the initial user speed
to be 1 unit of distance per unit of time, with a maximum speed of 7 units. At each
step, we provide a normally distributed noise as the state noise and another normally
distributed noise as observing noise. We use the state noise to represent the speed
and moving direction change of a user. Both observation noise and state noise are
used to randomize the movement change pattern of a user. The average speed of a
user is about 3.5 units of distance per time. In experiments, we vary observing time,

continuous unreported locations and the closeness between two friends.

7.5.0.1 Single User Results

We compare our scheme against the location omission strategy (the user will pick
N% locations and not report them), as shown in Fig. 7.3. The figure shows the
original trajectory of a user and the trajectory estimation results before and after
using our fake locations-based method. Fig. 7.3 is a part of a random trajectory
consisting of 2,000 points. We select 10% as a fake location reporting ratio. Fig. 7.3

shows that the Kalman filling result is inaccurate by our choice of fake locations.

For evaluating the effectiveness of our method to different random trajectories,

we conducted the following simulation: we fixed the maximum speed and the
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initial position, left the other parameters randomized and generated 1,000 different
trajectories. In this experiment, each trajectory was observed 2,000 times. The
average speed of these traces varies from 2.73 to 5.39 units of distance per time. Fig.
7.4 shows the average estimation error per observation time between protecting via
fake locations and omission, and we can see that our method can significantly improve

the traces’ privacy of users.

Next, we want to show that our method is always effective, regardless of the length
of adversaries’ observations. We generate 1,000 random traces, and the observing
times of each trace change from 100 to 10°. The fake reporting ratio and the maximum
speed are the same as the previous setting. Fig 7.5 shows the average error’s change

pattern as time goes on: the average distance approaches a constant number.
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Figure 7.6: The trajectories and distance histogram between two friends before and
after using our proposed method.

7.5.0.2 Two Users Results

The adversary may compute the closeness between two users using a statistic
closeness metric. When the distance between two users is less than a threshold, we
regard them as being together. If the closeness of two users is k%, then when one

user does not report his locations, there is k% probability that he is near his friend.

In Fig. 7.7, we let the number of continuous unreported locations vary from 1
time step to 50 time steps. We compute the average estimation error among 1,000
random trajectories, and to each trajectory, we observed 1,000 steps. We found that
when users do not report their locations in a short period of time, Kalman filling has
better estimation results, while, if users do not report their locations for a long time,

using the position of users’ friends has a better estimation result.
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Next, we illustrate the results before and after using our two users privacy-
preserving method. Fig. 7.6 upper left shows the original trajectories of two users, and
the upper right picture is the histogram of their distance. If we defined the distance
between them as less than 4 units of distance apart, then 64% of their locations are

satisfied. However, after using our method, the percentage reduces to 38%.

In order to see the relation between our method and the closeness threshold, we
tested 1,000 pairs of users. Each pair was observed 1,000 times. The average speed
of these tested trajectories varies from 2.82 to 3.76 units of distance per time. The
maximum speed is set to 5 units of distance per time. Fig. 7.8 shows the change
pattern of average estimation error when closeness-distance standard changes from 1
to 10 units of distance. As the adversary increases the threshold, his guessing result
will depend more on the locations of the user’s friends, since the closeness of the users

will be increased, leading to the estimation error increase.

7.6 Chapter Summary

Although using social information can improve the performance of certain
applications, malicious users can also use social information to launch new attacks. In
this chapter, we consider the social information-based location privacy in MSNs. We

introduce a new privacy attack where the adversary uses both historical movements
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and friendship information to estimate a user’s hidden trajectory. In order to protect
user’s location privacy, our solution allows a user to upload fake locations so that

attackers are not able to correctly calculate the closeness between friends.
The contributions of the chapter can be summarized as follows:

1. To our best knowledge, we are the first to consider the social information-based

location privacy-disclosure attack.

2. We analyze the problem by information theory and provide a scheme to

determine the best fake location.

3. Our solution does not require the use of trusted third parties, which may be

difficult to deploy in the real world, to provide location privacy protection.
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CHAPTER 8

SYBIL ATTACKS IN MOBILE SOCIAL

NETWORKS

Using social information does not mean blind trust. Before incorporating any
information in a system’s decision-making process, one has to check the authentication
or trustworthy first. Chapters 8 and 9 give two attacks caused by the lack of sufficient

verification mechanism.

In this chapter, Chapter 8, we study the Sybil attacks. By creating a large number
of fake identities and their friendships, malicious users can gain a disproportionately
high benefit through a Byzantine fashion. Actually, the applications introduced in
Chapters 2, 3, and 4 are all vulnerable to Sybil attacks. In order to limit the effect of
Sybil attacks, in this chapter, we propose a local ranking system for estimating trust

level between users.

8.1 Introduction

In recent years, researchers have designed different frameworks for cooperative
services of smartphones [48]. However, the open environment makes these systems
vulnerable to Sybil attacks. In a Sybil attack, an adversary creates a large number
of fake identities (Sybils), and since all Sybils are controlled by the adversary, she
can subvert the system by making actions that benefit herself. Here is an example
of a data sharing service. In order to reduce a cellphone’s usage of cellular networks,

when several nearby users are watching the same online content, they locally share
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partial data (which has been downloaded to each other’s phone) via other networks;
the amount of shared data a user obtained depends on the quantity he provided. The
attacker can benefit from the service by only downloading one portion of data and

obtaining other parts via different Sybil identities.

Traditional social network-based Sybil defenses are based on two common
assumptions: (1) Sybil-free social networks are fast-mixing; (2) Sybils can only fool a
limited number of honest users. Intuitively, a fast-mixing network consists of a single
well-connected core, even after the decomposition of the graph into its k cores [132].
However, these assumptions lead to two problems. First, the accuracy of a Sybil
defense algorithm is highly related to the number of attack edges. Second, it is
unclear whether the assumption about the fast-mixing feature will hold in all social
networks. Research by [132, 133] suggested that in some social networks, there are
multiple cores with considerable sizes. Since we cannot be sure that fast-mixing will
always be present, it is reasonable to make the following assumption: honest users
may cluster into one community or several communities with similar sizes. But,
under the new assumption, using most existing Sybil defenses will result in high false
positive rates (many honest users from other honest communities will be labeled as

Sybils).

In order to solve the problems, we design a Sybil defense system in mobile social
networks. Considering that trust is pairwise instead of global, our system explores
both trust and distrust relations among users. For addressing the problem of multiple
honest communities, our system uses a distributed Sybil defense algorithm based on
signed networks. For reducing the impacts of attack edges, we propose a gateway-
breaking algorithm. Note that the connectivity between honest communities is
different from that between communities of an honest and a Sybil. If we cut off
several high centrality edges from the social graph, the connectivity between honest

nodes bears much less of an impact than that between Sybil and honest nodes. This
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algorithm potentially increases the accuracy of any social network-based Sybil defense

algorithm.

8.2 Literature Review

Neighborhood Monitoring-based Sybil Defenses: since attackers have a
limited number of real devices, a group of Sybils is actually sharing one device. Based
on this observation, Sybils can be detected by letting honest users monitor signals’
features [134, 135] or moving patterns of other users [136]. Paper [137] proposed a
strategy for detecting Sybils in mobile networks: each user locally stores a friendship
graph and a foe graph. Whether a suspected node will be regarded as a Sybil is
dependent on the similarity of the graphs between the involved users. But, their
solution is not suitable for the late participants or frequent travelers. Moreover, none
of the above schemes work well if the attackers only conduct malicious actions to a

small set of honest users instead of all users.

Social Network-based Sybil Defenses: based on the small-cut structure of a
social network where a Sybil node is more likely to be connected with Sybil nodes
and a Sybil can only fool a limited number of honest nodes, graph theorems are
usually adopted to detect Sybils [138, 139, 76]. Our proposed scheme is also based on
the unique link structures of Sybil nodes, but unlike previous works, we use a more
realistic model that the honest users present single or multiple communities. Under
this model, most of the existing social network-based Sybil defenses suffer high false

positive rates.

Signed social network [140] is a new type of social networks. Unlike traditional
social networks, signed networks allow users to add both trust (positive) and distrust
(negative) relations to their social profiles [141]. In our system, we create a signed

social network behind a given mobile social network to capture the mutual relations
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among users. The idea of our system is that, by using the created social graph, Sybil

nodes can be detected through the propagation of both trust and distrust.

8.3 System Model

Our system consists of two parts: a remote server and users. The server is
responsible for two jobs: (1) storing and periodically pruning the created signed
network graph; (2) assigning randomly sampled social profiles to users for computing

the trust level between users.

We assume that each honest user has one mobile phone, which is associated with a
single identity, while attackers may associate multiple fake identities with one device.
For the remainder of the chapter, we call the identities held by the attackers as
Sybil identities, and we also refer to identities as nodes. Each identity is required to
periodically send a special message to the server to keep valid, and the server will
return updated social profiles. Unlike traditional models, we assume that the honest
region of a social network may form several communities. Exactly how many honest

communities may be formed is determined by the social networks being considered.

Our system works as follows. Each user locally stores two randomly sampled social
profiles: a trust and a distrust profile. Whenever two strangers encounter and want
to establish cooperative service, each user’s phone will exchange the trust profile
(together with signature and timestamp), and locally compute a trust and a distrust
score to determine whether the other user is a Sybil. In order to increase the accuracy,

a special pruning algorithm is running on the server.

In our system, to capture the trustworthiness between users, we create a signed
network. If node w trusts (distrusts) node v, then Ef = 1 (E, = 1). The
trust relations come from the friendships of users, so ET are always bidirectional,

while the distrust edges are unilateral. N7 (v) indicates a list of directly trusted

194



User A’s User B’s Signed Networks
distrust profile trust profile

—
_— — TDistrust Edge ~ ~

Attack Edge

Q."Ct\
e N
‘; Attack Edge
Community 1 “@@”
Community 2 ';."E'es‘b /(3
ones @4“@'@ A
N gegim: ‘@» o

&)

Figure 8.1: System model.

nodes of v, and N~ (v) gives the directly distrusted list. For example, in Fig. 8.1,

N+t (vg) = {vs,v7,08}, and N~ (vgg) = {v13}.

8.4 Signed Network-based Sybil Defense

8.4.1 Generation of Signed Network

Our system detects Sybils by exploring both trust and distrust relations. But, how
to find the distrust relations is an open question. Here, we propose several options.
First, consider that multiple Sybils are sharing a single phone and that each Sybil
identity needs to report some message periodically in order to keep itself valid. For
some honest users, they may catch the instant that an attacker switches her Sybil
identities. If that is the case, then the honest users will report this misbehavior
to our server, and a distrust edge will be added from the reporter to the accused.
Second, when several honest users, who have been fooled by the same attacker via
different identities, physically encounter the attacker at the same time, some of them
may notice that the attacker is using a different identity; the honest one could report
this event to our server. Besides these two options, any other neighbor monitoring

techniques may also be adopted.
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Our system does not require that each honest user must monitor other users.
Instead, we just use the data provided by some cooperative users, who are willing to
report the misbehavior events they witnessed. Since the attackers can use hit-and-run
policy, sharing the knowledge about the abnormality increases the accuracy of our
system. Traditional reputation system-based solutions only maintain a global trust
value for each user while a signed social network preserves much more information,

especially when adversaries have a target list while act normally to other nodes.

8.4.2 Scheme of Signed Network-based Sybil Defense

When user A needs to interact with a nearby stranger B, both of them will
locally measure a trust level between each other by using Signed Network-based Sybil
Defense algorithm (SNSD), as shown by Algorithm 21. SNSD makes use of social
profiles, which are stored on users’ phones. SNSD first computes a trust score and a
distrust score. Based on the scores, it further classifies nodes into: trusted, neutral, or
distrusted. Because the Sybil-free social networks may contain several communities,
we use the neutral tag to label the honest users from other honest communities.
Similar to most social-based Sybil defense algorithms, SNSD also applies random
walks to represent the propagation of trust and distrust. Since the random paths
are generated by the server, the attackers cannot control how the random walks are

conducted.

8.4.2.1 The Generation of Social Profiles

Each user locally records a trust and a distrust social profile. When a new user
V' joins our system and provides his trust-friend list, the server will generate the
two profiles. The generating procedure for a trust-relation profile is as follows: the

server first sends out K random walkers from V. Each walker will conduct an [-length

196



Algorithm 21 SNSD Algorithm (Run on node V')

: Exchange trust social profile with the other user S.

Trusted degree calculation:

Extract paths from the trust social profiles of V and S.

Set Ver(V,S) to be 0.

for Each suspect path Ps; do
if Py intersects more than half of verifier paths then

Ver(V,S)=Ver(V,S) + 1.

Compute trusted degree by Equation 1.

Distrusted degree calculation:

Extract paths from the distrust social profiles of V.

: for Each suspect path P; do

if P, comes across more than half of distrusted verifier paths then
Dis(V,S) = Dis(V,S) + 1.

: Compute trusted degree by Equation 2.

: According to Equation 3, label the suspect S.

= = e

Figure 8.2: The generation of distrust social profiles.

random walk along trust edges. A generated path represents one possible way of trust
propagation. These paths will be sent to V' as a trust social profile. Obviously, the

profile is a random sample of V’s [-hops friendship.

In order to impersonate real users, attackers have to create a large friend set for
each Sybil identity. Usually, such friendships are set up by letting Sybil nodes friend
each other. Therefore, friends of a distrusted node are likely to be distrustful. Our
server generates Vs distrust social profile by using the distrust relations of both V'
and his trusted friends. Take Fig. 8.2 as an example. First, a distrust seed set is
generated: along trust edges, the server computes K = 3 short-length random paths

from V (solid green lines). The ends (shadowed circles), which are distrusted by the
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nodes on these paths, build up the seed set. From each seed, another [-length random
walk will be conducted, and the paths (solid red lines) will be used as the distrust

social profile of V.

8.4.2.2 Trust Level Estimation

The computation of the trust-level is based on the similarities between users’ social
profiles; SNSD gives a probability value to represent to what degree a node can be
trusted. Whenever strangers V' and S encounter, they will exchange their trust-social
profiles. After obtaining the profiles, V' will locally compute a trust score and a
distrust score for S. For the ease of description, the paths in Vs trust social profile
are named as verifier paths, and the paths in the trust profile of S are called suspect
paths, as shown by Fig. 8.3. The solid blue lines indicate Vs trust social profile, and
the black dashed lines represent the trust social profile of S. If there is a common
node on both a verifier path and a suspect path, the suspect path is verified once;
when a suspect path has been verified more than k; times, where k; is a constant,
we say that this suspect path is fully verified. Let Ver(V,S) be the number of fully
verified paths, and recall that there is a total of K random paths in a trust social
profile. In regard to V, the trust score of S is given by: Trust(V,S) = Ver(V,S)/K.
In Fig. 8.3, when V sets the verifier threshold k; = 2, then only suspect path 1 will

be fully verified. Ver(V,S) =1, |K| = 3, and Trust(V,S) = 1/3.
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For the computation of distrust score, SNSD considers Vs distrust social profile
and the trust social profile of S, as shown in Fig. 8.4. We name the paths from Vs
distrust social profile as distrust verifier paths and use K’ to represent the size of
V'’s distrust social profile. When there are k; distrust verifier paths having common
nodes with a suspect path, this suspect path is a fully verified distrust path. Let
Dis(V,S) be the total number of fully verified distrust paths, and the distrust score
of S in regard to V' is given by: DisTru(V,S) = Dis(V,S)/K’. The distrust social
profile of V' contains 3 distrust paths (solid blue lines). In Fig. 8.4, if we define a
verified distrust path as a suspect path that comes across at least half of the distrust
verifier paths, then only suspect path 3 is verified. Dis(V,S) = 1, K’ = 3 and
DisTru(V,S)=1/3.

The final label of S, L(V,S), is determined by the difference of the two scores:
z = Trust(V,S) — DisTru(V,S). Let a, 8 be two thresholds, 1 > a > g > —1.
When z > «, then L(V,S) =Trusted’; if & > z > 3, L(V,S) =‘Neutral’; otherwise,
L(V,S) ='Distrusted’.

8.4.3 Security Analysis

Sybil attacks are hard to defend against because Sybil nodes can impersonate

honest nodes by supporting each other. However, SNSD forces the attacker into a
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dilemma. On the one hand, in order to boost the trust scores, it is better for Sybils to
cluster into one community, such that the verifier paths are more likely to encounter
a suspect path. As the attacker cannot predict how many and from which attack
edges the trusted verifier paths may enter into the Sybil region, single community
structure provides more chance for having contact with verifier paths. On the other
hand, for reducing the distrust scores, the attacker should build Sybils into multiple
communities for two reasons. (1) the probability of incurring the distrust verifier paths
is proportional to the size of a Sybil community; having a single Sybil community may
result in high distrust scores. (2) if a distrust verifier path enters Sybil region, having

multiple communities can trap it in one of the communities instead of threatening all

Sybils.

Although the attackers can adopt bad mouthing strategy, in our system, such
strategy has very limited impacts on honest users. The main reason is that the
distrust seeds come from an honest user’s close friends. When the attackers create
more distrust edges to honest users, the chance of having these fake distrust edges
in other honest users’ profiles is small, unless the attackers intensively add the fake
distrust edges to a node. But if it is the case, our pruning algorithm will detect this
high centrality structure. For attackers, the bad mouthing strategy brings many more

problems than benefits.

8.5 Sybil Gateway Breaking

In order to improve the accuracy, a special algorithm called Sybil gateway-breaking
is proposed. Essentially, the algorithm prunes some suspicious edges of the signed

social network.

200



Algorithm 22 Sybil gateway-breaking algorithm (SGA)

1: Suspicious Edges Selection:

: Select edges with high local betweenness as suspicious edges.

Use signed network-based Sybil defense algorithm (Chapter 8.4) to determine honest
and Sybil.

Find shortest paths from the honest nodes to Sybil nodes.

Compute the visiting frequency of edges.

Take the edges with high visiting frequency as suspicious.

Gateway Verification:

Generate the initial neighbor set, {u}, {v}, and {w}.

Compute the number of unique paths from {v} to {u}, and from {v} to {w}
10: for Predefined times do

11:  Respectively add Ak disjoint neighbors into {u}, {v}, {w}.

12 Compute the number of unique paths from {v} to {u}, and from {v} to {w}
13:  Compute the growing speeds of unique paths, Sy, and Sy,

14:  if |Syy — Syw| is greater than a threshold then

15: E}, is a gateway;

16: E.f, is not a gateway.

17: Attack Edge Detection:

18: Find attack edges from detected gateways by distrust relations; break them.

W N

8.5.1 Overview

The accuracy of most existing social network-based Sybil defense algorithms is
related to the number of attack edges. If a malicious user can establish more
attack edges, the overall accuracy of a Sybil defense will decrease; if the attacker
concentratedly establishes attack edges to a targeted group of users, there will be more

victims. But, if we can remove some attack edges, the accuracy can be increased.

Based on the above idea, we propose Sybil gateway-breaking algorithm (SGA),
as shown by Algorithm 22. Consider that all of the paths connecting honest and
Sybil nodes must go through the attack edges. The connectivity from a group of
honest nodes (honest region) to a Sybil region is bounded by the number of attack
edges. If each honest node can locally check whether it is fooled by others based on
the connectivity, and deletes attack edges, the accuracy of any social network-based

Sybil defense will be enhanced.

SGA consists of three parts: (1) Suspicious Edge Selection Algorithm; (2) Gateway
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Verification Algorithm (GVA); and (3) Attack Edge Detection Algorithm. GVA is
the core part of SGA. It determines whether an edge is a gateway, which connects
different communities. Since there may be multiple honest communities, only part
of the gateways are the attack edges while others are not. By exploring the distrust
relations, the attack edge detection algorithm locates bad gateways. In order to

reduce the computing time, a suspicious edges selection algorithm will be adopted at

the beginning of SGA.

8.5.2 Gateway Verification Algorithm

Since GVA is the core of SGA, we will discuss it first. Whether two nodes locate in
the same community can be verified by their connectivity to other nodes. Intuitively,
if one node’s connectivity to the third node is much larger than that of the other
node, it is possible that the two nodes reside at different communities. Here, we use
the number of unique paths to measure the connectivity feature.

Definition 8.1. Unique paths indicate a group of paths connecting two distinct nodes

or regions without sharing a common edge.

Because the amount of unique paths connecting two nodes is bounded by node
degrees, we compute the unique paths from a region to another region. Let u and w
be the ends of a given edge, v be the third node for checking the connectivity, and
UP(u,w) represent the number of unique paths from u to w. Based on the community
structure of these three nodes, we may observe one of the three cases: (1) Either u
or w shares the same community as v. (2) u, w and v locate in the same community.

(3) None of them comes from v’s community.

For the first case, assuming that nodes u and v reside in the same community,
UP(v,u) is much greater than UP(v,w) since all the paths from v to w must go

through the gateways between communities, which are limited. If we gradually
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increase the size of regions by Ak, the number of unique paths from w’s region
will stop growing much earlier than u’s region. But, for the other two cases, we
will not observe such differences. Based on this, we design a gateway verification
algorithm (GVA) for checking whether a given edge is a gateway. The procedure
is as follows. GVA gradually adds Ak disjoint neighbors into both regions, which
respectively contain u and v (or w and v), and examines the amount of unique paths
between the regions. Since we only care whether the edge is a gateway, GVA only

checks the existence of the growing speeds’ difference for a given node v.

The selection of the third node v is based on the fact that most random walks
are trapped in their initial community. Before checking whether E is a gateway,
GVA first sends out several [-length random walks from node u or w, and lets the
end nodes be the members of the verifier set. During the computation of the growing

speed, GVA sequentially selects nodes from the set to be the third node v.

However, checking every edge of a social network by GVA is impractical. For
fastening the process, we need to find out a set of suspicious edges first. Based on

this idea, we propose a suspicious edge selection approach.

8.5.3 Suspicious Edge Selection

There are two options for finding the suspicious edges: one is based on node
centrality, and the other focuses on the edge centrality. The reason for caring
about the node centrality is that under target attack, the target nodes will have
high centrality values. Hence, the server can first generate a local map (G) of each
node, and compute each node’s centrality on G. The GVA is only applied to the
edges, which are connected with the high centrality nodes. The criteria of centrality
we used is called the betweenness centrality [142], which is defined as the number of

shortest paths passing a node out of the total number of shortest paths within a given
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network. B(w) = >, cquzo Jur(W)/Guv, Where g,, is the total number of shortest
indirect paths linking nodes u and v, and g,,(w) is the number of those indirect paths

that include node w.

Since all of the paths between a Sybil node and an honest node must traverse
the same set of attack edges, the suspicious edges could be the edges passed by a
majority of random paths, which connect the nodes with antagonistic relations (at
least one directly distrust edge between the nodes). Therefore, the server randomly
selects several pairs of antagonistic nodes, creates random paths between each pair
of antagonistic nodes and counts the visiting frequency of the transited edges. For
the edges with high frequency, the gateway verification algorithm will be adopted.
The above procedure substantially examines the centrality of edges based on partial

nodes’ relationships.

8.5.4 Attack Edge Detection

A gateway connects two communities together. Whether a gateway is an attack
edge is determined by the distrust relationships between the communities. If either
one of them, or both of them highly distrust the other, it is very likely that the
gateway is an attack edge. Consider that the majority of random paths are trapped
inside their own communities; instead of counting the number of distrust relations

between two communities, we adopt random sampling to estimate it.

Attack edge detection algorithm works as follows: for each gateway, the server
temporarily breaks it, and then, from its both ends, the server sends out k random
walkers along the trust edges, respectively. The length of the random walks is a small
fixed number, and all of the visited nodes build up a sampling set. The server also
creates another set, called a distrust sampling set, which consists of nodes distrusted

by the sampling set’s members. The intersection of these two sets indicates the
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intensity of distrust of the communities. The larger the intersection set is, the more
likely the gateway is an attack edge. The server permanently removes the gateways

with high intensity.

8.6 Performance Analysis and Evaluation

Simulation setup: to generate a social network with different communities, we
create 2 to 6 communities with 256 nodes in each; edges inside a community are
randomly deployed according to the power law distribution. Links between different
communities are also randomly generated, and 5% of the nodes from each community
are connected to others. We compare our methods with the SybilGuard [139]. For
the ease of description, we call our Signed Network-based Sybil Defense “SS”, name

our Sybil Gateway-breaking Algorithm “GB”, and use “SG” to represent SybilGuard.

8.6.1 Simulation Metric

AFNR and AFPR: the first metric we applied is called Average False Positive
Rate (AFPR) and Average False Negative Rate (AFNR). If an honest node falsely
regards another honest node as Sybil, we call the event a false positive (FP). A
false negative (FN) means a Sybil being regarded as an honest node. Since each
honest node locally determines whether to accept other nodes, we compute the False
Positive Rate (FPR) and False Negative Rate (FNR) at each node, and then, compute
the averages of them. FPR = FP/(FP+TN), FNR = FN/(TP+FN), where TP

represents the total amount of true positives, and TN represents that of true negatives.

SCR: A distributed network system can tolerate some faults made by Sybils. We
term such robustness Sybil Conquered Rate (SCR). We assume that if more than 1/3

of the accepted nodes of an honest user are Sybils, the honest node is conquered by
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the attacker. SCR is defined as the number of defeated nodes out of the total amount

of honest nodes. The smaller the SCR is, the better a Sybil defense algorithm is.

8.6.2 Simulation Results

Since it is possible that an honest region may consist of multiple communities, the
number of honest communities may affect the accuracy of the Sybil gateway detection
algorithm. We made one Sybil community and one (up to five) honest communities.
The result is given by Fig. 8.5: with the number of the honest community increasing,

the accuracy of our Sybil gateway detection algorithm also increases.

In order to reduce the computing time, we filter out a group of suspicious edges
by their betweenness. From the light-colored bars of Fig. 8.6, we can see that the
number of suspicion dramatically drops with the increase of betweenness threshold.
But the majority of attack edges (Sybil edges) are still captured by the suspicion

group, as shown by the dark-colored bars of Fig. 8.6.

Based on the results of the betweenness experiment, we produce a derived
experiment: what could happen if we directly delete all of the suspicion edges without
using our gateway-verification algorithm? We created an honest community and
a Sybil community, and then, we remove the suspicion edges. SybilGuard is used
to detect Sybils. The results show that directly deleting suspicions has a negative
effect on accuracy, which also indicates the necessity of using our gateway-verification
algorithm. One possible explanation is that the suspect edge group contains too many
regular edges (about 90% in Fig. 8.6); removing these edges fundamentally changes
the structure of the network, and it causes some honest nodes to become closer to

the Sybil community.

Next, we focus on the accuracy of our proposed algorithms. We examined the

impacts of the number of attack edges on SCR, as shown in Fig. 8.7. The more
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attack edges are created, the more nodes are conquered. The result of SS+GB is
better than that of SG, which means the performance of SG has increased after
using our Sybil gateway-breaking algorithm. The SCR value of our accepted nodes
(SS+GB) is about 4% less than that of SG. By further checking identities of rejected
nodes, we find that our algorithm does eliminate some Sybil nodes near attack edges,

which are accepted by SG.

Since SS is based on both trust and distrust relations, our next tested factor is the
number of distrust edges, as shown in Fig. 8.8. Clearly, with the growing number of
distrust edges, the accuracy of our algorithm will be increased. Moreover, by letting
20% nodes having one distrust edge, the SCR of SS is about 3.5% less than that of
SG.

Our next consideration is the number of Sybil communities shown in Fig. 8.9. We
kept one honest community, and gradually add more Sybil communities. For SS, there
are approximate 4.75% distrust relations among all the relations. With the growth
of Sybil communities, the AFNR of both algorithms increases in the beginning, and

AFPR drops. However, when the number of Sybil communities becomes four and
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Figure 8.9: The impacts of the number of Sybil communities.

five, the AFNR values of SG+GB and SS+GB decrease. The reason is that with the
growing number of Sybil communities, the AFNR values of both SG and SS increase,
while the result of GB becomes more accurate. The integrated effects of them cause

the AFNR to increase firstly and then decrease.

Our last consideration is the impacts of the number of honest communities on the
accuracy of the three algorithms. In this part of the simulation, we have one Sybil
community and one (up to five) honest communities, with 256 nodes in each one. The

simulation results support our viewpoint that the existing Sybil defense algorithms
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Figure 8.10: The impacts of the number of honest communities.

have high false positive rates when honest users cluster into multiple communities.
From Fig. 8.10, we can see that both AFPR and AFNR of SS+GB is better than
that of SG or SG4+GB. Moreover, after adopting the gateway-breaking algorithm, the
AFNR value of SS is decreased.

8.7 Chapter Summary

From the consideration of security, social information or its source must be verified
before using it; otherwise, malicious users may take advantage of uncensored social
information to launch attacks. In this chapter, we use Sybil attacks in mobile social
networks as an example to show the necessity of social information verification. Unlike
traditional Sybil-defenses, we use a more realistic model that the social network of
honest users may not be fast-mixing. Based on this model, we propose a new Sybil
defense algorithm by exploring both trust and distrust relations. Our solution is
lightweight: users only need to carry two small social profiles instead of the whole
graph. Our algorithm solves the problem of high false positive in the existing Sybil
defense algorithms. For increasing the accuracy, we propose a gateway-breaking

algorithm, which can be used by any social networks-based Sybil defenses.
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The contributions of the chapter are as follows:

1. We propose a distributed verification mechanism to defend Sybil attacks in

mobile social networks.

2. Our scheme explores both trust and distrust social relationships among

participants.

3. We conduct extensive simulations to prove the significant performance of our

approach.
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CHAPTER 9

WORMHOLE ATTACKS IN COOPERATIVE
TRAJECTORY MAP-BASED NAVIGATION

Some social information-assisted applications are built over the actual social
relations among users. A typical example is a cooperative trajectory mapping-based
friend locator application, which is introduced in Chapter 4 of this dissertation.
However, there is an inexplicit assumption for using the cooperative trajectory
mapping that all participators must be trustable. Due to the absence of data
validation, once participators inject wrong information into such a system, the
system’s service cannot be guaranteed. In this chapter, we consider the problem
of fake trail attacks in cooperative trajectory mapping. In a fake trail attack, the
adversary seeks to create a fraudulent shorter path between two locations. The unique
characteristics of cooperative mapping make conventional wormhole defenses, such as
packet leashes, unsuitable. We propose an efficient algorithm which can successfully
deter an adversary from launching such an attack, and we validate the effectiveness

of our solution through extensive simulation experiments.

9.1 Introduction

The functionalities of smartphones continue to grow with many such phones now
being equipped with hardware such as sensors and accelerometers. Cooperative
trajectory mapping is an emerging technique that takes advantage of the capabilities

of these smartphones to allow users to combine the data collected from their
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phones to create maps of user movements in an unknown indoor region. This type
of map is known as a cooperative trajectory map. Trajectory maps are used in
various applications such as people localization [49, 54, 55|, public transportation

tracking [51, 52, 53|, and traffic monitoring [50].

Cooperative trajectory mapping typically does not use the phone’s GPS in order
to avoid the weak signal issue in indoor conditions. Instead, the smartphone’s
accelerometer and compass are used to determine the displacement and moving
direction of a user [48]. This data is periodically transmitted to a central repository
which collects and processes the readings from multiple users to arrive at a trajectory
map. Prior work on cooperative trajectory mapping focuses on building the system
and improving map accuracy and assumes that all participants are honest. However,
the presence of malicious users can have a detrimental effect on the final trajectory

map.

We can illustrate the effects of a malicious user in Fig. 9.1. We assume that the
trajectory map is used to locate friends in an indoor scenario. Fig. 9.1(a) shows
the reported trajectories of the three users (i.e. two honest users and one adversary).
Fig. 9.1(b) shows the reported trajectories without the adversary. The routing results
are given by Figs. 9.1 (¢) and (d). The shadow areas represent rooms, and we assume
that each room has only one door: people cannot go through the walls. In Fig. 9.1,
user A is trying to locate user B. Using the collected data (Figs. 9.1(a) and (b)), the
central depository computes the shortest path from A’s current position to B (shown
by the arrow lines in Figs. 9.1(c) and (d); the background map is not available to
the server). Assuming that A is walking faster than B, A will eventually catch up
with B. In Fig. 9.1(a), a malicious user, adv, reports a fake path. The depository
may use this incorrect information and compute a different path for A. This path is
incorrect since it requires A to go through the walls of a room, as shown in Fig. 9.1(c).

Without adequate protection from malicious users, the resulting trajectory map will
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Figure 9.1: The effect of a wormhole attack.

be inaccurate, or even will become useless.

In this chapter, we name this type of attack as fake trajectory attack since the
adversaries launch the attack by reporting some fake trajectories or fake encounters
with other users. The fake trajectory attack is similar to a wormhole attack,
considered in ad hoc networks [143] since we can consider the intersections as
nodes and road segments as links of nodes. In a traditional wormhole attack, the
adversary will maintain an out-of-band connection between two physical locations in
the network. Using this out-of-band connection, the adversary creates a wormhole
that can let nodes that are far away from each other appear to be neighbors [144].
As a result, the routing algorithm in ad hoc networks will report an incorrect path
between two locations. In our cooperative trajectory mapping problem, an adversary
that reports a fake path between two locations will create a wormhole between those
two locations. The effect is the same as the traditional wormhole attack since the
central depository will use this incorrect information to derive incorrect paths for

users.
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However, the unique characteristics of cooperative mapping make it difficult to

apply existing wormhole defenses.

Firstly, traditional wormhole detection mechanisms assume that every node’s
sensorial range is K. We can estimate the distance between any nodes based on
the neighboring table. In our model, the length of each road segment may be not the

same; the number of intersections is not a constant but will grow.

Secondly, conventional wormhole attacks are strongly related to the geometry of
the network: most wormhole detection algorithms assume that partial information
about a wormhole-free case is available. However, in cooperative trajectory mapping,

the original map data is not available to the server.

Lastly, traditional time and spatial leash-based wormhole defense approaches let
the data packages identify the wormhole; however, in our problem, we have people
following the route rather than packets. Unlike packets which can be retransmitted

easily, moving people to alternative routes is time-consuming.

In this chapter, a novel centralized algorithm is designed for the detection of fake
trajectory attacks. Considering the uncertainty of a user’s instant location, we first
estimate the possible position of every user at time ¢ based on the reported trajectory.
After that, we determine whether two users will definitely have physical encounters,
may have physical encounters, or will definitely not. Then, we compare our estimation
results with the reported encounter records. If there is an inconsistency among the
data, we will give some penalty to the users. After observing enough time, we use two
thresholds to classify the users into three groups: “honest group”, “adversary group”

and “suspicious group”, and differentially use the data from different groups.
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9.2 Literature Review

The idea behind the cooperative trajectory mapping problem considered in this
chapter was proposed by [48]. There, a mobile social network-based navigation system
is designed. Each user periodically reports his trajectory and encounter information to
the server, then the server can reply with a routing to the user in order to help the user
find others. Other work by [57, 58] also used similar ideas for cooperative trajectory
mapping. The main difference is that prior work only considers honest users. Our
work focuses on non-colluded, dishonest users that will intentionally report incorrect

paths to disrupt the system.

Detecting fake paths in cooperative trajectory mapping shares similarities with
traditional wormhole detection in ad hoc networks. In a wormhole attack, the
adversary will attempt to convince other nodes that a path exists between two
locations when, in fact, there is no path between the nodes. Using the same
methodology as [144], we divide wormhole detection techniques into centralized and

decentralized solutions.

Centralized wormhole detections, such as statistic detection [145, 146, 147]
and multi-dimensional scaling [148, 149], rely on the server knowing certain node
distributions or network geometric layout information, and using this information to
detect the wormhole. However, in our trajectory mapping problem, the server does
not have any knowledge about the real map, except for the reported moving trails of
users. In fact, the server builds up a map using the mobility paths of users. Thus,

existing centralized wormhole detection techniques cannot be applied to our problem.

Decentralized wormhole detection techniques rely on the nodes within the network
to monitor the other nodes or data transmissions to detect a wormhole. Work
by [150, 151, 152] requires a node to monitor the topology structure of its neighbors,

while [153] lets the node monitor the input and output traffic flows. Other techniques
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that rely on cryptographic monitoring include packet leashes [154], TESLA [155], and
distance bounding [156]. The main difference is that, in our problem, an individual
node-reported path may not be used until it can be associated with information from
a fixed AP or the global uniform coordinate system. Thus, a node cannot monitor

other nodes in our problem.

9.3 Background

In this section, we will first introduce the system model in our problem. After
that, we will discuss how to build a trajectory map based on the system. Finally, the

adversary model will be presented.

9.3.1 System Model

A cooperative trajectory mapping system has the following three basic

components.

1. A service provider. The service provider deploys a server to collect user data and
to use that information to build and prune the trajectory map. The provider also
provides additional services based on the eventual map, such as a friend locator.
Except the collected data, the server does not have any domain knowledge about

the real map.
2. Users. Users report their trajectories and encounters to the server.

3. Access point (AP). An AP is an additional, optional component. It works as a
fixed location reference, such as a WiFi access point, whose physical location
is known. The AP will periodically broadcast beacons. The purpose of the
AP is to quickly establish the spatial relationship between each user’s local

movement trajectories and the actual physical coordinates. If all of the reported
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trajectories are noise-free and all of the trajectories are interconnected with each

other, the additional AP is useless.

We assume that there are M users that participate in this system and that
everyone’s clock is loosely synchronized. Each user’s mobile phone is equipped
with an accelerometer, a compass, a wireless receiver, and an encounter sensor.
The accelerometer and compass are used to determine that user’s displacement and
direction, respectively. The wireless receiver, such as a WiFi radio, is used to receive
beacons transmitted from the AP. The encounter sensor is used to periodically signal
the user’s presence as well as record the presence of other users. This can be
accomplished using a Bluetooth module built into the smartphone. For instance,
when user A walks past user B, A’s phone will record as “encountering B”, while
B’s phone does the same. We use the unit disk graph (UDG) model to represent the

sensorial range of an encounter sensor.

9.3.2 Trajectory Map Construction

A valid user will maintain two lists in his smartphone: movement list (ML) and

encounter list (EL). The ML consists of a serial of displacement from the last recorded
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position. The tuples in ML are {senderlD,displacement, direction,time}. The
encounter information, which is the information about meeting with other users,
is obtained by an encounter sensor. When a device learns about an encounter with
another device, it will create an entry in the EL, as {senderI D, time, encounter'sI D}.
The device of each user will periodically report these two lists to the server via a 3G

connection.

However, the trajectories of each user are recorded in their own isolated coordinate
system, which is only relative to the initial (unknown) location of the user [48]. If all
of the trajectories are connected with each other (spatial and temporal encounters),
the server can compute the relatively spatial relationships of intersections. Otherwise,
we need a public location reference to provide unique spatial information about all
of the users such that the spatial encounter near an AP can also be used as a real
physical encounter. In a cooperative trajectory mapping system, an AP is randomly
set at a place. When a user passes by the communication range of the AP, the user
will also record the AP as an encounter. From the trajectories of the users, who have
AP encounter records, the users’ individual trajectories can be moved into a uniform
coordinate system by joining the places of an AP encounter together. After A has
passed by B, who has passed an AP, the trajectory of A will also join the uniform
coordinate system since the spatial relation between A and the AP can be obtained

by that of B and the AP, and A and B.

The server applies two variables to store the reported data: the first one is used to
store the trajectories which have already joined the uniform coordinate system, and
the second one is used for temporarily storing the space-relation unknown trajectories.
Therefore, once a space-relation unknown user can reference to the AP, the server will

move his historical trajectories from the unknown group to the other group.

One application of the trajectory map is a friend locator, which can be
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accomplished as follows: every user periodically reports his movement traces to the
server, and the server stores the reported data. Periodically, the server will use the
data to build or update a map by adding the new found paths to the map. Since the
server records the current position of each user, the service provider can use the built

map and the recorded location to find the shortest routing between users.

9.3.3 Adversary Model

The goal of an adversary is to launch a wormhole attack by creating a fake, shorter
path between two locations. If the distance between the fake path and the real path
is less than a system defined value R, then we consider it as an estimation error.
We assume that the server has some other algorithm to deal with estimation errors.
Thus, the adversary has to select a fake path that deviates from an actual path by

at least R,.

We assume that there are multiple adversaries, but they are all working
independently. The number of real users is assumed to be larger than the number of
adversaries. An adversary can create a fake path by manipulating the ML or the EL.
The adversaries can modify or create any item in their current ML and report them
to the server such that some shorter, fake paths will be included in the trajectory
map. Adversaries can also modify or create any record in their current EL and report
them to the server such that some real users’ trajectories will be wrongly added in

the map, which may also generate some shorter but nonexistent paths.

In this chapter, if the adversary reports a trajectory, which he did not follow, but
the trajectory corresponds to an existing path on the map, we do not regard it as
an attack. However, if the associated encounter information with this trajectory is

wrong, we view it as a fake trajectory attack.

219



9.4 Detection Algorithm

In this section, we will present our adversary detection algorithm. The structure
of this section is as follows: In the beginning, we will present the intuition behind
our solution. Then, our adversaries detection and isolation (ADI) algorithm will be
discussed in detail. The trajectory-based encounter-type prediction is a key function

used in the ADI algorithm. We will also discuss this prediction in this section.

9.4.1 Intuition

A key feature of cooperative trajectory mapping is that when a user encounters
another user, each user will independently report encountering the other user to the
server. The intuition behind our algorithm is to make use of this feature to detect an

adversary. We illustrate the intuition using the following example.

Consider an adversary that is physically at location « (loc,) but reports to the
server that he is at locg. Since the adversary is not at locg, he cannot determine
whether there are any users at locg. Considering that there is a large number of users
in real applications, the probability of guessing correctly is very small, and we do
not consider this case. Now, let us assume that an honest user is at locg. Since the
adversary is not at locg, the honest user does not report encountering the adversary.
This results in an inconsistency, or an abnormal event, since a supposed encounter
did not occur. The honest user hence acts like a witness that can be used to identify
an adversary. Over time, an adversary will be associated with more abnormal events

than honest users, and the server will use this as a means of identifying adversaries.

Based on the above idea, in this chapter, we present the adversaries detection and
isolation (ADI) algorithm. In the ADI algorithm, we assign a suspected degree to
each user. The suspected degree presents the percentage of abnormal events to the

number of encounters. The algorithm periodically checks the intersections of each
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pair of users, estimating the possible encounter-type of the users. There are three
types of encounters: two users cannot encounter, may encounter or must encounter
with each other. Then, we use the estimated encounter-type to compare with the
reported encounter information. By this way, we can find the abnormal cases: (i)
must meet with no encounter, (ii) impossible meet with an encounter(s), and (iii)
those with a single-sided encounter record. We update the suspected degree based
on the detected abnormal events. After enough data is collected, we use pre-defined

thresholds to find out the identities of the adversaries, suspicious and honest users.

The key challenges behind our algorithm are: (a) how to correctly determine
abnormal events from a set of trajectories and encounters. Since the exact movement
patterns of users are unknown and the server is only given the displacements and its
corresponding time, there is uncertainty about the happening of encounters; (b) how
to correctly assign a suspicious degree to the found abnormal cases since assigning

wrong suspicious degree may cause an honest user to be regarded as an adversary.

9.4.2 Adversaries Detection and Isolation

When the server runs the Adversaries Detection and Isolation (ADI), as shown in
Algorithm 23, it traverses all displacements and encounter records to find whether
there are abnormal cases in which the trajectory information is inconsistent with the

encounter records.

At the beginning of the ADI algorithm, each pair of users u and v is assigned with

a suspected degree SD(u,v).

SD.suspect
D =
SD(u,v) SD.witness

The initial value of SD(u,v) is zero. The suspected degree consists of two parts.

The first part (SD.suspect), the numerator, is a suspected penalty counter. The ADI
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Algorithm 23 Adversaries detection and isolation algorithm (ADI)
1: SD.suspect= 0, SD.witness= a small non-zero number
2: for each time period T' do
3:  if the result of TBEP (Algorithm 24) or encounter records satisfy the requirement of
being a witness then
SD.witness=SD.witness+1
if the result of TBEP conflicts with encounter records then
SD.suspect=SD.suspect+1
: Find the suspects by threshold
: Build trajectory map without using the data of suspects
: Return: identities of suspects and the cooperative trajectories map

algorithm will check every users’ reported displacements. Based on the displacements,
we can estimate the possible encounter-type of the users. The trajectory-based
encounter prediction algorithm (TBEP) will be presented later in this chapter. Once
the algorithm detects an inconsistency between the encounter prediction result and
the reported encounter information, the SD(u,v) of the users will be given a penalty.
Admittedly, an adversary with knowledge of the ADI algorithm might intentionally
frame honest users by reporting false encounters. We will discuss some details in
Chapter 9.7. The second part (SD.witness), the denominator of the suspected degree,
records the times of being a witness: (i) the user’s trajectory encounter with others’

trajectories, or (ii) there is an encounter report about the user.

After observing the reported information for a long enough time, we can classify the
users into three groups: an “honest group”, a “suspicious group”, and an “adversary
group” by using two pre-defined cluster thresholds, threshold 1 and threshold 2
(threshold 1 > threshold 2). If the value of > SD(u,v) is above threshold 1 or below
threshold 2, the corresponding users belong to the “adversary group” or the “honest
group”, respectively. The remaining users fall into the “suspicious group”, which
needs to be further investigated (observing more time). In the phases of building the
cooperative trajectory map, we first build the map only using the trajectories of the
honest users. Then, we only partially and temporarily revise the map if there is no

path between two users without the corresponding paths from the suspicious group’
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Table 9.1: Table of notation for TBEP

tp beginning shared time of two displacements
tg end shared time of two displacements
{(@, y1, th)} | a series of displacements of user A in T
Smaz maximum speed

EC potential encounter conditions and time
d length of a displacement

SFyy head boundary function

SFrp tail boundary function

ER encounter records

R sensing range

PTB() possible trajectory boundary function
IT() time-space relation function

trajectories. We do not use the data from the adversary group.

9.4.3 Trajectory-based Encounter-type Prediction

The function of the Trajectory-based Encounter-type Prediction (TBEP)
algorithm is to estimate the encounter-type of any two given trajectories. In this
part, we will first present the definition of some terms which we will use. Then, we
will introduce the TBEP algorithm. Finally, some related theorems will be presented.
The details of the help functions, which the TBEP algorithm calls, will be discussed

in the next section.

We will illustrate TBEP by using the example in Fig. 9.3. There are two
displacements of users A and B (Fig. 9.3(a)). We assume that they finished the
displacements at the same time. If we can obtain the instant speed of the users at
any time, we can clearly find out when and where those two users met with each
other in the past. However, determining the exact position of each user at any point
in time is difficult to obtain without knowing the instant speed. Knowing the instant

speed of a user is difficult to obtain in a realistic scenario.

However, considering the maximum speed limitation, we still can find a user’s

feasible position bound at any time. The feasible position bound is a time-related
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Figure 9.3: Relation between two users’ trajectories.

function, which restricts a user’s possible position at a given time ¢ by indicating the
farthest and nearest locations of where the user could have reached. If the user moves
along a line, there are two end points of the position bound. The first point is used
to describe that the user waits at the beginning, then moves to the destination with
maximum speed; the second point is used to describe that the user first moves with
maximum speed, then waits at the destination. As a result, the feasible position of a
user at time ¢ will be a segment.

Definition 9.1. For any displacement, going along the moving direction, we name
the farthest position that the user can get to at time ¢ as the head end point, and the
corresponding sensor area as head sensor area; we name the nearest position as the

tail end point and call its sensor area as the tail sensor area.

Fig. 9.3(b) illustrates the feasible position bounds of one user. The user’s real
moving pattern could be any lines inside the parallelogram, except that the slope of
the line must be smaller or equal to the slope of bounds. Since each user is equipped
with an encounter sensor, the shape of the possible sensor region of a user at any
time is similar to an ellipse, which is the union of a group of circles whose center is

located at the possible position segment, as shown in Fig. 9.3(c).

TBEP algorithm. As one of the key building blocks of our solution, TBEP
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Algorithm 24 Trajectory-based encounter prediction (TBEP) algorithm

1 Input{ (@, g7 10}, (P yP PV, Smars R

2: Output: £EC

3: Run PTB({(=, vy, tN}, {(zB,yP,tP)}, Spaw, R) to obtain SFy and SFr.

4: if IT({(xf, vt} {(2B, 42, tB)}, R) can encounter in corresponding time then
5. EC.Type =“must meet”, EC.Time = corresponding time

6: else

7. Af IT({(28, vt ), {(@8, 4P, tP)}, R) cannot have encounter in corresponding time

then
EC.Type =“cannot meet”, EC.Time = corresponding time

9: else
10: EC. Type =“may meet”, EC.Time = corresponding time

11: Sort ER’s tuples according to encounter type and time.
12: Return: encounter conditions

(i.e. Algorithm 24) presents the way for the server to determine the encounter-type
of the given trajectories, which can be further used to determine whether abnormal
events occur. After receiving the respective displacement of two users, the server first
uses the position function (p())) to estimate the latest moving time and the fastest
arriving time of a user. Then, the server applies the Possible Trajectory Boundary
function(PT B()) to compute the users’ feasible position bounds in X-Y-T space as:
the space function of A’s head end point, SFy(A); the space function of A’s tail end
point, SFr(A); the space function of B’s head end point, SFy(B); the space function
of B’s tail end point, SFr(B).

Theorem 9.2. If all of the distances of {SFy(A), SFg(B)}, {SFr(A), SFy(B)},
{SFy(A), SFr(B)} and {SFr(A), SFr(B)}) are greater than R in this time period,
the two users cannot meet with each other, and therefore the server should not contain

the corresponding encounter records, as shown in Fig. 9.4(a)

Proof. 1t is obvious since all of the distance between the two users are greater than the
R. Note that, in Fig. 9.4, the parallelograms represent the feasible position regions
of users. Any line inside the region, whose slope is small or equal to the maximum
speed, may be the real instant position of the user. Fig. 9.4(a) two trajectories cannot

have encounter records. Fig. 9.4(b) two trajectories may have encounter records.
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Figure 9.4: Hlustration of encounter-type in X-Y-T space.

Fig. 9.4(c) two trajectories must have encounter records. U

Theorem 9.3. If some of the distances, but not all of the distances of {SFy(A),
SFy(B)}, {SFr(A), SFu(B)}, {SFu(A), SFr(B)} and {SFr(A), SFr(B)}) are

greater than R in this time period, the two users may meet with each other.

Proof. 1t is also obvious since some trajectories of the two users can encounter with

each other and some cannot. O

Theorem 9.4. If all of the distances of {SFu(A), SFu(B)}, {SFr(A), SFu(B)},
{SFy(A), SFr(B)} and {SFr(A), SFr(B)}) are less than R, or are equal to R in
this time period, the two users cannot meet with each other, and therefore the server

should contain the corresponding encounter records.

Proof. The feasible position bounds of the two users are two parallelograms in X-
Y-T space. We name the feasible position bound in X-Y-T space as the Feasible
Position Region. Since space is continuous and all of the edges satisfy the conditions
for encountering with each other, any pair of lines inside the parallelograms must

encounter with each other. O

The relation between R and the distance of two lines can be computed by the

Intersection function(I7()).
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Table 9.2: Table of notation for helper functions

p(t) user’s position at ¢ in system’s coordinates
Smaz the maximum speed

(xf‘, ylA, tf‘) a piece of displacements of user A in T
(z1(t), yi}(t)) | location where A started the displacement
(x4 (t),y5 (t)) | location where A ended the displacement
t time that user A began the displacement
th time that user A finished the displacement
d length of a displacement

(x(t),y”(t)) | possible location of A at given time ¢

(x4, yY) the location of A at any time

R sensing range

a,b,c,d temporary parameters

9.5 Technical Detalils

In this section, we will present the technical details about our solution. First, we
will introduce the position function which we used to indicate the feasible position of
a user at a given time instance in X-Y coordinates. The possible trajectory boundary
function is the extension of the position function in X-Y-T space, which will be
discussed at the second part of this section. After that, the intersection function will
be presented. We use the intersection function to estimate the encounter conditions
of two users’ feasible positions. In the last part of the section, we will define what an
abnormal event is and will explain why we classified the entire encounter conditions

into three groups: “probably honest”, “probably dishonest”, and “uncertain.”

9.5.1 Position Function

Given one displacement of a user’s trajectory, the location of the user can be
presented by p(t), as shown in Fig. 9.3(b). Suppose that a user reported one
displacement from location p(t;) to p(te) at time from ¢; to ¢y (t; < to), and the

length of this displacement equals d. We also assume that the speed range of a user
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In order to simplify the solution, we add a new dimension “time” into the
traditional X-Y coordinates. Therefore, Fig. 9.3(a) can be converted to Fig. 9.4.
The displacement of each user is represented by a parallelogram in X-Y-T space.
The projection of the parallelogram on the X-Y plane is the same segment in Fig.
9.3(a). The lines, which are parallel with the t-axis, represent the situation of not
moving. Because of the speed limitation, the slope between any two points in the same
parallelogram should be less or equal to the maximum speed. The real trajectory of
the user in X-Y-T space will be a curve in the parallelogram. Hence, if A and B
meet with each other, their real trajectories must intersect in X-Y-T space. In X-Y-T

space, the position function p(t) will be converted to the possible trajectory boundary

function (PTB()) .

9.5.2 Possible Trajectory Boundary Function

Possible Trajectory Boundary (PTB()) function provides the two position bounds
of a user in X-Y-T space. It has four inputs: {(z, y,tM)}, {(2B, 42, t5)}, Spae and
R. The user first moves with maximum speed to finish the reported displacement,
then stays still at the end of the displacement; the user can also wait first at the

beginning point, then finish the displacement just on time. Therefore, there are two

trajectory boundary functions. The head boundary function is:

Ry S S

l"?—l‘f _yééx_yf‘_d/smax
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The tail boundary function is:

xd — x{‘ _ T yf‘ _ I (té4 —d/Smaz)
ZE"? - xiA y? - yf‘ d/Smax

Given a pair of displacements, if we know that the users covered the displacements
at a constant speed, we can use the intersection function (IT()) to check whether an

encounter happened.

9.5.3 Intersection Function

We use the Intersection IT() function to determine whether the two given users
can encounter each other. It has three inputs: {(z,y,t)}, {(zZ,y2,tP)} and R.
Assume that there are two users named A and B. They all report one displacement,
and we also assume that they all moved at maximum speed S,,... We assume that
the beginning time is #{', and the end time is #5'. At the same time, the initial
position is (27, y#}), and the end of the displacement is (x4,3'). Therefore, the
displacement of A can be represented as (1!, yi', t{), (x4, y3', t3')). Similarly, we also
have B’s displacement as ((z2,y2,tP), (aF 4P t8)). Now we want to compute when
and where these two users can generate the encounter records. Firstly, the trajectory
of a user can be represented as follows in a 3-D space, where the x-axis is one possible

moving direction and the y-axis is the perpendicular direction to the x-axis. The

third direction is time.

ot -l oyttt

A A~ A A 1A _4A
Ty — I Yo — Y ly — 1

The trajectory of B from t¥ to t¥ can be represented as follows:

o —af oyt P Pt

B B B B~ 1B B
Ty — I3 Y — W ly — 1t
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Hence, to a given time ¢, whether a piece of encounter record will be generated or not

can be determined by the truth value of following formula:

(a4(t) = 2"(®)* + (1) - " (1)) < R?

After using t to represent x(¢), z2(¢), y*(¢t) and y®(t), we can get:

(a® + )t + 2(ab + ed)t + (b* + d* — R?) <0,

where:
R
=t B —f
A_ A B_ B
Ty — P14, T2 — 1 A
b:—(w)h +(W)tf+f’31 — a7
2 — 1 2 — U
D St Nk
ty —t P —1tf
A_ A B_ ,B
Y =Y v,a , Y2 — U A
d= ()i + ) ot — b
2 — 1 2 — U

9.5.4 Abnormal Events

Here, we define what an abnormal event is. From the view of the server, it can
observe two things: trajectories and encounter records. The trajectories of two users
have three encounter-types: must meet, potentially meet, and cannot meet. The
encounter records about two users at a given time can also be classified into three
kinds: no encounter, single encounter, and two encounters. Based on the given
trajectories, we can classify the observations made by the server into three groups:
an ‘“uncertain” group, a “probably honest” group, and a “probably dishonest” group
for all of the 9 kinds of combinations. An abnormal case will fall under the “probably

dishonest” group.
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The “probably honest” group represents the conditions: (i) at a given time ¢, the
position bounds of two users satisfy the condition of “must meet,” and there is a
pair of accordant encounter records in the server; or, (ii) the trajectories of two users
satisfy the case of “may meet”, and a pair of consonant encounter records is stored on
the server. If both of the two users are honest, the happening of the conditions (i) and
(ii) is obvious. However, if one of the users or both of them are the adversaries, then
they can only be classified as “probably honest” only if the adversary can correctly

guess the identity of the other party. The probability of this is negligible.

The “uncertain” group also consists of two conditions: (i) the trajectories of two
users satisfy the case of “may meet”, and there is not any encounter record; or, (ii)
the trajectories indicate the condition of “cannot meet”, and there is no encounter
record. We cannot conclude anything about the identities from these two cases. If
both of them are honest users, these two conditions can happen; If there are one or
two adversaries, the two conditions can still happen with a high probability. For the
condition (i), when there is only one adversary, the adversary can report a fake path,
which has a spatial intersection with the path of the honest user, and the real path
of the adversary does not encounter the honest user’s path. If both of them are the
adversaries, they just report two spatial intersected paths, but they do not encounter
each other in fact; then, the condition (i) happens. As for the condition (ii), if there
is a pair of “impossible meet” paths and the real path of one adversary does not
encounter the other user, no matter whether the identity of the other one is honest

or not, condition (ii) can happen.

Except the above 4 conditions, the remaining 5 conditions belong to the “probably
dishonest” group where at least one of the users could be an adversary.
Theorem 9.5. An adversary is more likely to be associated with an abnormal case

than an honest user if the number of real users is greater than that of the adversaries.
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Proof. Assume that p is the probability that two users meet with each other at a
given time. Suppose that the number of real users is a, the number of the fake users
is b, and a >> b. For a real user, the reason for having abnormal data is that he
encountered the adversaries’ real paths or fake paths. Hence, given the condition
that a real user meets with another user, the conditional probability that the given
user meets an abnormal event is 2b/(a — 1 + 2b). However, given an adversary, if his
real trajectory comes across the trajectories of real users or other adversaries’ real
trajectories, or if the given adversary’s fake trajectory meets with the trajectories
of real users or other adversaries’ fake trajectories, he may encounter inconsistent
conditions. Therefore, given the condition that a fake user meets with another user,
the conditional probability that the given user potentially meets an abnormal event

s 1. O

9.6 Performance Analysis and Evaluation

In this section, we will first describe our simulation setup. Then, our evaluation
metrics will be presented. The simulation results and analysis will be given in the

last part of the section.

9.6.1 Experimental Setup

We use Matlab to make the simulation. The users’ trajectories are generated by

Levy walks mobility model [157] and users’ real traces !

In the simulation based on synthetic data, we first randomly generate 50 test
groups, and each group contains the trajectories of 50 users. We let the period of

the location updates be 60 sec, and we observe each user for 6,000 units of time. We

'The real data comes from CRAWDAD, which is a community resource for archiving wireless data
at Dartmouth. The data set we used names ncsu/mobilitymodels/GPS2009072392200907232009-07-
21. The data was collected by GPS from NCSU, North Carolina, USA, 2009.
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set the size of the target area as 500 x 500 distance units. The silence time period
is changed from 0 to 10 seconds. The mobility model’s parameter « equals 1, and
also equals 1. We also set the minimum flight length as 60 distance units, and we set
the maximum flight length as 100 distance units. When users get the boundary of
the target region, we use reflection to ensure that the total number of users do not

change.

We assume that the encounter sensor range is R. In the simulation, we mainly use
R =5 distance units. The maximum speed of users is represented by 5,4, and we
mainly let it be 3 distance units per second. In each time unit, the user randomly
picks a speed from 0 to S,,., to be the real moving speed in the time unit. During
simulation, we randomly select Ng., users’ traces as the real users’ trajectories. We
select N4g users’ traces as the fake trajectories of adversaries, and we also select Nap
users’ trajectories as the real hidden trajectories of the adversaries Nagp = Nap. After
dividing the trajectory data set, we first compute the encounter records if adversaries

report their real traces, which also means there are no adversaries.

During the computation of encounter records, we assume that each user finishes
the displacements by the average speed in this segment. When the distance between
two users is less or equal to the sensorial range R, we record the identities of these two
users, and we also record the beginning and the end time of this encounter record.
Then, we observe the displacements of users for a period of time. In each period,
we use the reported trajectories of users to check whether there are some abnormal
cases. If we find an abnormal case, we will give a penalty to both of the users. After
observing the traces for a pre-defined period of time, we rank the suspecting list in

descending order and pick the first N4 R users as the adversaries.

In the simulation based on real data, we have the moving trajectories of 35 users.

We randomly set the identity of users as real users’ trajectories, adversaries’ real
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trajectories, and adversaries’ fake trajectories. For example, if there are 5 adversaries,
then we randomly choose 5 from the data set as their real moving paths, and we
randomly choose another 5 as their reported fake trails. The data set, which we
used, records the positions of a user in 2,604 reporting units of time. The setting
for the rest of the parameters is the same as the setting in the synthetic data based

simulation.

Considering the length of observation, the adversaries’ density, the users’ density,
and the length of users’ sensorial ranges will affect the accuracy of the adversary

detection algorithm; we use the simulations to analyze the following relations:

1. The relationship between the length of observation time and the accuracy of

our proposed detection algorithm.

2. The relationship between adversaries’ density and the accuracy of our proposed

detection algorithm.

3. The relationship between users’ density and the accuracy of our proposed

detection algorithm.

4. The relationship between the length of users’ sensorial ranges and the accuracy

of our proposed detection algorithm.

9.6.2 Evaluation Metric

Our evaluation was independently made in two different assumptions, and therefore
two metrics were used in our evaluation. In the first part of our simulation, we assume
that the central server somehow knows the total number of adversaries. Although
this assumption seems unrealistic, our simulation results are still valuable if the social
scientists can predict the average number of adversaries by some statistic model since
the auxiliary information will increase the speed and the accuracy of detecting the

adversaries. The first metric we used to evaluate our algorithm is termed Accuracy,
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which is computed as the following:

Number of successfully detected

Accuracy =
Total number of adversaries

The second part of our evaluation is based on the assumption that there is no
auxiliary information about the number of adversaries. During the simulation, we
use the clustering algorithm to classify the users into two groups based on their
suspected degree, which is computed by our algorithm. The metrics we applied in

this part are False Positive Rate (FPR) and False Negative Rate (FNR).

FP FN

FPR=gprmn VR = Fp N

where FP is the number of false positive, FN is that of false negative, TP represents

the total amount of true positive, and TN represents that of true negative.

9.6.3 Simulation Results

Fig. 9.5 indicates the relationship between the accuracy of our proposed algorithm
and the length of observing time. In the synthetic data-based simulation, which is
shown in Fig. 9.5(a), we randomly select 40 users from each test group as the real
ones, and we also randomly pick 5%, 15%, and 25% of users as the adversaries. We
use our algorithm to detect the wormhole makers by observing the traces of users for
a period of time (100 x 60 seconds). We repeat our experiments 50 times and use the
average value of results to draw Fig. 9.5. From the simulation results, we could find
that the accuracy of the proposed algorithm is increased with the growth of observing
time. From an analytical point of view, as the observing time increases, there will
be more intersections between users’ trajectories in temporal space. Hence, we can

obtain more “witness points”, which may contain the abnormal cases.
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Figure 9.5: Observing time vs. accuracy.

Fig. 9.5(b) shows the relationship between the length of observing and the accuracy
in the real trace. In our experiment, we randomly select 25 users as the real ones and
5 users as the adversaries. We set the sensor range as 350 distance units. We repeat
our experiment 50 times and get Fig. 9.5(b) as our result. This result is consistent

with the synthetic data’s result.

However, having more observing time also costs more resources to compute. In
order to compare the effectiveness of other components, in the later simulation, we
always use 50 x 60 seconds as the default length of observing time, and we use 350

units of time as the default length of observing time in real trace-based experiments.

The ratio of adversaries out of the total number of participants can be used to
evaluate the influence on accuracy. Fig. 9.6(a) represents the relation between this
ratio and the detection accuracy by using synthetic traces. With the increasing
number of adversaries, the accuracy of detection goes down since the trust of users
becomes less and less. Fig. 9.6(b) is our experiment based on real data. We repeat

our simulation 30 times.

The density of users in a region is also an important factor which influences the
accuracy of detection. Fig. 9.7(a) illustrates the relation between participant density

and the accuracy. In the simulation, we randomly generate 50 test data sets, and
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we respectively check the accuracy from density equaling 5 per 500 x 500 area to 40
per 500 x 500 area. Also, we assume that the percentage of adversaries is 20% and
40%. Fig. 9.7 is the average result of our simulation. From the image, we can realize
that a higher density of users will bring more accuracy, which can be verified by our

experiment results based on real traces, which is shown in Fig. 9.7(b).

Figs. 9.8 and 9.9 show the relationship between the encounter sensor range and
the detection accuracy. In the synthetic data-based simulation, we select 30 users’
trajectories as the traces of real users in each test group, and we select another 10
users’ trajectories as the real traces of the adversaries. Then, we obverse 60 x 60

seconds. Since our proposed wormhole detection and isolation algorithm is based on
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Figure 9.8: Sensor range vs. accuracy (overall).

abnormal cases in the encounter area, the accuracy of our algorithm will be increased
when there are more encounter conditions. Using a larger sensorial range R will
provide more chances for encountering the other users. However, if the value of R
exceeds a value, the accuracy will become less since there may always be abnormal
events in the region. In the simulation, we first let R change from 1 distance unit
to 500 distance units. From Fig. 9.8(a), we can clearly see that the accuracy is
increased with the growth of the size of the sensor region in the beginning part.
Then, the accuracy maintains stabilization, and it goes down after R is larger than
320. In order to clearly observe the growing pattern in the beginning part, we make
another simulation. This time, we let R vary from 1 to 90 distance units, and the
simulation result is shown in Fig. 9.9(a). The results of the real traces are respectively

shown in Figs. 9.8(b) and 9.9(b). Each data point in the picture is the average value

of 50 test results.

In the second part of our simulation, we assume that the total number of
adversaries is not available to the center server. After observing the collected data for
a while, the server uses the “max cluster” algorithm on the suspected degree data set.
In order to increase the difference between honest users and adversaries’ suspected

degrees, we increase the length of our simulation’s time to at least 300 units of time
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(300 x 60 seconds). We repeat each simulation 50 times.

Fig. 9.10 shows the relationship between the length of observation time and
false positive, false negative. All of the simulation settings are the same as the
configurations in Fig. 9.5, except that the observing time is 500 units of time.
From the simulation results, we can clearly see that observing longer will increase
the accuracy of detecting the adversaries, and high adversary density requires more

observing time to get an accurate result.

Fig. 9.11 indicates the relation between the encounter sensor range and the
accuracy in false positive and false negative formations. Similar to previous
evaluations, we made two simulations. We first checked the change pattern in the

accuracy from 1 to 81 distance units, and then we tested the overall accuracy changing
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pattern in which the sensor range varied from 10 to 310. The simulation results are

consistent with our first part’s results.

Fig. 9.12 illustrates the relationship between the accuracy and the adversaries’
density. In the simulation, we changed the adversary density from 1% to 25%. Our
simulation shows that our algorithm has very high accuracy when the adversary
density is less than 15%. Higher adversary density requires the server to observe the

data for a longer period.

Our last simulation is about the user density in an area of fixed size. Although
the adversary density may be the same, a higher user density can cause more chances

for having encounters with others. In the simulation, we set the adversary density as
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20%. Our simulation results are in Fig. 9.13, which shows that a higher user density
can increase the speed of adversary detection, and it can also increase the accuracy

of the detection.

In summary, we considered four key factors which can influence the accuracy of
our algorithm. We found that observing the trajectories longer will improve accuracy
since this increases the probability of abnormal events. If the total number of users
is fixed, then increasing the number of adversaries in a target region reduces the
accuracy of our algorithm. When the user density becomes larger, the accuracy of
detection will also be increased since it increases the probability of having encounters
in a fixed size region. We also determine that increasing the users sensing range will

also improve the accuracy of our detection algorithm.

9.7 Further discussion

Here, we discuss some additional issues regarding our solution:

Adversary Reporting Behavior. In this chapter, we consider that the
adversaries continuously report some fake locations. An alternative is for the
adversary to mix some real locations with fake locations to try to avoid detection.
However, the server can easily detect the abnormal data: the distance between two
reported locations cannot be larger than the maximum speed. If the adversaries
only report some fake locations, which are close to the real ones, the fake paths may
not result in a shorter, nonexistent path. Hence, we only consider the case that the

adversaries continuously use fake trajectories.

Effect of the Number of Users on Detection. Our method does not require a
minimum number of users in a fixed size area in order to detect dishonest users, but we
do require that the number of honest users must be larger than that of the dishonest.

From our simulation part, we have already seen that the smaller the adversary density
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is, the better our method’s performance is.

Adversary Framing the Honest User. Instead of creating a fake and short
path, the adversary can also try to frame the honest users by maliciously reporting a
false encounter. Our method can deter this condition since our inconsistency penalty

counts on both users. Framing other users will also expose the adversary himself.

Adversary’s Long, Fake Path. One attack that is hard to defend against
is when the adversary reported a nonexistent, relatively longer path between two
locations. Later, as new trajectories are added to the server, that nonexistent
trajectory may become part of the shortest path between the two locations; the case
rarely happens if the user density is large enough: the probability of encountering
with nobody is small. In order to solve the case, during the phase of building the
trajectory map, we can only use the road segments which have already been covered

by many users. By this way, the unconcluded adversary cannot launch the attack.

9.8 Chapter Summary

For system designer, once the functioning of your application depends on the data
contributed by users, it is necessary to incorporate data verification mechanism since
attackers may hide among ordinary users. In this chapter, we consider the problem
of wormhole attacks in cooperative trajectory mapping. We propose a witness-based

detection and isolation algorithm, which identifies and removes fake paths.
Here are the contributions of this chapter:

1. We are the first to explore the problem of fake trail attacks in the context of

cooperative trajectory mapping.

2. We propose a witness-based detection algorithm that is effective against

multiple, non-collusive, adversaries. Our algorithm acts as a deterrent to
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adversaries seeking to attack the system.

3. Extensive simulation experiments were used to validate our solution.

243



CHAPTER 10

DISSERTATION CONCLUSION

This thesis presents in-depth studies of the social information-assisted application
design and its related security and privacy issues. Due to the diversity of social
features and application systems, systematically finding security /privacy vulnerability

becomes a challenging problem.

In this thesis, we first utilize different social information to design three systems,
and then we inspect their security and privacy vulnerabilities from three aspects: data
publishing, data accessing, and data usage. The corresponding countermeasures are

provided to defend these newly-found attacks.

10.1 Summary of Contributions

Incorporating social information into system design has already become a new
trend. However, social information is a general concept, and there are many
types of social features, such as mobility pattern, online chatting frequency, and
social closeness. Depending on application scenario and service purpose, many
social information-assisted applications have been designed by using different social
features. Due to the diversity of these applications, each aspect related to social
information-assisted application design contains security/privacy vulnerabilities for
certain applications. We design new attacks and the corresponding defense schemes

for each of the three aspects.

This dissertation starts with improving the performances of P2P system, mobile
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clouds, and cooperative trajectory mapping via using different social features.
Through these three systems, we let readers understand the importance and
effectiveness of using social information and the complexity and diversity of these
applications. Next, we deeply study the security and privacy issues in social
information-assisted application design. More specially, we essentially ask three

questions:
1. How does a system publish/obtain social information?
2. Who can access the social information in an application?
3. How does these social information-related data been used?

For a given application, by answering these questions, one may find its security or

privacy vulnerabilities.

For the first question, which considers the vulnerability from a data publishing
aspect, we study the privacy-preserved data publishing in centralized and distributed
systems. We identify a new attack by including a time domain into the data
anonymization problem, and we propose a new requirement for the privacy protection
in distributed scenario, multi-level privacy. Several data anonymization algorithms
are designed, and extensive simulations show that more data utility can be preserved

by applying our algorithms.

For the second question, which considers the vulnerability from a data accessing
aspect, we study how attackers can benefit from knowing a target’s social information.
We create a powerful location privacy disclosure attack by exploring users’ co-
appearance frequency with their friends. We theoretically analyze the problem and

provide a fake location-based countermeasure.

For the last question about data usage, we use Sybil attacks in mobile social
networks and Wormhole attacks in cooperative trajectory mapping to show that

trust mechanism or data verification must be included in a social information-assisted
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design. Once original social information’s accuracy is problematic, the corresponding
application’s quality of service cannot be guaranteed. To defend these two attacks,

for each system, we design different verification approaches.

10.2 Future Research

Since the social information-assisted techniques are increasingly popular and the
performance of any existing system involved with human beings potentially can be
improved by incorporating social information, how to securely and privacy-preserved
apply the sociality is becoming more important and inevitable. In the future research,
we plan to continue working on improving the security and privacy protections of

social information-assisted systems.

One research direction is to build a set of general prototypes for all social
information-assisted systems. As we have pointed out in this dissertation, one reason
for having some much vulnerability in these applications is the diversity. Identifying
security /privacy vulnerabilities will become much easier if we could abstract a system
into a set of modules with different functioning. By using the prototypes, we can
inspect the risks in an individual module or their combinations. Once a new attack
is found, the defense mechanism of the corresponding module can be adjusted, and
all applications shared this type of modules can immediately determine their security

risks and accordingly update their systems.

Another future research direction is to implement the proposed systems on real
devices. So far, we mainly use synthetic or real data-based simulation to evaluate the
performance of our approaches. In future, we would like to test them on real systems.
However, since our problems mainly involve distributed system, mobile device, cloud,
networking, security, and privacy, the real system-based experiments need to integrate

all these techniques, which is quite challenging.
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Recently, the concept of smart cities is becoming more and more popular, and we
plan to introduce sociality-based approaches into the scenarios of smart cities. Unlike
the systems that we have worked on, not all devices in smart cities are controlled
or carried by human beings; instead, the main objective of these devices is to serve
people. Based on the activity patterns, new scheduling algorithms can be designed
for better controlling certain devices, such as traffic lights or public transportation
schedule, in a smart city. In addition, there will be more security and privacy issues.
For example, we will study the problem, like how to generate location proofs for a
vehicular trajectory without the loss of other users’ location privacy. The tradeoft
among utility, security, and privacy has not been well studied yet, especially when

social information is involved. In the future, we will continue work on this problem.
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