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ABSTRACT

Cyber attacks are growing with the increase in internet usage. There are several types of

network attacks including volumetric and non-volumetric attacks. In a volumetric attack,

the target resource is taken down with a huge amount of traffic. Distributed denial-of-

service (DDoS) and transit-link DDoS are examples of these types of attacks.

A DDoS attack is a cyber-attack in which the attacker sends out a huge number of

requests to exhaust the capacity of a server so that it can no longer serve incoming requests

and DoS occurs. The most devastating distributed DoS attack is performed by malicious

programs called bots.

A transit-link DDoS attack is a special attack in which the attacker sends out a huge

number of requests to exhaust the capacity of a link on the path the traffic comes to a

server. As a result, user traffic cannot reach the server. As a result, denial-of-service and

degradation of Quality-of-Service (QoS) occur. Because the attack traffic does not go to

the victim, protecting the legitimate traffic alone is hard for the victim.

With the help of a special type of router called filter router (FR), the victim can protect

itself and reduce useless congestion in the network. A server can send out filters to FRs

for blocking attack traffic. The victim needs to select a subset of FRs wisely to minimize

attack traffic and blockage of legitimate users (LUs). By using FR, the victim can also

protect the legitimate traffic. An FR can receive a filter from servers and apply the filter

to block a link incident to it. The victim needs to select some of these possible congested

links and send a filter to the corresponding FR so that the legitimate traffic follows non-
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congested paths. This way we can protect the victim/resources from the attackers that

reside outside the datacenter network.

To protect the resources from the attackers that reside inside a datacenter we need to

monitor all of the flows. Some of the free virtual machines (VMs) can be used as traffic

monitors. The monitoring process induces some network overhead which should be the

lowest for the best performance. Monitoring becomes more challenging when the number

of monitors is not enough to monitor all the flows in a datacenter. In that case, the packets

in flows are sub-sampled to fit the capacity of the monitors.

In a non-volumetric attack, the attackers try to steal or get illegal authorization of

some resources in a network. This type of attack can be severe even with a small amount

of traffic. Non-volumetric attacks can be stopped by applying a moving target defense

approach at the nodes on the attack path. An attack path is a series of steps and the

attacker needs to succeed in all of those steps to gain access to the resources.

The routing in an SDN switch is controlled by the rules installed in it or provided by

the controller. The SDN switches have limited capacity for the rules and the performance

dramatically drops when the number of stored rules is higher. To prevent the link conges-

tion due to regular traffic and link flooding attacks (LFA), the rules need to be changed

over time to reconfigure the flow path. It takes some time to adopt the changes by the SDN

switches which causes an interruption in flow. We also aim at minimizing the number of

rule changes while redirecting some of the traffic from the congested link.

We contribute to solving these problems in this paper. We formulate several problems

for selecting filter routers given a constraint on the number of filters. The first problem

considers the source-based filter and we provide several solutions include a dynamic pro-

gramming solution. The second problem considers the destination-based filter and how

to minimize the total amount of attack traffic and blocked LUs. We propose a dynamic

programming solution for the second problem.
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To defend the transit-link DDoS attack, we formulate optimization two problems for

selecting the minimum number of possible congested links so that the legitimate traffic

goes through a non-congested path. We consider the scenario where every user has at least

one non-congested shortest path in the first problem. We extend the first problem to a

scenario where there are some users whose shortest paths are all congested. We transform

the original problem to the vertex separation problem to find the links to block.

We propose a mechanism to protect against DDoS attacks originated within a datacen-

ter. Our system is composed of two parts: flow monitoring and traffic filtering. In flow

monitoring, we formulate two problems: one for finding flow assignments to monitors

and another for selecting the best locations of monitors. We provide an optimal and a

greedy solutions for the first and second problems, respectively. We also propose a flow

grouping and sampling rate distribution approach based on behavioral similarity among

the VMs followed by hierarchical clustering of VMs. The sampling rate is uniform among

all the flows in a group. We investigate the relationship between the sampling rate and the

DDoS detection rate. Then, we formulate an optimization problem for finding an optimal

sampling rate distribution and solve it using mix-integer linear programming.

To minimize the number of rule changes while redirecting some of the traffic from

the congested link. We formulate two problems to minimize the number of rule changes

to redirect traffic. The first problem is the basic and it considers a congested link and

a flow to direct. We provide a Dijkstra-based and a rule merging-based solution to the

problems. The second problem considers multiple flows and we propose flow grouping

and rule merging based solutions.

To protect against the non-volumetric attack, we formulate an optimization problem

to minimize the damage while securing the resources by deploying the minimum number

of moving target defense methods. We provide a dynamic programming-based solution to

this problem.
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CHAPTER 1

INTRODUCTION

In this chapter, we present an overview of the research areas and different problems in

some selective areas. We also present an overview of the solutions in a high level and

outline the structure of this thesis brie�y.

1.1 Explored Research Areas

During graduate study, we have explored different research areas of computer networks.

We divide the explored research areas based on network types into two major parts: wire-

less and wired. In both areas, we have explored multiple security and optimization issues.

Firstly, in the wireless security areas we have explored research problems in source

location privacy issue of wireless sensor networks. In this research, we propose the con-

trolled routing protocol, a mixture of shorted path and random routing protocols that main-

tains a good balance between security and ef�ciency. Our proposed protocol is based on

two principles: if all the messages do not follow the same path, then backtracking to the

source node is not possible and when an adversary is very far away from the source and

destination locations, then ef�ciency is more important than security. The research was

published in [Related1]. We also propose a mitigation system of spectrum sensing fal-

sifying attack in cognitive radio networks. We propose a reputation-based mechanism
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for cooperative spectrum sensing which can minimize the effects of attackers on decision

making. The research was published in [Related2, Related3]. We also propose a Dis-

tributed Denial-of-Service (DDoS) attack framework in low power lossy networks which

is published in [Related4].

Secondly, in the wireless optimization areas we have explored research problems in 5G

technologies and cognitive ad-hoc networks. We study the fair coexistence between LTE-

U and Wi-Fi in the scenario where an LTE eNB exchanges information with Wi-Fi access

points (AP). The communication is done in both wired and wireless mediums. The LTE

eNB adjust its parameters according to the received information to achieve fairness. This

research was published in [Related5]. When a user of cognitive ad-hoc network moves

from one place to another, it needs to switch the channel to maintain the quality-of-service

(QoS) required by different applications. In this research we study the mobility patterns

of users, predict their next locations and probabilities to move there based on its history.

We extract the mobility patterns from each user's location history and match the recent

trajectory with the patterns to �nd future locations. We formulate a problem to select the

current channel in order to minimize the total number of channel switches during a certain

number of next moves of a user. This research was published in [Related6]. However, this

researches are not directly related to our dissertation focus and we are not presenting them

in this dissertation.

Thirdly, in the wired security areas we have explored different network attacks in-

cluding, Distributed Denial-of-Service (DDoS) attacks, Transit-link DDoS attacks, inter-

nal DDoS attacks, and non-volumeric attacks. We proposed different mitigation systems

which will be discussed through this dissertation.

Finally, we have conducted some researches on wired network optimization specially

for software de�ned networks. This optimizations includes but not limited to minimization

of network delays, load balancing of controllers, and minimizing the number of rules that

will be presented in Chapters 8 and 9.
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FIGURE 1.1: Explored research areas.

1.2 Introduction to Different Network Attacks

During the last few years the number of internet users are increasing rapidly. We observe

a growth of about 300 millions of user each year on an average [1]. With the increase of

internet users the amount of network attacks are also increasing rapidly. The objective and

strategy of attacks are also evolving day by day. We discuss objectives and strategies of

different attacks in this chapter. Based on the effectiveness of the volume of attack packets

we divide the attacks into two categories:

1. Volumetric attacks: The amount of damage depends on the amount of attack vol-

ume. The packets are not harmful or contain malware but the amount creates con-

gestion in the network and cause it to stop serving regular users.

2. Non-volumetric attacks: The amount of traf�c is not related to the damage to the

resources. The attacker intends to steal the content of the resource or gain special

access permission to the resources.

Network attacks have evolved a lot during the last decade. The cost of conducting

an attack has also decreased. For example, renting1000bots from any location costs

from a few dollars to little more than 100 USD [2]. Attackers' strategies, capabilities,

and goals have also evolved a lot during these years. For example, an attack against
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Spamhaus in 2013 revealed that the attacker can change the target adaptively from the

endpoint server according to the defense mechanism. Another attack against ProtonMail

in 2015 demonstrated that the attackers changed their strategy in real-time according to the

defense mechanism [3]. The moving target and attack strategy form an interactive game

scenario between the defender and the attacker.

1.2.1 Distributed Denial-of-Service Attack

The distributed denial-of-service (DDoS) attack is one of the volumetric attacks. In a

DDoS attack, a huge number of bots send a lot of service requests to the victim, resulting

in network congestion and/or out of processing capability of the victim. As a result, the

victim cannot serve its regular user and denial-of-service or degradation of quality-of-

service (QoS) happens. The bots are usually malicious programs and controlled by a

coordinator. The coordinator sends commands including the information of the victim to

the bots and they act accordingly.

Nowadays, DDoS attacks are the cheapest and most powerful attacks among all others.

Besides, DDoS attacks are increasing day by day in both number and size; CloudFlare [4]

recently reported a 400 Gbps massive DoS attack that took place at their servers. There are

several types of DDoS attacks including SYN Floods, Malformed Packets, UDP Floods,

Ampli�cation Attacks, and Distributed Attacks [5]. In a SYN Flood attack, the perpetrator

sends many SYN messages for TCP connection setup. The server replies ACK and waits

for the client's ACK but the attacker does not reply ACK and the connection remains

half-open till timeout. The objective of a SYN �ood is to simply �ll up the limited slots

that the target system has available for half-open connections. In some cases it's easy

to detect a SYN Flood attack if a lot of SYN requests come from an address in short

interval. Detection is harder, however, when the attacker spoofs IP address, SYNs come

from multiple addresses, and arrival time varies. In a UDP Flood attack, the purpose would

likely be to consume all available network bandwidth. Attackers send a large amount of
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FIGURE 1.2: DDoS attack by bots.

spoofed requests with large useless payload. The application wastes CPU cycles trying

to determine the meaning of the garbage. The objective of DDoS is to generate a lot of

packets from different locations to exhaust incoming/outgoing bandwidth of the victim. A

coordinator would send commands to workers who continue to send requests to the target.

The workers are known as bots and the network of workers is known as botnet. As normal

users also request through the NAT, it is dif�cult for the victim to differentiate between the

bot requests and normal user requests. Fig. 1.2 shows the DDoS attack model by botnet.

1.2.2 Transit-link DDoS Attack

Transit-link DDoS or link �ooding attacks are volumetric attacks. The transit-link DDoS

attack using botnet is one of the most challenging DDoS attacks. The strategy and goal

are slightly different from the traditional DDoS attack. In the traditional DDoS attack, the

bots generate packets destined to the victim. In transit-link DDoS attack, the bots generate

traf�c that is not destined to the victim but the packets congest at least one of the links

on the paths from the legitimate users to the victim. Because of the congested links, the

legitimate traf�c suffers from packet drop and delay. The transit-link DDoS can be so

devastating that it can disconnect a server from the Internet.

Fig. 1.3 shows a scenario of a transit-link DDoS attack. The bots attached toNAT1

generate huge traf�c towards the decoy server serverv1
2. Decoy server servers are used to

receive the attack packets from bots. Decoy server servers may be owned by the attacker

and the attack packets congest one or more links on the path to decoy servers. The packets
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FIGURE 1.3: Transit-link DDoS attack by bots.

FIGURE 1.4: Internal DDoS attack (A1 andA2: attacker,v: victim).

follow the pathr1Ø r6Ø r3Ø r4. Similarly, the generated traf�c from the bots attached

to NAT3 follows the pathr5Ø r4Ø r3 to reachv1
1. The link r3 Ø r4 becomes congested

because of the traf�c from bots fromNAT1 andNAT2. When the legitimate packets from

the user attached toNAT2 travel the shortest pathr3Ø r4Ø r5, they face delay, packet drop,

and DoS.

1.2.3 Internal DDoS Attack

An internal DDoS attack is variant of DDoS attack, where the attackers reside inside the

datacenter network. A traditional system cannot protect against internal DDoS attacks

because the security modules remain in the core or aggregation layer, which monitors the

incoming (or outgoing) traf�c from (or to) a datacenter. Fig. 1.4 shows a scenario of an

internal DoS attack. The victimV is protected by the security devices that remains at

the edge routers. Therefore, the external attackerA2 's traf�c is blocked by the security

modules. The internal attackerA1 resides in the same datacenter asV. A1's traf�c does

not go through the datacenter security devices. As a result, the attack traf�c reachesV
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FIGURE 1.5: A DDoS attack in a LLN.

without any trouble. In order to prevent an internal DDoS attack, it is required to monitor

all the internal traf�c and block the attack traf�c.

1.2.4 DDoS Attacks in Low Power Lossy Networks

DDoS attacks are popular in traditional networks but also popular in Low-Power and Lossy

Networks (LLNs). LLNs are composed of embedded devices with limited memory, en-

ergy, and processing resources. The interconnected links are also heterogeneous. Different

links can use different protocols including IEEE 802.15.4, bluetooth, or low power Wi-Fi.

The LLNs use Routing Protocol for LLNs (RPL) for packet routing [6]. One or multiple

directed acyclic graphs (DAGs) are maintained by the roots of the network. The roots are

special devices with higher capability and internet/WAN connectivity. The roots maintain

destination oriented DAGs (DODAGs) for routing packets. When a device wants to send

a packet to another, the packet is routed to the root. After that, the root uses strict source

routing to deliver the packet to the destination. In strict source routing, a packet header

contains hop by hop routing information. The intermediate nodes follow the routing infor-

mation in the header. When a node cannot deliver a packet with routing information to the

next hop, it drops the packet and sends an error message to the source. The error message

travels through the root like regular packets.

The error messages in RPL bring a great opportunity for DDoS attacks in LLNs. A

malicious device can create many packets with the wrong routing information and forward

them to its neighbors. When the packets arrive, they drop them and send error messages to

the source. When many error messages come to the root, the capacity of links is exhausted
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FIGURE 1.6: An example of non-volumetric attack.

at the root and DoS occurs. Fig. 1.5 shows an attack scenario in LLN. NodesM , N , and

K are attackers and they are controlled by a coordinator. The attackers are compromised

devices and the coordinator can be one of them. The coordinator's goal is to maximize the

attack strength. The easiest way to achieve this is to activate all the attackers. In reality,

the strongest attack can be launched by activating a subset of the attackers. This is because

each link has a limited bandwidth and attackers can attack a limited number of neighbors.

Attacking a neighbor means sending packets with the wrong routing information at the

highest rate. For example, if the coordinator selectsN andK , and they both attackF and

G, then the attack intensity will not be the highest. Assume an attacker can attack two

neighbors at the same time and the bandwidth of each link is the same. This is because

error messages fromF for N andK 's packets travel through linkF Ñ C which has a

limited bandwidth. Error messages fromG travel back through linkG Ñ N which is used

for the attack. The coordinator selects the attackers and the targeted neighbors wisely to

maximize the strength of the attack.

1.2.5 Non-volumetric Attacks

In a non-volumetric attack, the amount of traf�c is not proportional to the damage to the

resources. The attacker intends to steal the content of the resource or gain special access

permission to the resources. To achieve the �nal goal, the attacker needs to pass multiple

steps. There can be one or multiple ways (series of steps) to reach the goal. For these

types of attacks, the defender needs to cut all possible ways to reach the resources. Let

us consider the �gure in Fig. 1.6 and assume the nodes are the steps. The �rst step of the

attackers is either passing throughD or C. In reality, theD step can represent the guessing
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of the password of a server. StepB can be gaining root privilege of that server. When an

attacker passes one more step, it gets closer to the goal and causing damage to the network

or datacenter. To prevent the attacker, the defender needs to apply a moving target defend

(MTD) approach to stop the attacker at some particular steps. Simultaneously, the attacker

needs to be stopped as early as possible to minimize the damage.

1.2.6 Contributions: Defense Strategies and Network Optimizations

To defend volumetric attacks including DDoS and transit-link DDoS attack we use a spe-

cial type of router called �lter router (FR). A FR is a special kind of router which is capable

of two functionalities. Firstly, it can do packet marking, which is used to construct traf�c

topology at the victim. Secondly, it can receive �lters from the victim and apply the �lters

to block the attack traf�c according to the �lter de�nitions. The �lter are also capable

of blocking links in a FR for speci�c traf�c de�ned by source and/or destination address.

These �lters are used to block attack traf�c and mitigate DDoS attacks. The details of the

�lter deployment policy is presented in Chapter 2. We have proposed �lter assignment

policy for different types of network topologies including tree and directed acyclic graphs.

To prevent an internal DDoS attack, we need to do two things: monitor all the in-

ternal traf�c and block the attack traf�c. To block traf�c, the controller creates a rule in

the hypervisor �rewall which can be done easily. Therefore, we focus on monitoring all

internal traf�c. The security modules are expensive and they remain in the core or aggre-

gation layer, which monitors the incoming (or outgoing) traf�c from (or to) a datacenter.

Therefore, the external attacker traf�c is blocked by the DDoS protection server but the

internal attacker 's traf�c does not go through the datacenter security devices. As a result,

the attack traf�c reaches the victim without any trouble. This is why we need to monitor

all the traf�c in a datacenter. Some of the free virtual machines in the datacenter (VMs)

are used as traf�c monitors. The SDN switches probabilistically copy packets of each �ow

to a monitor. We formulate a problem for assigning �ows to monitors, considering that
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the location of the monitors are prede�ned and provide an optimal solution by reducing

the problem to a max-�ow min-cost problem. Details are presented in Chapter 6. Now,

if the capability of monitoring is lower than the amount of traf�c in the datacenter, the

�ows needs to be sub-sampled to meet the capability of the monitors. We propose an op-

timal sampling rate distribution approach for monitoring all the �ows that maximizes the

detection rate of attach traf�c. Details are presented in Chapter 7.

Next, we focus on defending non-volumetric attacks. In this attack, the amount of

damage does not depend on attack traf�c. The attacker intends to steal the content of the

resource or gain special access permission to the resources. To achieve the �nal goal, the

attacker needs to pass multiple steps. The defender needs to cut all possible ways to reach

the resources. To prevent the attacker, the defender needs to apply a moving target defend

(MTD) approach to stop the attacker at some particular steps. In this research, we propose

an MTD assignment policy for directed acyclic graph formed attack network to stop the

attacker reaching its goal with the minimum number of MTD deployment. Chapter 4

presents details of the system.

Usage of software de�ned networking (SDN) in datacenters enables dynamic and con-

venient con�guration management that makes it easy to recon�gure the network to miti-

gate the link �ooding attacks (LFAs). The recon�guration that redirects some of the traf�c

can be done in two ways: the shortest alternative path and the minimum changes in rule

path. The SDN switches have a limited capacity for the rules and the performance dramat-

ically drops when the number of stored rules is higher. Besides, it takes some time to adopt

the changes by the SDN switches which causes interruption in �ow. We aim at minimizing

the number of rule changes while redirecting some of the traf�c from the congested link.

We consider multiple �ows and propose �ow grouping and rule merging based solutions

for redirecting traf�c on the congested link that minimized the number of rules changes.

As the size of the SDN datacenters are increasing, the number of controllers in a dat-

acenter is also increasing. The performance of an SDN datacenter depends largely on the

10



delay of response from the controller. The load of a controller depends on the number

of requests it receives from the switches it controls. Therefore, a well switch-controller

assignment is very important for load balancing the controller and the performance of an

SDN datacenter. We consider multiple controllers and formulate problems for initial and

incremental load balancing. The initial assignment process is executed at the beginning of

the network deployment and the incremental assignment process is executed periodically.

The incremental process migrates some of the switches to another controller to improve

the performance of the network. We propose greedy and clustering-based solutions for

initial switch-controller assignment. We also propose a greedy solution for incremental

assignment.

1.3 Chapter Overview

The dissertation is organized in the following sequence: DDoS attack defense, non-volumetric

attack defense, transit-link attack defense, internal attack defense by �ow monitoring, op-

timizing �ow monitoring system, minimizing number of rules in SDN networks, load

balancing SDN networks. In Chapter 2, we present the mitigation mechanism of DDoS at-

tack using �lters and �lter routers and we propose some greedy and dynamic programming

based non-optimal solutions for �lter assignment problems in tree topologies. In Chapter

3, we study deeply the problem introduced in Chapter 2 and propose optimal solutions

of them. Chapter 4 presents �lter assignment policy for volumetric attack and MTD de-

ployment strategies for non-volumetric attacks in directed acyclic graph based topologies.

After that transit-link DDoS mitigation mechanism is proposed in Chapter 5. We propose

optimal �lter assignment policy to redirect legitimate traf�c via a non-congested paths us-

ing minimum number of �lters. Chapter 6 presents a �ow monitoring system which is

important to detect internal attacks. In Chapter 7, we propose a sampling rate distribution

approach when the capability of the monitors is less than the amount of traf�c in a datacen-

ter. Chapters 8 and 9 focuses on performance optimization in SDN networks. Chapter 8
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presents a mechanism to mitigate link congestion/link �ooding attack by redirecting some

�ows by spending the minimum number of rules. In Chapter 9 we present our research

on optimizing SDN network by load balancing the controllers in a multi-controller SDN

network. Finally, Chapter 10 concludes our dissertation with some direction to future

works.
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CHAPTER 2

FILTER ASSIGNMENT POLICY TO MITIGATE
DISTRIBUTED DENIAL-OF-SERVICE ATTACKS

In this chapter, we propose a Distributed Denial-of-Service (DDoS) attack by using �lter

router and �lters. We present the proposed �lter assignment policy that minimizes the

amount of attack traf�c in the network with a limited budget on the number of �lters. The

contents of this paper is published in [Related7].

2.1 Introduction

A denial-of-service attack (DoS attack) is a cyber-attack in which the attacker seeks to

make a machine or network resource unavailable temporarily to its users. DoS attacks are

considered a federal crime under the Computer Fraud and Abuse Act with penalties that

include years of imprisonment [7]. The Computer Crime and Intellectual Property Sec-

tion of the US Department of Justice handles cases of DoS attacks. Therefore, detecting

DoS attacks and identifying attackers have been an important issue in Network Forensics.

Moreover, DoS attacks are increasing day by day in both number and size; CloudFlare [4]

recently reported a 400 Gbps massive DoS attack that took place at their servers.

There are several types of DoS attacks including SYN Floods, Malformed Packets,

UDP Floods, Ampli�cation Attacks, and Distributed Attacks [5]. The objective of DDoS
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is to generate a lot of packets from different locations to exhaust incoming/outgoing band-

width of the victim. A coordinator would send commands to workers who continue to send

requests to the target. The workers are known as bots and the network of workers is known

as botnet. As normal users also request through the NAT, it is dif�cult for the victim to

differentiate between the bot requests and normal user requests. Fig. 2.1 shows the DDoS

attack model by botnet. An effective method of preventing DDoS attack is to use �lter

routers (FRs) in network infrastructure. FRs are a special type of router which is capable

of packet marking and receiving �lter tasks. Packet marking task refers to attaching the

FR's own IP address probabilistically to the packets it forwards while receiving �lter task

refers to receiving �lters from a web server. A web server can block all or part of the

traf�c destined to it. The complete method of using FRs is a four-phase process. In the

�rst phase, the FRs mark forwarded packets by appending its own IP address probabilis-

tically. In the second phase, the victim constructs the traf�c topology from the marking

of the packets. In the third phase, the victim constructs �lter, �nds, and selects some FRs

to assign the �lters. In the last phase, the FRs evict unused �lters from its storage. The

packet marking is used to �nd the topology by the victim. The probability of marking is

a tradeoff between topology construction time and router overhead. After topology con-

struction, the victim generates �lters and selects a subset of the FRs to assign them. There

are two types of �lters: source-based and destination-based. Using source-based �lter a

FR can allow/block traf�c from speci�c sources which are destined for the victim. This

type of �lter is vulnerable to IP spoo�ng attacks. Though destination-based �lter can pre-

vent IP spoo�ng but it is more restrictive. Using a destination-based �lter, a FR can block

all traf�c including LU traf�c destined to the victim. It is challenging to �nd an optimal

assignment of �lter when the victim has a limit on selected number of FRs. A FR may

get a number of �lters from multiple victims. It has limitation of storage and computation

power. Therefore, it evicts �lters which are no longer used.
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FIGURE 2.1: DDoS attack by bots.

In this paper, we focus on �nding optimal �lter assignment assuming that the victim

has already constructed the traf�c topology. We formulate two problems and propose so-

lutions for them. In the �rst problem, a limited number of source-based �lters are assigned

to the FRs. For example, if the victim can assign2 �lters, it can selectt FR1; FR2u,

t FR1; FR5u, t FR2; FR4u or another pair of FRs (see Fig. 2.1). If the victim selects the

�rst pair of FRs, the attack traf�c fromFR3 will reach the victim which is highly unex-

pected. If the second pair is selected then the attack traf�c will travel throughpFR2; FR4q,

pFR3; FR4q, and pFR4; FR5q links. The amount of attack traf�c in each link is not

same. It is challenging to �nd a �lter assignment for which the total amount of attack

traf�c is minimum. We propose greedy approximation solutions for this problem. In the

second problem, a limited number of destination-based �lters are assigned to the FRs.

Destination-based �lter blocks every packet at FR that is destined to the victim. If the vic-

tim selects the third pair, then all the legitimate users (LUs) will be blocked and the attack

traf�c will travel throughpFR2; FR4qandpFR3; FR4qlinks. It is also challenging to �nd

a �lter assignment so that the total attack traf�c and number of blocked LU are minimum.

We propose a dynamic programming solution for this problem. Our main contributions

are the following:

1. We formulate two problems for �nding �lter assignment with a budget (limited num-

ber of �lters) and provide greedy and dynamic programming solutions.

2. We present simulation results to support our model.
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The remainder of this paper is arranged as follows: Section 2.2 presents some related

works and their limitations. In Section 2.3, we present the system model for prevent-

ing DDoS attack. Section 2.4 presents the formal de�nition of the �rst problem and our

proposed greedy solutions. Section 2.5 presents the formal de�nition of the second prob-

lem and our proposed dynamic programming solution. In Section 2.6, we present some

simulation results that strengthen our proposed solutions.

2.2 Related Works

There exist many statistical methods including correlation, entropy, covariance, diver-

gence, cross-correlation, and information gain to detect anomalous DDoS requests [8].

A rank correlation-based method Rank Correlation-based Detection (RCD) is proposed in

[9]. An information theoretical approach using Kolmogorov complexity is used for detec-

tion of DDoS attacks in [10]. A novel DDoS detection mechanism is proposed based on

Arti�cial Neural Networks in [11]. There are other methods of detecting DDoS attack in-

cluding [12, 13, 14, 15]. Authors in [16] introduced a model of randomized DDoS attacks

with increasing emulation dictionary where the attackers use the attack de�nition from the

dictionary that contains request patterns similar to those of LUs. They proposed an infer-

ence algorithm for identifying the botnets executing such DDoS attacks. Nowadays, static

path identi�ers are used for inter-domain routing objects, which makes it easy for attack-

ers to launch the DDoS �ooding attacks. In [17], the authors present a design dynamic

path identi�cation framework that uses path identi�er negotiated between the neighboring

domains as inter-domain routing objects.

In [18], the authors propose a method, RADAR, to detect and throttle DDoS attacks

using adaptive correlation analysis on SDN switches. The system can defend against a

wide range of �ooding-based DDoS attacks including link �ooding, SYN �ooding, and

UDP-based ampli�cation attacks. In [19], the authors propose a new approach which

reduces the resource utilization factor to a minimal value for quick absorption of the attack.
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In [20], a DDoS protection mechanism, SkyShield, is proposed by taking advantages of the

sketch techniques. To identify malicious hosts ef�ciently, they used the abnormal sketch

obtained from the last detection cycle. The SkyShield could leverage other techniques

including Bloom �lters and the CAPTCHA. In [21], the authors propose a collaborative

DDoS mitigation network system in which a domain helps another domain. A domain can

direct excessive traf�c to other trusted external domains for DDoS �ltering. The �ltered

clean traf�c is forwarded back to the targeted domain.

Most of the existing works are mainly concerned about the service availability of the

server. In fact, the attack traf�c may cause huge network congestion and DoS. Therefore,

these techniques cannot protect the network from being contaminated by attack traf�c.

A victim and network component collaboration based system can help in this case. A

four-phase DDoS protection system is proposed in [22]. The victim generates �lters and

sends them to the upstream FRs. The FRs send the �lters to its upstream FRs and thus the

�lters propagate to the effective FRs. An adaptive version of PFS is proposed in [23]. The

system sends directly �lters to the high capable FRs �rst, then the �lters propagate to the

effective FRs. However, these two systems cannot select the FRs optimally when there is

a limitation on selecting FRs.

2.3 System Model

Our system is composed of legacy routers (LRs), network address translators (NATs),

�lter routers (FRs), attackers, legitimate users (LUs), and a victimpvq. Fig. 2.2 shows

the complete system model. In reality, there are multiple victims in a network but for

simplicity of explanation we are considering a single victim. We assume that end users are

connected to a FR or a LR through NAT. The FRs are a special kind of router which are

capable of two functionalities. Firstly, it can do packet marking which is used to construct

traf�c topology at the victim. Secondly, it can receive �lter from the victim and apply the

�lter to block the attack traf�c according to the �lter de�nition. There can be two types
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of �lter: source-based and destination-based. The source-based �lter speci�es blocking of

traf�c based on source address. For example, a source-based �lter can be understood:if

source address isX then discard the packet. If we use a source-based �lter atFR3 (assume

X andY are the IP addresses of the NATs connected toFR1 andFR2, respectively) then

FR3 will discard packets coming from NAT-X but forward packets from the NAT-Y.

The advantage of using source-based �lter is that a FR can block the attack traf�c by

its source IP address and forward legitimate traf�c. If the LU and attacker both remain

behind the same NAT, then it is impossible to block only attack traf�c. The limitation

of the source-based �lter is that it cannot protect if an attacker spoofs the IP address of

a LU. If an attacker creates packet havingY as the source address, then the packet will

not be blocked atFR3. To protect against DDoS attack with IP spoo�ng, we can use

destination-based �lter. A destination-based �lter isif the destination address isX then

discard the packet. For example, if we use a destination-based �lter atFR3 (assume that

X is IP address ofv), then all the packets including legitimate and spoofed attack packets

will be blocked byFR3. The destination-based �lter is more restrictive. When a FR uses

it, it blocks all the attack and legitimate traf�c destined for the victim. Therefore, spoofed

attack traf�c cannot penetrate.

The attackers are usually user devices which have compromised programs that can

generate traf�c destined for a target. The programs are controlled by a master. The master

can send commands of attack to the program. This type of program is called bot and

the network of bots is called botnet. Though the DDoS traf�c is hard to differentiate from

legitimate traf�c, there exist several methods based on arrival time, packet size, and packet

content for detecting attack packets [8]. In this paper, we are not focusing on the detection

of attack packet and assume that the victim can �nd out the source address of attack traf�c

using these methods. The victim also knows the packet rate of each attacker. For example,

if there are100attackers (or LUs) each with 1 Mbps attack traf�c (or legitimate traf�c)
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FIGURE 2.2: System model and constructed topology.

behind a NAT-X (having IPX ), then the victim will identify theX as an attacker (or LU)

with 100Mbps attack traf�c (or legitimate traf�c).

The complete protection process consists of the four phases.

1. Packet marking by FRs: The process of appending FR's own IP address proba-

bilistically in a special �eld of packet header.

2. Construct traf�c topology: The process of a victim constructing the topology from

the appended IP addresses of packets it receives.

3. Construct �lter and assign to FRs: After analyzing the received packets over a

period, the victim can identify the IP addresses of the attacker. Then it needs to �nd

some FRs and send some �lter to block the attack traf�c.

4. Evict unused �lter from FR: A FR has limited storage. When a �lter is not used

for a period of time, the FR evicts the �lter from its storage.

In phase 1, the FRs probabilistically mark the packet it forwards by appending its own

IP address. Assume the marking probability is0:5. Then the victimv may get packets

with t FR1; FR3u, t FR3; FR4u, or t FR1; FR4u. The victim may also get packets with

t FR2; FR3u, t FR3; FR4u, or t FR2; FR4u. Thet FR1; FR3u marking indicates that the

FR1 remains before theFR3 along the path from the user.

In phase 2, the victim constructs paths from all the sources after gathering enough

information from marked packets.The victim can easily form a directly acyclic graph
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(DAG) combining all the paths. For simplicity we will consider tree instead of a DAG.

We consider that bots and LUs are behind NAT of internet service provider. We color the

bots/attacker as black and LUs as white. The FRs which forward the end users' traf�c �rst

are calledentry nodes. t FR1; FR2u are the entry nodes in Fig. 2.2. The FRs are colored

as black, white, or gray. A black (or white) FR means it only forwards messages from

attacker/bot (or LU). A gray FR forwards packets from both LU and attacker.

In phase 3, some of the FRs in the traf�c topology are selected to assign �lters. The

traf�c topology is simpli�ed by removing nodes with no fork. A node having at least

two children is called a fork node. Non-fork nodes are not ef�cient for assigning �lters.

Instead, selecting child node reduces attack traf�c in the network. Therefore, an optimal

�lter assignment policy should select a set of FRspgqfrom the set of gray and black nodes

pGqwith minimal blockage of legitimate traf�c and contamination by attack traf�c, while

ensuring that no attack traf�c can reach the victim. We de�ne the contamination as the total

attack traf�c in the network. For example, if the attack traf�c is blocked atFR3 then total

contamination is2 (assume all attackers' packet rate is1). We denote the contamination

in a network for theg �lter assignment set byWc.

Wcpgq �
A¸

a� 1

� a � da; da � min
@n PPRED(n )X g

distpa; nq (2.1)

Here, PRED(n) is the set of predecessor ofn, � a is the traf�c load of attackera, distpa; nq

is the number of hops betweena andn. A is the total number of attackers. Therefore,Wc

is the total attack traf�c load for selecting|g| FRs out of|G| FRs. If U is the set of LUs,

then the number of blocked LUs for the �lter assignmentg is denoted byUbpgq.

Ubpgq � t u : u PU and PREDpuq X g � Hu (2.2)

The best way to minimize blockage of LU and contamination is to block immediately

after the attacker. In reality, there are a huge number of attackers and the victim needs to
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select a huge number of FRs to block them which is not possible. So, a victim has budget

B of selecting a number of FRs. Therefore,|g| should be less than or equal toB .

In phase 4, unused �lters are removed from the FRs. As the FRs have limited capacity

and computation power, it is necessary to reduce the workload by removing the �lters.

Besides, the attacker can �ood the FRs by sending useless �lters. This type of �lters are

evicted soon because they are most likely not being used.

The �lter sent by a user (or victim) is only applicable to the packets which are destined

for that user (or victim). However, an attacker can spoof IP of the victim and send wrong

�lters to FRs. This spoofed �lter can be detected using a simple handshake protocol. The

spoo�ng attacker will not be able to handshake with the spoofed IP address. However, we

are not focusing on �nding an optimal �lter assignment policy which is discussed in the

next section.

2.4 Source-based Filter Assignment Policy

In this section, we formulate a problem of assigning source-based �lters to the FRs so that

the contamination is minimum.

2.4.1 Problem 1: Find a �lter assignment so that the contamination is minimal by en-
suring that all the attack traf�c is blocked before reaching the victim.

In this problem, source-based �lters are used. The contamination is de�ned by the total

amount of attack traf�c in the network. The problem can be expressed as the following:

minimize Wcpgq

subject to |g| ¤ B; @g € G; v RG
(2.3)

The victim v will be white pv R Gq if all attacker traf�c is blocked before reaching it.

The complexity of optimal solution is unknown. Therefore, we propose and compare two

greedy approximation solutions as follows.
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(a) Topology for Problem 1. (b) LCA calculation.

FIGURE 2.3: Topologies for problems 1 and 2.

2.4.2 First Greedy Solution

A �lter is �rst assigned to root to guarantee the blockage of all attack traf�c. The rest of

the �lters are assigned using a greedy approach. We �rst calculate weight of each node.

The weight of a node is its attack �ow times the distance from the node to the root, or the

closest node having �lter on the path to the root. Then the highest weighed node is selected

for �lter assignment and weight is updated accordingly. After every new assignment we

need to check for each node in assignment set whether attack �ows from all children are

blocked by other �lters or not. If all attack �ows are blocked, then we remove the �lter

from the node. The process continues until the number of �lters is less than the budget.

Let us consider the tree in Fig. 2.3(a) that is constructed from information from marked

packet by the victim. Assume we want to �nd assignment of3 �lters (B � 3). We �rst

assign a �lter to7. The weights of nodes1, 2, 5, and8 are4 � 2 � 8, 15 � 2 � 30,

p15� 4q � 1 � 19, and3 � 2 � 6, respectively. So, node2 is taken for assignment. Now

new weight of2 is 0and new weight of5will be 4� 1 � 4. None oft 7; 2unodes' incoming

attack traf�c is blocked. Therefore, none of the nodes are removed from assignment. The

next highest weight is of node4. Therefore, the �lter assignment ist 7; 2; 4u. TheWc of

this assignment is8 while the optimalWc is 0 for B � 3. For randomly generated trees,

�lter assignment produced by this greedy approximation is almost twice as much as than

the optimal �lter assignment. Details are shown in Section 2.6.
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Theorem 1. The complexity of the First Greedy Blocking Strategy isOpNB q.

Proof. If there areN nodes andB is the budget, then the algorithm would add a node to

assignment set forB � 1 times. After each iteration, it takesOpN qtime to update weight.

Therefore, the complexity of the strategy isOpNB q. In the worst caseB � N and the

complexity isOpN 2q.

2.4.3 Second Greedy Solution

We start with the maximum number of �lters needed to block attack traf�c. In fact, we

are assigning �lters to all non-white entry nodes initially. Then gradually the number of

�lters and selected FRs will be reduced by one by merging a couple of �lters. The merged

�lter will be sent to the least common ancestor (LCA) of the two FRs. Merging two �lters

means simply adding the conditions by “or” relation. There could be many options to

merge two �lters and merging will be associated with penalty. When we are merging two

�lters of two FRs and assigning the new �lter to LCA of them, we are yielding attack traf�c

to the LCA FR. The amount of attack traf�c we are yielding is the penalty associated with

the merge. We select a couple of FRs with lowest merging penalty. Thus the number of

selected FRs or �lters is reduced by one. The reduction process continues until it meets

the budget. The algorithm is shown in Alg. 1.

Let us consider the tree in Fig. 2.3(a). We use a double linked tree data structure. Each

node contains a pointer to its parent, a number representing blocked attack traf�c (BAT),

an array of pointer to children with distance, and the color of the node. Initially the BAT of

a “white” node is0. The BAT of a “black” entry node is the total attack traf�c. The BAT of

non-entry nodes is0. We keep an arrayN of pointers to the nodes to quickly access a node

by its label. Nris is the node having leveli . Firstly, we need to simplify the tree. There

is only one node6 without fork. We remove the node6 and make4 child of its parent7.

The new distance to4 from 7 will increase by the distance of deleted link. The deletion of

a node can be done in constant time. Finding out all non-forked nodes takesOpN qtime.
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Algorithm 1 Second Greedy Blocking Strategy

Input: The number of �ltersB , topology treeT
Output: A set of nodes inT

1: Procedure: BLOCK-GREEDY-2(B; T )
2: Initialize LCA , dist , g andBc Ð | g|
3: min Ð 8 ; imin � 0; j min � 0; A Ð NULL
4: while Bc � B do
5: for i � 1 to Bc do
6: for j � i to Bc do
7: A Ð LCA rgris; grj ss
8: if min ¤ Ppi; j qthen
9: min Ð Ppi; j q, imin Ð i, j min Ð j

10: g Ð pg � t imin ; j min uq YA
11: Increase BAT ofA by BAT of imin andj min .
12: Bc Ð Bc � 1
13: return g
14: Procedure: P(i; j )
15: return Nris:BAT �p distri; N s� distrN; LCA ri; j ssq�Nrj s:BAT �p distrj; N s�

distrN; LCA ri; j ssq

Therefore, the simpli�cation can be done inOpN qtime. Next steps are taken according

to the Alg. 1. Bc is the number of non-white entry nodes (Bc � 3). The assignment set

g � t 1; 2; 4u. This step takesOpN qtime to �nd all the entry nodes. Then the all-pair LCA

is computed. LCA calculation can be represented as the following recurrence:

LCA ri; j s �

$
'''&

'''%

i; for i � j

LCA ri; ppj qs; for LCA ri; ppj qs � null

LCA rppiq; j s; for LCA rppiq; j s � null

LCA rppiq; ppj qs; otherwise

(2.4)

Hereppiq represents the parent of nodei which can be found in constant time. The all

pair LCA can be calculated inOpN 2q time if we use dynamic programming. We have

LCA ri; j sis calculated in a top-down fashion. Therefore,LCA r7; 7sis calculated �rst and

LCA r7; 7s � 7. After thatLCA r7; 5sis calculated. AsPp5q � 7 so thatLCA r7; 5s � 7.

When we calculateLCA r4; 3s, we need to look atLCA r7; 3s, LCA r5; 4s, or LCA r7; 5s.
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FIGURE 2.4: Topology for Problem 2.

TheLCA r7; 3s � 7 soLCA r4; 3s � 7. Similarly, we calculate the rest of the pairs (see

Fig. 2.3(b)).

Next we calculate distancepdistqof every node from the root. This calculation takes

OpN qas it needs to traverse the whole tree once again. The completedistri; j s is shown

in Fig. 2.3(b). WhenBc � 3 the �lter assignment ist 1; 2; 4u. WhenBc � 2, we have

three options for merging �lters: (1) merge �lters of1 and2 and assign the merged �lter

to FR 5 pPp1; 2q � 19q, (2) merge �lters of1 and4 and assign the merged �lter to FR

7 pPp1; 4q � 14q, and (3) merge �lters of2 and4 and assign the merged �lter to FR6

pPp2; 4q � 36q. Therefore, option (2) is chosen and the assignment ist 2; 7u for Bc � 2.

WhenBc � 1, we have one choice which is to merge �lters of2 and4 and assign the

merged �lter to7 pPp2; 7q � 30q. Therefore, forB � 1 the assignment ist 7u.

Theorem 2. The complexity of the Second Greedy Blocking Strategy isOpN 2pN � Bqq.

Proof. The algorithm would iterate the step 5 loop forN � B times. In each iteration,

it takesOpN 2q time to �nd out the pair of nodes with minimum penalty. The all pair

LCA computation takesOpN 2q time. The complexity of Alg. 1 isOpN 2pN � Bqq �

OpN 2q � OpN 2pN � Bqq. In the worst caseB � 1 and the complexity isOpN 3q. The

complexity can further be improved toOppN � Bq2 logN qusing min-heap data structure

(see Appendix A for details).
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2.5 Destination-based Filter Assignment Policy

As we are using destination-based �lters for protection against spoofed DDoS attack, we

are blocking some LUs. In this section, we formulate another optimization problem of

assigning destination-based �lters to the FRs so that a weighted sum of the contamination

and blocked LUs is minimum.

2.5.1 Problem 2: Find a �lter assignment so that the LU blockage and contamination
are minimal.

It is always better if the victim can select some FRs within its budget which minimizes both

the number of blocked LUs and contamination. As discussed in Section 2.3 the source-

based �lter cannot ensure protection against IP spoo�ng DDoS attack. For example, if the

attacker attached to node1 uses IP address of the users attached to node3 (see Fig. 2.3(a)).

The �lter used at node1 or 5 would forward the packet. But if the FRs use destination-

based �lter then no spoofed attack packet can penetrate. Therefore, the victim would use

the destination-based �lters. The problem can be expressed as the following optimization

problem:

minimize !W cpgq � p 1 � ! q|Ubpgq|

subject to |g| ¤ B; @g € G; v RG
(2.5)

Here! � r 0; 1s is considered a system parameter which determines priority of total con-

tamination and LU blockage.

2.5.2 A Dynamic Programming Solution

Let us consider anN node tree with maximum node degree� . The nodes are labeled in

bottom-up and left-right order. We de�neA as aN � B array which contains optimal

cost for every node and budget. For exampleAri; j sis optimal cost of budgetj on subtree

rooted by nodei .

We de�neL as a1 � N array which contains the number of LUs in subtree rooted by

every node.Lris is the number of LUs in subtree rooted by nodei . We also de�neR as
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Algorithm 2 DP Blocking Strategy

Input: The number of �ltersB , topology treeT.
Output: A set of nodes inT.

1: Procedure: BLOCK-DP(B; T )
2: N Ð number of nodes inT
3: for i � 1 to N do
4: for j � 0 to B do
5: if i is an entry nodethen
6: Initialize Ari; j s, Lris, Cris, andRri; j; k s
7: else
8: Lris Ð

° �
k� 1 Lrckpiqs

9: min Ð� 8
10: if No attacker attached toi then
11: p Ð cost according to Equation 2.6
12: if min ¥ p then
13: min Ð

° �
k� 1 Arckpiq; xks

14: Ari; j s Ð min
15: @1¥ k¥ � Rri; j; k s Ð xk ,
16: Rri; j; � � 1s Ð 1

17: for @x1; x2; :::; xk :
° �

k� 0 xk � j do
18: p Ð

° �
k� 1 Arckpiq; xks

19: if min ¥ p then
20: Ari; j s Ð p Ð min
21: @1¥ k¥ � Rri; j; k s Ð xk

22: Rri; j; � � 1s Ð 0

23: return FIND-ASSIGNMENT(R, B)

anN � B � p � � 1qarray which contains the number of �lters assigned to nodei and its

subtrees for every node and budget. For example,Rri; j; 1s, Rri; j; 2s, andRri; j; � � 1s

are the number of �lters to �rst subtree, second subtree, and nodei of subtree rooted by

i for budgetj . The optimal cost of usingj destination-based blocking/�lter in subtree

rooted byi is the minimum of the following quantity:

Case I:The minimum total weighted cost, if we assign1 �lter to the nodei and the rest

of the �lters to some nodes of the subtree rooted byi . Therefore, the cost will be a weighted

sum of the minimum contamination and LU in subtree rooted byi . The assignment of the

j � 1 nodes can be done in a greedy way. We can apply the Alg. 1 to �nd an assignment
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Algorithm 3 Find Assignment

1: Procedure: FIND-ASSIGNMENT(R, B)
2: x:i Ð N; x:j Ð B, g Ð H , andQ Ð H .
3: ENQUEUE(Q,X).
4: while Q � H do
5: x Ð DEQUEUE(Q)
6: if Rrx:i; x:j; � � 1s � 0 then
7: g Ð theRrx:i; x:j; � � 1snodes according to case 1.
8: else
9: for k � 1 to � do

10: xc:i Ð ckpx:i q, xc:j Ð Rrx:i; x:j; k s
11: ENQUEUE(Q, xc)
12: return g

in subtree rooted byi but the cost will no longer be optimal. First, we assume an attacker

attached to thei . This assumption con�nes a �lter toi . Then we �nd an assignment of

budgetj using Alg. 1. Asi will be assigned a �lter, the otherj � 1 �lters will be assigned

to the subtree rooted byi .

Let g1ri; j � 1s be the assignment which provides contaminationpCpg1ri; j � 1sqqto

the subtree rooted byi for j � 1 �lters. Then the cost for this option will be:

Ari; j s � !C pg1ri; j � 1sq � pi � ! qLris (2.6)

Case II: The minimum total weighted cost, if we divide the number of �lters into

x1; x2; :::; xk parts and assign them to the subtreesc1; c2; :::; ck , respectively. Therefore,

the cost for this option will be:

Ari; j s �
�̧

k� 1

Arck ; xks (2.7)

Therefore, we take the minimum quantity from the above two options. If there are

some attackers attached to nodei , we do not consider the option 2. This is because, if we

assign all thej �lters to its subtree then the attack traf�c fromi will reach the victimv,

which is not allowed by the constraint of the problem de�nition.
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FIGURE 2.5: A, R, L, andC.

Let us consider the traf�c topology in Fig. 2.4 and! � 0:5. The leaf entry nodes

are1; 2; 3; 4; and5. The calculations ofA, R, andL are straightforward. For example

Ar1; 0s � 8 , Ar1; 1s � 0:5 � 0 � 0:5 � 1 � 0:5, andAr1; 2s � 0:5 � 0 � 0:5 � 1 � 0:5.

Rri; 1s � r 0; 0; 0; 1s, Rri; 2s � r 0; 0; 0; 2s, andRri; 3s � r 0; 0; 0; 3s. For node6 and

j � 0, we have one choicex1 � 0; x2 � 0; x3 � 0 and the cost is8 . For j � 1,

we have two cases.Case 1: 1 for node6, andx1 � 0; x2 � 0; x3 � 0. The total cost

is 0:5 � 25 � 0:5 � 3 � 14. Case 2: 0 for node6, and (1)x1 � 1; x2 � 0; x3 � 0,

(2) x1 � 0; x2 � 1; x3 � 0, or (3) x1 � 0; x2 � 0; x3 � 1. For option (1): total cost is

8�8�8 � 8 . For option (2) and (3) total cost is also8 . Therefore, case 1 is minimum

(Ar6; 1s � 14) andRr6; 1s � r 0; 0; 0; 1s.

For j � 2, there are also two cases.Case 1: 1 for node6 and1 is for its subtrees.

We assume an attacker attached to6. Then applying the Alg. 1 forB � 2, we �nd the

assignment ist 6; 2u. After assigning the �lters the total contamination is4 � 6 � 10The

total cost in this option is10p0:5q � 3p1 � 0:5q � 6:5. Case 1:0 for node6, and2 �lters

to subtrees of6. This case is valid for node6 because there is no attacker directly attached

to it. There can be six options: (1)x1 � 2; x2 � 0; x3 � 0, (2) x1 � 0; x2 � 2; x3 � 0,

(3) x1 � 0; x2 � 0; x3 � 2, (4) x1 � 0; x2 � 1; x3 � 1, (5) x1 � 1; x2 � 0; x3 � 1, and

(6) x1 � 1; x2 � 1; x3 � 0. For option (1), the total cost isAr1; 2s � Ar2; 0s � Ar3; 0s �
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0:5 � 8 � 8 � 8 . Similarly, the options (2) to (6) cost8 . Therefore, case 1 is minimum

andAr6; 2s � 6:5 andRr6; 2s � r 0; 0; 0; 2s. Similarly, we calculate the rest of the entries

in A andR. The completeA; L andR are shown in Fig. 2.5.

According to the de�nition,Ar8; 3s contains the cost for budgetB � 3 which is 14.

From R we can �nd out which FRs are blocked.Rr8; 3; 1s � 2 and Rr8; 3; 2s � 1

means2 and1 �lters are assigned to its 1st and 2nd subtrees, respectively. Then we need

to look Rr6; 2; ks and Rr7; 1; ks. Rr6; 2; 1s � 0, Rr6; 2; 2s � 0, Rr6; 2; 3s � 0, and

Rr6; 2; 4s � 2 means no �lter is assigned to its subtrees and two �lters are assigned to

itself. Therefore, we need to �nd the assignment according to Case I. According to Case I

t 6; 2u is the assignment. Similarly, we can �nd that a �lter is assigned to node7. So, the

�lter assignment ist 2; 6; 7u for budgetB � 3 and the cost is14.

Theorem 3. Complexity and space needed of the DP Blocking Strategy areOpNB � � 1q

andOpNB � q.

Proof. Let us consider the topology is aN node tree with maximum node degree� and

the victim has budget ofB . To �nd the partitionsx1; x2; :::; x� we needOpB p� � 1qqtime

if we use naive nested iteration approach. Therefore, the complexity of the Alg. 2 is

OpNB p� � 1qq. The total space needed ispN � 1qB � p � � 1qpN � 1qB � p N � 1qwhich

is an order ofOpNB � q. For a binary tree topology the complexity isOpNB 2q and the

space complexity isOpNB q.

Theorem 4. The Alg. 2 provides optimal solution when! � 0.

Proof. When ! � 0 only blockage of LUs is taken into account. The Alg. 2 uses a

dynamic programming bottom-up strategy to search the optimal assignment. For an one-

node tree, if the node color is “black” or “gray” then there is no solution forB � 0.

Because without any �lter, the attack traf�c will be forwarded to the downstream routers.

For B ¥ 1 there is only one choice of selecting FR which is that node. If that node

30



Table 2.1: Topology Parameters
Topology I Topology II Topology III

Number of nodes 66 247 403
Internal user probability 0.1 0.25 0.1
Attacker ratio 0.4 0.4 0.4
Max Node Degree 4 4 20
Data Rate(pack/ms) [0.1-0.4] [0.1-0.4] [0.03-0.13]

is selected, the optimal number of blocked LUs is the LUs attached to it. In each step,

the Alg. 2 chooses the best allocation of �lters to itself, left subtree, or right subtree.

Therefore, the Alg. 2 provides optimal �lter assignment to the FRs through exhaustive

search.

2.6 Simulations

2.6.1 Simulation Setting

We conducted the experiments with a custom build java simulator. The main reason for

using custom build for simulator is its scalability. We do not need to analyze transmission

time, bandwidth, or packet drop issues. We only need to count the number of legitimate

(or attack) received (or blocked) packets. The network topologies we considered contain

100� 500routers. Using NS3 or other similar simulator for this kind of simulation would

take several days. That is why we built our own java multi-threaded simulator to get the

results quickly.

We conducted simulation for randomly generated tree topology and a subset from a

real network topology. We used two randomly generated topology having node degree

betweenr0 � 4s, internal node user probability between1 � 0:25, and maximum depth

6. The entry nodes' color and number of users or attackers were selected randomly from

a uniform distribution. The Topology I and II were randomly generated trees with 66

and 247 nodes and max node degree 4. The Topology III was taken from a subset of the

Stanford University Note Dame web graph [24]. The dataset contained325; 729 nodes

and we took a subset (which is a tree) containing403nodes. Then we randomly assigned
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(a) Greedy vs. optimal. (b) Greedy 2 approach simulation. (c) DP approach simulation.

(d) Naive approach simulation. (e) Total cost of three solutions. (f) DP effect of! .

FIGURE 2.6: Simulation results.

users to the tree with internal user probability0:1. The details are shown in Table 2.1 and

Fig 2.7(b).

We compare the performances of our proposed second greedy blocking strategy (Greedy

2), DP blocking strategy (DP) and a naive approach. In the naive approach, source-based

�lters are used. At �rst, a �lter is assigned to the node which is attached tov. Then the �l-

ter is split to its child nodes which have higher attack traf�c �ows. The split only occurs if

the node does not have any attacker attached to it. Therefore, a split will increase the num-

ber of �lters by its number of children. Every round the node with highest attack traf�c is

selected for split from the current assignment. The process continues until the number of

assigned �lters is less than budget. We show the contamination (C), number of blocked at-

tack packets (AB), number of received attack packets (AR), number of blocked legitimate

packets (LB), and number of received legitimate packets (LR) for the three topologies and

three approaches.
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2.6.2 Simulation Results

We compare the performances of the greedy solutions for different randomly generated

topologies. The Fig. 2.6(a) shows the cost of �rst greedy (Greedy 1), second greedy

(Greedy 2), and optimal cos. Forr10; 15s node trees andr3; 5s �lters the Greedy 2's

average cost is about9% higher than average optimal cost. Forr25; 35s node trees and

r5; 10s �lters the Greedy 2's average cost is about24%higher than optimal. Though the

complexity of Greedy 2 is little higher than Greedy 1 it performs much better.

Figs. 2.6(b) , 2.6(c), and 2.6(d) show the C, AB, AR, LB, and LR for the Topology I.

Here the contamination is the number of attack-packet forwarding events per attack packet.

We can see that, at the beginning, the C in every approach is higher. The C reduces over

time and becomes gradually more stable. This is because, at the beginning the victim

knows a small subset of the complete topology. Over time, the victim gets more and

more information from the marked packet and reconstructs the traf�c topology. Finally,

the victim succeeds in constructing the complete topology. That is why the AR is high at

the beginning and decreases over time and �nally converges to zero. The AB shows the

opposite behavior for the same reason. We can also observe that the cost (contamination)

of second greedy solution is less than the naive approach. The cost of DP is a weighted

sum of C and BL.

Next we use the Topology II to compare the performances of three approaches for

different budgets after convergence (considering the victim knows complete topology).

In this topology we increased the internal user probability to see the ampli�ed effect of

different budget settings. Each run was observed for longer time (200-400 slots and each

slot is about 1 second long) and the average measurements of slots are plotted. Fig. 2.6(e)

shows the cost of the three approaches. Here, the cost is the number of forwarding events

per attack traf�c. We can see that the cost of Greedy 2 is then lowest. The costs of DP and

Naive are similar.
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(a) Simulation with real topology. (b) Traf�c topologies.

FIGURE 2.7: More simulation results.

Fig. 2.6(f) shows the effect of! in the DP. We observe the C, RL, and BL by! . The

C is multiplied by10; 000to show the effect clearly with the other measurements. If we

set! � 0, the total RL and C are highest (because we give no weight to contamination).

On the other hand, the LB is lowest at! � 0. When! ¥ 0:4 all the legitimate packets are

blocked and the contamination remains stable. With the increase of! , the LB increases

and the LR and C decrease, which means that the more (or less) weight we put to contam-

ination the more (or less) the legitimate traf�c we block. Therefore, there is a trade-off

between the number of legitimate traf�c and attack traf�c. The victim should set a proper

! to have a good balance between blocked legitimate packets and contamination.

Fig. 2.7(a) shows a comparison of C, AB, LR, and LB using a real topology. Here,

we de�ne C as the number of forwarding events of attack packets. We use the Topology

III for this simulation. The simulation shows that the C of Greedy 2 is lower than Naive

approach. In Greedy 2 and Naive approaches attack packets are forwarded40; 330 and

44; 844on average. The AB, LB, and LR are similar for both approaches. The DP shows

the lowest contaminationp38; 126q but highest blocked legitimate traf�c (for! � 0:5).

The number of blocked LUs can be adjusted by choosing a lower! .

2.7 Run-time Improvement Using Heap

2.7.1 OppN � Bq2 logN qapproach for Second Greedy Solution

In the Alg. 4, Steps 1-6 are the same as in Alg. 1. Instead of searching for minimum

penalty pair, we create a min-heapH from all pairs of elements in the current assignment
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Algorithm 4 OppN � Bq2 logN qGreedy Blocking Strategy

1: Procedure: BLOCK-GREEDY-2(B; T )
2: Steps1 � 6 in Alg. 1
3: S Ð t x : x:i; x:j Pg; i � j; AND x:key � P(x:i; x:j )u
4: Create minheapH from S.
5: while Bc � B do
6: m Ð EXTRACTM IN(H)
7: Removex form H , wherex:i or x:j is m:i or m:j
8: g Ð g � t i; j u
9: Insert allt x : x:i � LCA rm:i; m:j s; x:j Pg x:key � P(x:i; x:j )u

10: g Ð g X t LCA rm:i; m:j su
11: Increase BAT ofA by BAT of imin andj min .
12: Bc Ð Bc � 1

return g

FIGURE 2.8: H andg.

g. Then, we do EXTRACTM IN(H) from the heap and remove all associated elements with

the removed nodes. Then, we insert all the associated elements with the new node. We

create a min-heap of all the pairs of nodes ing (according to Fig. 2.3(a)). The heapH

contains
� N

2

�
elements. The key of an elementpi; j q is the penalty of merging the pair of

nodesPpi; j q. For example, the key of nodep1; 2qis Pp1; 2q � Nr1s:BAT � p distr1; 7s �

distr5; 7sq � Nr2s:BAT � p distr2; 7s � distr5; 7sq � 4 � p 2 � 1q � 15 � p 2 � 1q � 19.

Similarly, the key of nodep1; 4qandp2; 4qis Pp1; 4q � 14 andPp2; 4q � 36. Therefore,

the heapH will have tp1; 4q; p1; 2q; p2; 4quelements. The heap construction takesOpN 2q

time for
� N

2

�
elements.

The next step is a while loop which iterates untilBc is not equal to the budgetB of

v. The EXTRACTM IN (H) will return thep1; 4qbecause its key is lowest. Generally, the
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EXTRACTM IN(H) operation on heap takesOplognq time. Here we have
� N

2

�
elements

which takeOplogN 2q � Op2 logN q � OplogN q time. After that we remove elements

of heap which are associated with1 or 4. Therefore, the heapH contains no elements

because all the elements are associated with1 or 4. The number of remove operations

is OpN q and each remove operation takesOplogN q. Now we remove1 and4 from g.

Therefore,g � t 2u. Next we add each pair of elements associated withLCA r4; 1s � 7

andg. So, elementp7; 2qwill be added toH . At this step we calculate the key ofp7; 2q �

p15� 2 � 0q � 30. The BAT of node7 will be increased byPp1; 4q � 14. So, BAT of7 is

p0� 14q � 14. ThenLCA r1; 4s � 7 is added tog andBc is decreased by1. As theBc � 2

is now equal toB the loop stops and our algorithm �nishes by returningg � t 2; 7u.

We can see that in the heap an element (a pair of nodes) is inserted or deleted once.

The total number of removals or insertions is
� N � B

2

�
. Each insert or delete operation

takesOplogppN � Bq2qq � O logpN q. Therefore, the complexity of the algorithm is

OppN � Bq2 logpN qq.

2.8 Summary

The DDoS attack is the most powerful attack to make a service unavailable to users. It is

not possible to protect any server from DDoS attack without the help of the network equip-

ment. As the most important component in a network, routers can be upgraded to �lter

routers easily. Besides, the �lter router can work in a network with legacy routers. In the

four-phase DDoS protection system, the �lter routers block the attack traf�c according to

the victim's instruction. Though the blocking control of an internet service provider (ISP)

is at victims hand who may not belong to the ISP but it will help the ISP to minimize traf-

�c congestion. Therefore, both parties are bene�ted. In this work, we present three �lter

scheduling policies for two different settings. We compare the performances of proposed

scheduling policies with the naive approach. Simulation results show that our proposed

approaches work better than the naive approach. Both the source-based and destination-

based �lters have some advantages and limitations. In the next chapter we present optimal

solutions of the problems de�ned in this chapter. We also use dynamic programming to

solve the �rst problem.
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CHAPTER 3

OPTIMAL FILTER ASSIGNMENT POLICY AGAINST
DISTRIBUTED DENIAL-OF-SERVICE ATTACK

In Chapter 2, we have de�ned the problems of assigning �lter with limited number of

�lters. We have proposed greedy solution for the �rst problems which is not optimal. As

the solution of second problem uses the solution of the �rst problem, it becomes non-

optimal. Now in this chapter we present an optimal solution to the �rst problem. As a

result, both solution produce optimal results. The contents of this chapter is published in

[Related8, Related9].

3.1 Introduction

A denial-of-service attack (DoS attack) is a cyber-attack in which the attacker seeks to

make a machine or network resource unavailable temporarily to its users. DoS attacks are

considered a federal crime under the Computer Fraud and Abuse Act with penalties that

include years of imprisonment [7]. The Computer Crime and Intellectual Property Sec-

tion of the US Department of Justice handles cases of DoS attacks. Therefore, detecting

DoS attacks and identifying attackers have been an important issue in Network Forensics.

Moreover, DoS attacks are increasing day by day in both number and size; CloudFlare [4]

recently reported a 400 Gbps massive DoS attack that took place at their servers.
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There are several types of DoS attacks including SYN Floods, Malformed Packets,

UDP Floods, Ampli�cation Attacks, and Distributed Attacks [5]. In a SYN Flood attack,

the perpetrator sends many SYN messages for TCP connection setup. The server replies

ACK and waits for the client's ACK but the attacker does not reply ACK and the con-

nection remains half-open till timeout. The objective of a SYN �ood is to simply �ll up

the limited slots that the target system has available for half-open connections. In some

cases it's easy to detect a SYN Flood attack if a lot of SYN requests come from an ad-

dress in short interval. Detection is harder, however, when the attacker spoofs IP address,

SYNs come from multiple addresses, and arrival time varies. In a UDP Flood attack, the

purpose would likely be to consume all available network bandwidth. Attackers send a

large amount of spoofed requests with large useless payload. The application wastes CPU

cycles trying to determine the meaning of the garbage.

The objective of the DDoS attack is to generate a lot of packets from different locations

to exhaust incoming/outgoing bandwidth of the victim. A coordinator would send com-

mands to workers who continue to send requests to the target. The workers are known as

bots and the network of workers is known as botnet. As normal users also request through

the NAT, it is dif�cult for the victim to differentiate between the bot requests and normal

user requests. Fig. 3.1 shows the DDoS attack model by botnet. An effective method

of preventing DDoS attack is to use �lter routers (FRs) in network infrastructure. FRs

are a special type of router which is capable of packet marking and receiving �lter tasks.

Packet marking task refers to attaching the FR's own IP address probabilistically to the

packets it forwards while receiving �lter task refers to receiving �lters from a web server.

A web server can block all or part of the traf�c destined to it. The complete method of

using FRs is a four-phase process. In the �rst phase, the FRs mark forwarded packets

by appending its own IP address probabilistically. In the second phase, the victim con-

structs the traf�c topology from the marking of the packets. In the third phase, the victim

constructs �lter, �nds, and selects some FRs to assign the �lters. In the last phase, the
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FIGURE 3.1: DDoS attack by bots.

FRs evict unused �lters from its storage. The packet marking is used to �nd the topology

by the victim. The probability of marking is a tradeoff between topology construction

time and router overhead. After topology construction, the victim generates �lters and

selects a subset of the FRs to assign them. There are two types of �lters: source-based

and destination-based. Using source-based �lter a FR can allow/block traf�c from speci�c

sources which are destined for the victim. This type of �lter is vulnerable to IP spoo�ng

attacks. Though destination-based �lter can prevent IP spoo�ng but it is more restrictive.

Using a destination-based �lter, a FR can block all traf�c including LU traf�c destined to

the victim. It is challenging to �nd an optimal assignment of �lter when the victim has a

limit on selected number of FRs. A FR may get a number of �lters from multiple victims.

It has a limitation of storage and computation power. Therefore, it evicts �lters which are

no longer used.

In this paper, we focus on �nding the optimal �lter assignment assuming that the vic-

tim has already constructed the traf�c topology. We formulate two problems and propose

solutions for them. In the �rst problem, a limited number of source-based �lters are as-

signed to the FRs. For example, if the victim can assign2 �lters, it can selectt FR1; FR2u,

t FR1; FR5u, t FR2; FR4u or another pair of FRs (see Fig. 3.1). If the victim selects the

�rst pair of FRs, the attack traf�c fromFR3 will reach the victim which is highly unex-

pected. If the second pair is selected then the attack traf�c will travel throughpFR2; FR4q,

pFR3; FR4q, andpFR4; FR5qlinks. The amount of attack traf�c in each link is not same.

It is challenging to �nd a �lter assignment for which the total amount of attack traf�c is
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minimum. We propose dynamic programming optimal solution for this problem. In the

second problem, a limited number of destination-based �lters are assigned to the FRs.

Destination-based �lter blocks every packet at FR that is destined to the victim. If the

victim selects the third pair, then all the legitimate users (LUs) will be blocked and the

attack traf�c will travel throughpFR2; FR4qandpFR3; FR4q links. It is also challeng-

ing to �nd a �lter assignment so that the total attack traf�c and number of blocked LU

are minimum. We propose another dynamic programming solution for this problem. Our

main contributions are the following:

1. We formulate two problems for �nding �lter assignment with a budget (limited num-

ber of �lters) and provide optimal solutions using dynamic programming.

2. We present simulation results to support our model.

The remainder of this paper is arranged as follows: Section 3.2 presents some related

works and their limitations. In Section 3.3, we present the system model for preventing

DDoS attack. Section 3.4 presents the formal de�nition of the �rst problem and our pro-

posed dynamic programming solutions. Section 3.5 presents the formal de�nition of the

second problem and our proposed another dynamic programming solution. In Section 3.6,

we present some simulation results that strengthen our proposed solutions.

3.2 Related Works

There exist many statistical methods including correlation, entropy, covariance, diver-

gence, cross-correlation, and information gain to detect anomalous DDoS requests [8].

A rank correlation-based method Rank Correlation-based Detection (RCD) is proposed in

[9]. An information theoretical approach using Kolmogorov complexity is used for de-

tection of DDoS attacks in [10]. A novel DDoS detection mechanism is proposed based

on Arti�cial Neural Networks in [11]. There are other methods of detecting DDoS attack

including [12, 25, 26]. Authors in [16] introduced a model of randomized DDoS attacks
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with increasing emulation dictionary where the attackers use the attack de�nition from the

dictionary that contains request patterns similar to those of LUs. They proposed an infer-

ence algorithm for identifying the botnets executing such DDoS attacks. Nowadays, static

path identi�ers are used for inter-domain routing objects, which makes it easy for attack-

ers to launch the DDoS �ooding attacks. In [17], the authors present a design dynamic

path identi�cation framework that uses path identi�er negotiated between the neighboring

domains as inter-domain routing objects.

In [18], the authors propose a method, RADAR, to detect and throttle DDoS attacks

using adaptive correlation analysis on SDN switches. The system can defend against a

wide range of �ooding-based DDoS attacks including link �ooding, SYN �ooding, and

UDP-based ampli�cation attacks. In [19], the authors propose a new approach which

reduces the resource utilization factor to a minimal value for quick absorption of the attack.

In [20], a DDoS protection mechanism, SkyShield, is proposed by taking advantages of the

sketch techniques. To identify malicious hosts ef�ciently, they used the abnormal sketch

obtained from the last detection cycle. The SkyShield could leverage other techniques

including Bloom �lters and the CAPTCHA. In [21], the authors propose a collaborative

DDoS mitigation network system in which a domain helps another domain. A domain can

direct excessive traf�c to other trusted external domains for DDoS �ltering. The �ltered

clean traf�c is forwarded back to the targeted domain.

Most of the existing works are mainly concerned about the service availability of the

server. In fact, the attack traf�c may cause huge network congestion and DoS. Therefore,

these techniques cannot protect the network from being contaminated by attack traf�c.

A victim and network component collaboration based system can help in this case. A

four-phase DDoS protection system is proposed in [22]. The victim generates �lters and

sends them to the upstream FRs. The FRs send the �lters to its upstream FRs and thus the

�lters propagate to the effective FRs. An adaptive version of PFS is proposed in [23]. The

system sends directly �lters to the high capable FRs �rst, then the �lters propagate to the
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effective FRs. However, these two systems cannot select the FRs optimally when there is

a limitation on selecting FRs.

3.3 System Model

Our system is composed of legacy routers (LRs), network address translators (NATs),

�lter routers (FRs), attackers, legitimate users (LUs), and a victimpvq. Fig. 3.2 shows

the complete system model. In reality, there are multiple victims in a network but for

simplicity of explanation we are considering a single victim. We assume that end users are

connected to a FR or a LR through NAT. The FRs are a special kind of router which are

capable of two functionalities. Firstly, it can do packet marking which is used to construct

traf�c topology at the victim. Secondly, it can receive �lter from the victim and apply the

�lter to block the attack traf�c according to the �lter de�nition. There can be two types

of �lter: source-based and destination-based. The source-based �lter speci�es blocking of

traf�c based on source address. For example, a source-based �lter can be understood:if

source address isX then discard the packet. If we use a source-based �lter atFR3 (assume

X andY are the IP addresses of the NATs connected toFR1 andFR2, respectively) then

FR3 will discard packets coming from NAT-X but forward packets from the NAT-Y.

The advantage of using source-based �lter is that a FR can block the attack traf�c by

its source IP address and forward legitimate traf�c. If the LU and attacker both remain

behind the same NAT, then it is impossible to block only attack traf�c. The limitation

of the source-based �lter is that it cannot protect if an attacker spoofs the IP address of

a LU. If an attacker creates packet havingY as the source address, then the packet will

not be blocked atFR3. To protect against DDoS attack with IP spoo�ng, we can use

destination-based �lter. A destination-based �lter isif the destination address isX then

discard the packet. For example, if we use a destination-based �lter atFR3 (assume that

X is IP address ofv), then all the packets including legitimate and spoofed attack packets

will be blocked byFR3. The destination-based �lter is more restrictive. When a FR uses
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FIGURE 3.2: System model and constructed topology.

it, it blocks all the attack and legitimate traf�c destined for the victim. Therefore, spoofed

attack traf�c cannot penetrate.

The attackers are usually user devices which have compromised programs that can

generate traf�c destined for a target. The programs are controlled by a master. The master

can send commands of attack to the program. This type of program is called bot and

the network of bots is called botnet. Though the DDoS traf�c is hard to differentiate from

legitimate traf�c, there exist several methods based on arrival time, packet size, and packet

content for detecting attack packets [8]. In this paper, we are not focusing on the detection

of attack packet and assume that the victim can �nd out the source address of attack traf�c

using these methods. The victim also knows the packet rate of each attacker. For example,

if there are100attackers (or LUs) each with 1 Mbps attack traf�c (or legitimate traf�c)

behind a NAT-X (having IPX ), then the victim will identify theX as an attacker (or LU)

with 100Mbps attack traf�c (or legitimate traf�c).

The complete protection process consists of the four phases.

In phase 1, the FRs probabilistically mark the packet it forwards by appending its own

IP address. Assume the marking probability is0:5. Then the victimv may get packets

with t FR1; FR3u, t FR3; FR4u, or t FR1; FR4u. The victim may also get packets with

t FR2; FR3u, t FR3; FR4u, or t FR2; FR4u. Thet FR1; FR3u marking indicates that the

FR1 remains before theFR3 along the path from the user.

In phase 2, the victim constructs paths from all the sources after gathering enough

information from marked packets.The victim can easily form a directly acyclic graph
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(DAG) combining all the paths. For simplicity we will consider tree instead of a DAG.

We consider that bots and LUs are behind NAT of internet service provider. We color the

bots/attacker as black and LUs as white. The FRs which forward the end users' traf�c �rst

are calledentry nodes. t FR1; FR2u are the entry nodes in Fig. 3.2. The FRs are colored

as black, white, or gray. A black (or white) FR means it only forwards messages from

attacker/bot (or LU). A gray FR forwards packets from both LU and attacker.

In phase 3, some of the FRs in the traf�c topology are selected to assign �lters. The

traf�c topology is simpli�ed by removing nodes with no fork. A node having at least

two children is called a fork node. Non-fork nodes are not ef�cient for assigning �lters.

Instead, selecting child node reduces attack traf�c in the network. Therefore, an optimal

�lter assignment policy should select a set of FRspgqfrom the set of gray and black nodes

pGqwith minimal blockage of legitimate traf�c and contamination by attack traf�c, while

ensuring that no attack traf�c can reach the victim. We de�ne the contamination as the total

attack traf�c in the network. For example, if the attack traf�c is blocked atFR3 then total

contamination is2 (assume all attackers' packet rate is1). We denote the contamination

in a network for theg �lter assignment set byWc.

Wcpgq �
A¸

a� 1

� a � da; da � min
@n PPRED(n )X g

distpa; nq (3.1)

Here, PRED(n) is the set of predecessor ofn, � a is the traf�c load of attackera,

distpa; nq is the number of hops betweena and n. A is the total number of attackers.

Therefore,Wc is the total attack traf�c load for selecting|g| FRs out of|G| FRs. If U is

the set of LUs, then the number of blocked LUs for the �lter assignmentg is denoted by

Ubpgq.

Ubpgq � t u : u PU and PREDpuq X g � Hu (3.2)
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The best way to minimize blockage of LU and contamination is to block immediately

after the attacker. In reality, there are a huge number of attackers and the victim needs to

select a huge number of FRs to block them which is not possible. So, a victim has budget

B of selecting a number of FRs. Therefore,|g| should be less than or equal toB .

In phase 4, unused �lters are removed from the FRs. As the FRs have limited capacity

and computation power, it is necessary to reduce the workload by removing the �lters.

Besides, the attacker can �ood the FRs by sending useless �lters. This type of �lters are

evicted soon because they are most likely not being used.

The �lter sent by a user (or victim) is only applicable to the packets which are destined

for that user (or victim). However, an attacker can spoof IP of the victim and send wrong

�lters to FRs. This spoofed �lter can be detected using a simple handshake protocol. The

spoo�ng attacker will not be able to handshake with the spoofed IP address. However, we

are not focusing on �nding an optimal �lter assignment policy which is discussed in the

next section.

3.4 Source-based Filter Assignment Policy

In this section, we formulate a problem of assigning the source-based �lters to the FRs so

that the contamination is the minimum.

3.4.1 Problem 1: Find a �lter assignment so that the contamination is the minimum by
ensuring that all the attack traf�c is blocked before reaching the victim.

In this problem, source-based �lters are used. The contamination is de�ned by the total

amount of attack traf�c in the network. The problem can be expressed as the following:

minimize Wcpgq

subject to |g| ¤ B; @g € G; v RG
(3.3)

The victimv will be white pv RGqif all attacker traf�c is blocked before reaching it. We

propose an optimal solution using dynamic programming.
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(a) Topology for Problem 1. (b) dist. (c) Topology for Problem 2.

FIGURE 3.3: Topologies for problems 1 and 2.

(a) TablesA1 andR1. (b) TablesA2 andR2.

FIGURE 3.4: Complete values ofA1, A2, R1, andR2

3.4.2 An Optimal Solution

To solve the problem, we de�ne following two problems.

1. P1pi; j q : Find and return optimal contamination in the tree rooted byi including

the link to its parent forj number of �lters regardless of blocking all attack traf�c.

The optimal contaminations, unblocked attack traf�c loads, and �lter assignments

are stored inA2ri; j; 0s, A2ri; j; 1s, andR2ri; j s to reuse in dynamic programming.

For this problem, when we refer to subtree rooted byi we mean the subtree rooted

by i including the link fromi to its parent.

2. P2pi; j q: Find and return optimal contamination in the tree rooted byi for j number

of �lters by ensuring blockage of all attack traf�c. This is the problem de�ned in

Problem 1. The optimal contamination is stored inA1ri; j sand the �lter assignment

is stored inR1ri; j sto reuse in dynamic programming.
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