As Boundaries Fade:
The Social Contract in Cyberspace
Steven J. Horowitz)

[For over ten years, scholars have debated over law in cyberspace. Some, the
"exceptiona!ists, " argue that cyberspace should develop its own system of laws and regulations.
Others, the" unexceptionalists, " argue that real-space territorial law must govern the internet.
This paper advocates a new kind of exceptionalism, grounded in an examination of legitimate
authority in cyberspace. I use social contract theory to locate two sources of legitimate
cyberspace authority: the authority of a real-space sovereign over its citizens and the authority
of a cyberspace community formed by a distinct social contract. I argue that, because
cyberspace dissolves territorial boundaries, internet users are insecure in their knowledge of
political relationships and that cyberspace communities can resolve this incon venience.]

I. Framing the Question
Cyberspace is a world without territorial boundaries. As we travel through cyberspace,
we have no way of knowing where our transactions take place. Since law tends to correspond to
territorial boundaries, cyberspace calls into question the legitimacy of real-space law on the
internet. This paper aims to answer the question of legitimacy: what kind of legitimate authority
exists in cyberspace? I use social contract theory to identify two distinct sources of legitimate
authority on the internet: I) the sovereignty of a real-space state over its citizens and 2) the
power of a cyberspace sovereign to govern the default laws of a bordered part of cyberspace.
The power of a real-space sovereign over its citizens does not disappear as they enter cyberspace,
since this power is derived from a social contract that does not depend on geography. But
internet users can still form distinct communities in cyberspace, built on social contracts. Such

cyberspace communities provide security for internet users. Without a distinct social contract in
cyberspace, one is left to wonder whether those with whom he interacts will follow a common
set of rules and be subject to a common authority. But as we form cyberspace communities,
built upon social contracts, we are able to interact with other users, knowing that we are in a civil
society.
Before engaging the theoretical questions central to this paper, I present two hypothetical
situations. Each involves a conflict that lacks a clear resolution because it is unclear where
legitimate authority might lie. While I intend to return to these later in order to provide some
solutions, I cannot do so until I build a theoretical framework.
The first example involves an online auction. Suppose a seller located in country X sells
a given product on his website through an online auction. The winning bidder lives in country
Y. The buyer provides his credit card number in order to pay for the product, but the seller
charges him an "international service fee" of $200. Assume that, in country Y, imposing such a
fee without prior consent would be illegal, whereas in country X, it would not be. If the buyer
could not cancel his transaction, how could he resolve this problem? The seller is not doing
anything illegal insofar as he is not transgressing any law that he lives under. The seller is
dealing with a buyer under a different set of laws, however. So whose laws should prevail? In
practice, there are various factors that would influence the outcome, some more just than others.
But since such disputes can easily arise within cyberspace, and since our current system mayor
may not provide a just resolution, we should consider what the possibilities might be and whose
authority is legitimate.
Consider a second example. In this case, the people involved are two players in a virtual
gaming environment. Within this environment, there are goods that players can acquire through
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trade in virtual currency or through successful battles with virtual monsters. Suppose that player
A owns a powerful sword, earned by defeating the most imposing beast in the game. One day,
player A, within the virtual world, puts the sword down for a moment in order to free his hands
to do something else. Player B, who is from another real-space country than player A, sees the
sword on the ground next to player A and takes it. One could argue that player B does not have
the right to use the sword because A "owns" it somehow, or, conversely, one could argue that
there is nothing that should stop B from picking up goods that are on the ground in the virtual
environment. But if player A wishes to get his sword back, to whom could he appeal? In this
case, it is likely that neither country's laws extend in any obvious way to swords in virtual
gaming environments. But even if each country had applicable laws, whose laws should prevail?
Where is there a legitimate authority to decide who should get the sword? The answers are
unclear.
What these examples demonstrate is that often there is no clear source of legitimate
authority on the internet. Even when one country's laws prevail, it is unclear whether they do so
because they legitimately ought to or because that country has greater political power than its
counterpart. The internet itself does not appear to provide a legal framework of its own to
resolve disputes, and even if it did, it is unclear whether such a framework would be legitimate
either. The solution to these problems depends in part on the source-if any exists--{)f
legitimate sovereignty on the internet. The rest of this paper is a search for this legitimate
political power.

In order to locate such power, I examine the social contract in cyberspace. In section II, I
discuss the two prevailing positions in the cyberspace governance debate. In section III, I
provide the social contract theory that will frame my analysis. In section IV, I analyze the social
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contract in cyberspace. In section V, I discuss the implications of the social contract in
cyberspace for the governance debate, presenting a new kind of exceptionalism.

II. The Governance Debate
For more than ten years, scholars have debated over the law of cyberspace. lOne can
divide the debate into two schools of thought: the exceptionalists and the unexceptionalists.
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Exceptionalists argue that cyberspace cannot and should not be governed by real-space law.
Unexceptionalists, on the other hand, argue that cyberspace is not uniquely difficult to regulate
and that real-space law can regulate cyberspace effectively. At first, these views might appear
diametrically opposed. The unexceptionalists, however, attack only the infeasibility of territorial
law in cyberspace without addressing the normative claim that territorial law should not govern
cyberspace. These schools of thought therefore end up talking past each other: the
unexceptionalists are tied up in descriptive claims while the exceptionalists focus on normative
ones.
A. The Exceptionalists

If the exceptionalists have a manifesto, it is John Perry Barlow' s famous "Declaration of
the Independence of Cyberspace.',3 Barlow begins his declaration in the following way:
Governments of the Industrial World, you weary giants of flesh and steel, I come from
Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave
us alone. You are not welcome among us. You have no sovereignty where we gather. 4
This declaration sets the tone for the exceptionalist platform. Barlow argues that 1) there is no
social contract between citizens of cyberspace and real-space governments,S 2) cyberspace will
create its own laws,6 and 3) real-space governments could not govern cyberspace even if they
wanted to. Barlow envisions a democracy in cyberspace better than any real-space counterpart,
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one unencumbered by the shackles of materiality. While Barlow's manifesto is eloquent and
inspiring, his argument is not fully developed.
The best scholarly articulation of Barlow's vision is that of David Johnson and David
Post. 7 Johnson and Post argue that real-space law is not legitimate in cyberspace. I will focus on
the two most important reasons why Johnson and Post think that cyberspace should be left to
govern itself. First, cyberspace dissolves traditional notions of boundaries. Second, cyberspace
makes providing notice for users as to what laws apply to their transactions difficult.
Johnson and Post argue that "Cyberspace has no territorially based boundaries."s
Because cyberspace exists everywhere simultaneously, one cannot draw up geographical
boundaries within its spaces. There are only two boundaries that one can reliably discern. The
first is the boundary between real-space and cyberspace: cyberspace is "inside" the internet while
real-space is "outside." One can easily tell whether she is in cyberspace or real-space. 9 The
second is the boundary that separates distinct spaces within cyberspace. For example, one knows
whether she is in "Second Life"lo or in the blogosphere." What has important implications for
the appropriateness of real-space law in cyberspace, however, is that 1) it is difficult and
potentially expensive to locate where, in real-space, each individual is 12 and 2) the "space" in
which cyberspace transactions take place is impossible to pinpoint. l3
This lack of boundaries calls into question the legitimacy of territorial law in cyberspace
because law , according to the exceptionalists, is fundamentally tied to boundaries. 14 Territorial
law is based on territories, which are defined by their boundaries. Johnson and Post use
trademarks as an example of how important boundaries are for law, citing that, "In the United
States, similar businesses can even use the same name, provided there is sufficient geographic
separation of use to avoid confusion."l5 But cyberspace does not allow for geographic
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separation because there are no geographic boundaries. Territorial trademark law, as it operates
in real-space, does not make sense in cyberspace.
Not only do we not know where in real-space our cyberspace activities take place, but we
also cannot know for certain where the effects of our cyberspace activities are felt. Johnson and
Post explain that "the effects of online activities [are not] tied to geographically proximate
10cations.,,16 This means that the real-space distance between persons in cyberspace has no
bearing on their ability to affect one another. The effects of cyberspace actions can be felt
anywhere in real-space at any time. One way to think about law is that it regulates actions to
minimize negative effects. But different legal systems do not always agree as to which effects
are negative. So, as we act in cyberspace, not knowing where the (potentially negative) effects
of our actions are felt, we cannot be sure whether we are unknowingly breaking the law abroad.
This problem is a problem of notice. Cyberspace is unable to provide notice as to where,
in real-space, transactions take place and what laws apply. In real-space, boundaries provide
notice of what rules govern activities within a given space. When one enters Canada, for
example, one knows that she is subject to Canada's laws. Johnson and Post argue that the lack of
territorial boundaries in cyberspace makes such notice impossible. There is no way of knowing,
at any moment, what laws one is currently subject to as she travels through cyberspace. If
territorial law were enforced in cyberspace, we would be subject ex post to punishments for
transgressing laws that we could not have been aware of ex ante.

17

This would be wrong. But

since the boundary between real-space and cyberspace is a clear one, Johnson and Post argue,
"Crossing into Cyberspace is a meaningful act that would make application of a distinct 'law of
Cyberspace' [rather than territorially based law] fair to those who pass over the electronic
boundary.',18
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Exceptionalists argue that subjecting people to territorially based law in cyberspace is
unfair. Cyberspace has no territorially-based boundaries, one can never know where the effects
of one's actions are fel t, and cyberspace can provide no notice to those who cross real-space
boundaries while surfing the internet. For these reasons, exceptionalists argue that real-space
law is illegitimate in cyberspace. They suggest that cyberspace, or distinct spaces within
cyberspaces, can and will provide their own regulatory mechanisms.
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One problem with this kind of exceptional ism is that it depends on a given structure of
cyberspace. But what if we could redesign cyberspace to provide territorial notice? What if we
could engineer a cyberspace that conformed to territorial borders?2o This is one problem with
deriving a normative claim from a descriptive one-things can change?l Johnson and Post are
actually committed to changes in cyberspace in that they believe regulatory structures will
emerge in cyberspace.
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What the exceptionalists need is a normative explanation as to why

their vision of cyberspace's future ought to be realized and/or some evidence as to why it is
likely.23

B. The Unexceptionalists
Unexceptionalists argue that, while cyberspace may present some new problems for law,
there is nothing particularly special about law in cyberspace. Real-space law can provide an
effective means of regulating activities on the internet. Jack Goldsmith, who has made the
strongest arguments against exceptionalism, says that Johnson and Post make three mistakes:
making cyberspace seem more novel than it is, ignoring the distinction between default and
mandatory laws, and understating the potential effectiveness of technology and traditional legal
tools for dealing with problems. 24
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Goldsmith and the unexceptionalists argue that transactions across territorial boundaries
in cyberspace are not all that different from transactions across territorial boundaries in realspace: Goldsmith calls them "functionally identical.,,25 In each case, a person in one state
interacts with a person in another state. Where there is harm, the state in which the person
harmed is located might seek to exact punishment. We could tell the same story about ecommerce or international mail orders. Though there may be more transactions across borders
because the internet provides a more effective medium, there is nothing special about how the
law should handle cyberspace. Judge Easterbrook goes so far as to liken the exceptionalists'
"law of cyberspace" to a "law of the horse.,,26 He argues that cyberspace is one of many things
that law regulates, and "the best way to learn the law applicable to specialized endeavors is to
study general rules.,,27
David Post argues that Goldsmith is wrong about cyberspace transactions being
"functionally identical" to certain real-space transactions?8 He cites six characteristics of
cyberspace transactions that cannot apply to real-space transactions. In cyberspace, transactions
can occur:
instantaneously (or nearly so); at zero marginal cost (or nearly so); to several million
people; with near-zero probability of error in the reproduction or distribution of that
offer; which can be stored, retrieved, and translated into another language by each of the
recipients (instantaneously, and at zero marginal cost); and to recipients who have the
capability to respond to my offer (instantaneously, and at zero marginal cost).29
Given these unique characteristics, it is hard to identify what real-space transactions could
possibly be "functionally identical" to cyberspace transactions . And, if this is true, it is equally
hard to identify what existing laws we should use to regulate cyberspace transactions.
Goldsmith's second argument against the exceptionalists is that they "do not attend to the
distinction between default laws and mandatory laws.,,3o Private parties are free to adapt default
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laws as they please. So, for example, Major League Baseball can decide that it is acceptable to
spit while playing baseball but not to run out of the baseline. Mandatory laws, however, cannot
be so tailored. Even if Major League Baseball should want to allow players to smoke marijuana,
the league could not do so. The laws that prohibit possession and use of illegal substances are
mandatory-they are not something that a private entity can decide to turn off. In the same way,
we can develop law in cyberspace, but it can affect only default law: we can ban spamming in
certain settings since there is no mandatory "right to spam." But the law of cyberspace cannot
abnegate mandatory laws, and therefore, the law of cyberspace is not distinct from real-space
law.
This criticism of exceptionalism is not a strong one. It strengthens the exceptionalist
position insofar as it allows for the legitimacy of self-regulatory structures in cyberspace, at least
for default laws. Are the exceptionalists right about the difficulties of applying territorial
mandatory law in cyberspace? Since different states have different sets of mandatory laws, and
since cyberspace provides no better notice for mandatory law than for default law, the
exceptionalists' problems remain. So the distinction between default and mandatory law does
not take us far.
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The exceptionalists, by not attending to this distinction, have perhaps lost a

free pass with respect to default law in cyberspace, but their position is not weakened.
Goldsmith's third argument against the exceptionalists is that they "underestimate the
potential of traditional legal tools and technology to resolve the multijurisdictional regulatory
problems implicated by cyberspace.,,32 Since the multijurisdictional problems of cyberspace are
no different from those of real-space, the tools we use for real-space conflicts of law should
suffice in cyberspace. There is no reason to invent new tools for an old problem when our old
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ones are effective. In cyberspace, we also can resolve problems by creating innovative
technologies to curtail unwanted activities so that conflicts of law are mitigated.
One can summarize these three attacks on exceptional ism in this way: unexceptionalists
think that there is no compelling reason to treat cyberspace differently than we treat any other
medium. Multijurisdictional problems may arise, but we have established methods for solving
such problems. Perhaps new sets of laws will develop in cyberspace, but these laws can only be
default laws, and private organizations have created default laws for some time. Cyberspace
cannot and will not contravene mandatory laws.

C. The Point at Issue

If the unexceptionalists are right, then one might think that this debate is fundamentally
about the ability of real-space law to deal with the problems of cyberspace. If this is the case,
then the exceptionalist argument must be that real-space law cannot govern in cyberspace. The
unexceptionalist ' s burden, then, would be simply to describe how it is possible that real-space
law could resolve the seemingly complex problems of cyberspace. I think that this is how the
unexceptionalists tend to approach the debate. They think that, if they can prove that real-space
law can adapt to the problems of cyberspace, then they have disposed of the need to address the
exceptionalists any further: the exceptionaIists become romantic cyberanarchists and are easily
dismissed. 33
The unexceptionalists are wrong about the exceptionalist position, however. It is not
enough to address feasibility because the exceptionalists are not interested in what is possible but
what is right. Exceptionalist arguments might sound descriptive: that there are no territorial
boundaries in cyberspace is a descriptive claim. But their deeper concern is normative. Because
there are no territorial boundaries in cyberspace, and because borders are necessary for the
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legitimacy of territorial law, we ought not to subject citizens of cyberspace to telTitoriallaw.
While the unexceptionalists do a fine job of offering ways in which we could apply real-space
law to transactions in cyberspace, they do not address the core normative commitments of
exceptionalism directly.
Exceptionalists tacitly agree that we could treat cyberspace law as if it were no different
from real-space law and try to work with the structures we already have in place. It just
wouldn't be right. The unexceptionalists are focused on what is possible while the
exceptionalists care about what ought to be.
The normative question that began the cyberspace governance debate is this: what laws
should govern cyberspace? The exceptionalists argue that internet users should develop
communities that provide a set of rules for a given space-a law of cyberspace. The
unexceptionalists are committed to the feasibility of regulating cyberspace with real-space law.
The laws that should govern cyberspace are those that have legitimate authority to do so. In
order to locate such legitimate authority in cyberspace, I now turn to social contract theory.

III. Social Contract Theory
In this section, I provide some foundation in social contract theory upon which I will
build my arguments concerning the political state of cyberspace. Though I will be drawing from
John Locke's version of the social contract in his Two Treatises, most of what I offer is not
unique to Locke.
John Locke argues that the social contract is the necessary and sufficient condition for
civil society. With it, there is a political body, joined together under a common government.
Without it, there is no common authority. He explains:
The only way whereby anyone divests himself of his Natural Liberty, and puts on the
bonds of Civil Society is by agreeing with other Men to joyn and unite into a
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Community ... When any number of Men have so consented to make one
34
Community ... they are thereby presently incorporated, and make one Body Politick.
Thus, the formation of society requires consent: this consent represents the social contract. The
social contract is an agreement to give up certain natural freedoms and to live under the laws of
society in exchange for protection.
Locke provides a simple test for whether such a social contract exists in a given situation.
To determine whether a group of individuals are in civil society, all one must do is find out
whether they have a common authority to appeal to or a common set of laws: "Those who are
united into one Body, and have a common establish ' d Law and Judicature to appeal to, with
Authority to decide Controversies between them .. .are in Civil Society.,,35 If Paul and Chuck get
into a fight over who owns a given book, for example, they are in civil society if there is some
common authority to which they can appeal to resolve the dispute. But what if they do not have
such an authority? Locke explains, "Those who have no such common Appeal.. .are still in the
State of Nature.,,36

On Locke's account, the state of nature is no mere metaphor. 37 It is a normative
relationship between parties. If two parties cannot appeal to a common authority, then they are
in a state of nature "in reference to one another.,,38 This is what I call the relativity of the state of
nature: the state of nature is neither a fairytale nor an absolute state. It depends on the
connections between people. For example, one could argue that parties transacting through
international commerce are in the state of nature in reference to one another: while companies
may do business across national boundaries, they do not always agree to recognize a single
authority. In case of dispute, each company may disagree as to which governing body has the
right to provide a resolution. This is not to say that international commerce is chaotic. But the
lack of a recognized common authority can complicate things. 39 Were there a common
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authority, consented to by the entire business world, conflict resolution might be much easier.
As it is, international traders who have no common authority to appeal to are in the state of
nature in reference to one another.
The state of nature has its advantages. First, while in the state of nature, people are in a
"State of perfect Freedom to order their Actions and dispose of their Possessions, and Persons as
they think fit, within the bounds of the Law of Nature.,,40 The state of nature is also a state of
equality.41 Everyone has the same rights, which means that no one can claim a natural right to
resources held in common
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or to command others as an absolute ruler.
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Since the state of nature affords perfect freedom and perfect equality-both of which are
diminished in society-one might wonder why anyone would ever want to enter into a social
contract. The social contract and the society that emerges out of it provide one significant
advantage over the state of nature: protection. In the state of nature, disputes quickly turn into a
state of war. In civil society, a common authority can help to resolve this state of war.
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In the

state of nature, however, the state of war is not so easy to end. If a state of nature existed without
the threat of war, then those within that state might not choose to enter into civil society.45
The social contract is what distinguishes civil society from the state of nature. Without it,
one is in the state of nature, enjoying freedom and equality but suffering from lack of protection
that society provides. Usually, the inconveniences of the state of nature are enough to make us
enter into civil society. Civil society provides laws, common authority, and a judiciary, but it
requires that each citizen give up some of her natural freedoms.

IV. Social Contracts in Cyberspace
Social contracts in real-space tend to correspond to geographical boundaries. People
living within a given territory agree to abide by the sovereign's laws in exchange for protection
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under those laws. 46 By dissolving territorial boundaries, cyberspace clouds our ability to identify
political states between parties. In this section, I discuss the political state of cyberspace in two
parts. First, I look for the social contract in cyberspace.
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Second, I discuss the implications of

the social contract on the political state of cyberspace.

A. Finding the Social Contract in Cyberspace
Locke ' s simple test for the existence of a civil society should determine whether
cyberspace is a state of nature or a civil society. If the citizens of cyberspace can resolve
disputes by appealing to a common authority and they have a common set of laws that they agree
to abide, then they are in a civil society. In other words, if there is a social contract, there is a
society. Without a social contract, there is only the state of nature.
To subject cyberspace to this test, let us consider an example. Bob creates a website in
country X with some interesting images that he creates himself. Tom, in country Y, sees the site
and likes the images. Tom copies the images and uses them on his own site. Assume that X's
copyright laws would prohibit such copying but that country Y's laws would not. If Bob could
not convince Tom to take the images down, to whom could Bob appeal? Bob could ask country
X to provide force to protect his intellectual property interests, but that would not be an appeal to
a common authority. There is no common authority between Bob and Tom. Perhaps they or
their countries could forge reciprocal agreements . But this would still not constitute an appeal to
a common authority. The reciprocal agreements in question would not allow Bob and Tom to
appeal to a common authority because each would have to appeal to his own sovereign. But if
the sovereigns were to disagree as to how to resolve the situation, then Bob and Tom could go no
further. This is because a reciprocal agreement is a contract, but not necessarily a social

contract, which would provide a common authority. The only type of agreement that counts as a
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social contract is "one of agreeing together mutually to enter one Community, and make one
Body Politick.,,48 Therefore, Bob and Tom would remain in the state of nature in reference to
one another.
Would this be any different if Bob and Tom were both citizens of country X? Yes. In
that case, Bob and Tom would each have agreed to the laws of country X, which prohibit such
copying. If Bob wanted to take legal action against Tom, the courts of country X would have the
legitimate authority to resolve the dispute and exact punishment, if necessary. Bob and Tom
would share a common social contract, and they would be in civil society. Therefore, cyberspace
is not exclusively a state of nature. Instead, those citizens of cyberspace that are also citizens of
the same real-space country are not in the state of nature in reference to one another.
It might seem as though the opposite is also true: people in cyberspace who are not
citizens of the same real-space country are in the state of nature in reference to one another. But
this is not necessarily the case.
Virtual worlds provide a context in which citizens of distinct real-space states can share a
common social contract. For example, what if Bob and Tom fight over virtual property in a
virtual world?49 Assume that the residents of this virtual world have created a virtual
government that has the legitimate authority, gained from the consent of the users it governs, to
resolve disputes over property and that Bob and Tom both have agreed to live under that
government. If that were the case, then Bob would be able to appeal to the authority of the
virtual government to help resolve his dispute because Bob and Tom would be in civil society in
reference to one another.
This virtual world example helps illuminate an interesting aspect of the social contract in
cyberspace: internet users can form distinct social contracts to create legitimate cyberspace

15

authority. 50 As long as those interacting in a given place on the internet agree to give up some
rights to some governing body in charge of resolving disputes, there is a social contract. Users
of Ebay, for example, agree to follow a certain set of mles.
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In return, they receive Ebay's

protection: Ebay will keep track of feedback and expel users who do not obey its mles. This
exchange constitutes a kind of social contract, and therefore users of Ebay are in a kind of civil
society.
To this, one might object that the civil society of the Ebay community is illusory, or that
its social contract is useless without the support of the United States government.
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He might see

that, when Ebay's feedback controls are insufficient, Ebay or its community members will
appeal to the laws of a real-space sovereign. Were this course of action unavailable, he would
argue, the Ebay community would not have confidence in its transactions, and the so-called civil
society would collapse. This objection might seem to apply to any unique social contract in
cyberspace-a social contract in cyberspace is unenforceable without the support of a real-space
sovereign.
There are two responses to this objection. First, while it is tme that Ebay operates under
real-space laws and uses real-space law to enforce its own mles, that does not mean that
cyberspace authority always relies on real-space governments. An online community can create
its own enforcement mechanisms without appealing to real-space law. Here is a simple example.
Suppose I create a virtual world that anyone can enter, as long as they agree not to fight with one
another. Those who come in must enter into a social contract with me and can enjoy the benefits
of my world, whatever they may be, as long as they abide by this law. There is only one
punishment: exile. If you break the law, you are no longer permitted in my virtual world. Social
contracts in my world do not require an appeal to any authority other than whatever authority
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exists within my world. 53 This example shows that, while online entities may choose to rely on
the support of real-space sovereigns, they need not do so.
The second response to this line of criticism is that it is irrelevant. The question is not
whether an online authority could exist without the support of a real-space authority. The
question is, instead, whether a legitimate online authority can exist that I) is unique to
cyberspace and 2) derives its authority to govern its part of cyberspace from the consent, through
a social contract, of the community of users in that part of cyberspace. The authority to govern
(presumably international) users in a distinct part of cyberspace will not come from the support
of a real-space sovereign, even if the online authority depends on a real-space sovereign-it will
come from the consent of the governed. One could argue, for example, that Israel depends on
the United States ' support, but that does not mean that Israel's authority over its citizens is
derived from some social contract with the United States.
Still, there might seem to be a conflict between online and real-world social contracts.
One might argue that committing oneself to different social contracts is a problem, but we do
that all the time. We agree to follow the laws of a country, but we also agree to a different set of
laws within our state or province. Social and political organizations also provide a set of benefits
in exchange for some freedom.54 The only restraint on our ability to enter into different social
contracts is that these contracts must not conflict with the mandatory laws of the state. For
example, if an Australian has agreed not to steal from a local store under the laws of the state, he
cannot join an organization that requires that its members do so without breaking his social
contract with the state.
This is where the distinction between default and mandatory laws can become
important.
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One cannot enter into a cyberspace social contract that contravenes the mandatory

17

laws of a sovereign state with which he has previously entered into a social contract. So, to use a
well-known example, if the United States prohibits the trading of child pornography, and a
citizen wanted to enter into a cyberspace community that required that users trade child
pornography, he could not do so without going against his original social contract. If he did, he
would be subject to penalties associated with transgressing United States law. After all, he
agreed to the penalties for such actions by entering into his real-space social contract.
One can, however, enter into a social contract with any sort of default laws that she
wishes to respect. In this case, she still upholds her social contract with her real-space sovereign.
There are three relevant possibilities for the social contract between agents in cyberspace.
First, two agents can have no common social contract at all. In this case, the two agents are
citizens of distinct territorial sovereigns and have not entered into a common social contract in
cyberspace. There is no common authority to resolve their disputes, and they are in a state of
nature in reference to one another. Second, two agents can have identical social contracts. They
would then be able to appeal to their common territorial sovereign and/or their common
cyberspace sovereign, if one exists. Third, two agents can have different territorial commitments
but identical cyberspace commitments. They could appeal to the cyberspace sovereign to resolve
those disputes that the cyberspace community, through the social contract, has given the
sovereign the authority to resolve.

B. The Political States of Cyberspace
The political state of cyberspace depends on the relationships between agents there.
Because there are several possibilities for the social contract between agents, cyberspace cannot
have a singular political state. Many scholars argue that cyberspace is a kind of undeveloped
frontier, reminiscent of a Lockean state of nature. 56 If this view is correct, then the only law of
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cyberspace is natural law. But many people in cyberspace share common social contracts. For
example, there are over 120 million Chinese internet users, and everyone of them lives under the
authority of the Chinese government. 57 It makes little sense to say that all of them are in the state
of nature in reference to each other. On the other hand, cyberspace allows for interactions
between people living under different sovereign states, respecting different laws. If two such
people were to interact, they would be in the state of nature unless they were members of a
common cyberspace community. So, in general, we cannot say that cyberspace is either a state
of nature of a civil society. One can only make such determinations on a case-by-case basis by
examining the relationships in play. Yet there are still some general observations that one can
make concerning the political states of cyberspace.
As in real-space, the default political relationship between agents in cyberspace is the
state of nature. Only if two agents enter into a social contract with each other or with the same
political body is their political relationship one of civil society. So an Australian in Australia
must follow Australian laws, but when he meets someone in cyberspace, he cannot assume that
the stranger will follow the same laws. This is true of meeting any stranger in a strange place: if
you do not know where he comes from, you cannot know for sure whether he is governed by the
same authority that you are.58
What is distinct about cyberspace, however, is that almost everyone could be a stranger in
a strange place. In real-space, while the default political relationship is the state of nature,
people who live within the boundaries of a sovereign state are usually in civil society, having
entered into a social contract with that sovereign. And most of the time, we stay within the
boundaries of the sovereign state. We tend to assume that our transactions are governed by a
common authority and that we are in civil society. Since cyberspace does not conform to
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traditional territorial boundaries, we rarely know whether someone we meet is part of our
territorial society. This is the political challenge of cyberspace.
One solution to this challenge is to enter only those places in cyberspace that require a
social contract. This ensures that everyone within a given space respects at least some of the
same laws. One can even decide which rules matter most to him and then build a virtual world
for those who wish to follow those rules . Borders provide security that a community of users
who agree to follow the same rules. These cyberspace borders can be more effective than those
of real-space because technology is often a more effective gatekeeper than the fences and guards
of real-space. 59 But this solution is imperfect. There will be places worth visiting that do not
provide the protection of an online social contract. In these places, one must choose whether to
bear the inconvenience of the state of nature or forgo visiting.
To summarize, the political state of cyberspace is amorphous. Cyberspace provides a vast
medium for the interaction between various people in various political relationships. Sometimes,
people are in civil society because of their common real-space political commitments. At other
times, the only way to avoid the state of nature is to enter into a social contract in a given place
within cyberspace.

6o

Cyberspace provides a political melting pot, bringing together anyone from

anywhere to forge whatever political relationships they will.

V. Conclusion

In this final section, I address the implications of the political states of cyberspace both
for how we ought to analyze legal and political problems and for how we ought to resolve the
cyberspace governance debate. I argue that social contract theory teaches us that we should
consider not territorial boundaries but the relationships between people to identify legitimate
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political power. I further argue that cyberspace is unique in that it challenges our real-space
assumption that most people we meet will be members of our sovereign state.
A. People, not Places

Those involved in the governance debate examine real-space law across boundaries in
cyberspace. 6 1 The exceptionalists argue that applying territorially-based law in cyberspace is
inappropriate. The unexceptionalists argue that it is possible (perhaps desirable) . But each
position commits itself to the assumption that places are the most significant factor in
determining the legitimacy of law. 62
We have seen, however, that one way to think of legitimacy is through the social
contract. The social contract is a mutual agreement between people. In real-space, there is a
necessary connection between people and places, so the social contract within a set of boundaries
is usually identical to the social contract between people in that set of boundaries. But since
cyberspace does not respect real-space boundaries, the sometime identity between people and
places disappears. The more significant element in political power is people: if the people of
cyberspace agree to respect a common authority, then they are in civil society irrespective of
their locations.
It is tempting to proclaim that cyberspace is a state of nature (or was, some time ago).
This kind of sentiment is behind Barlow's Declaration. 63 But the state of nature does not
describe places, either. The agreements between people determine the political state of
cyberspace. Many people, inevitably, will have common real-space agreements before they step
into cyberspace. They cannot abandon these commitments simply by surfing the internet. These
people, at least, are in civil society. We have also seen that people can form social contracts
distinct to cyberspace, but these cannot ignore the mandatory laws of real-space sovereigns.
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One cannot ignore that cyberspace really is different from any previous medium,
however. The primary difference is a difference of scale. 64 The number of possible interactions
in cyberspace is almost without limit, as there are roughly one billion internet users in the
world,65 and the internet makes the distances between these users disappear. This should not
affect how real-space sovereigns regulate the activities of their own citizens, but it does allow for
disputes between many people who are in the state of nature in reference to each other.
As such disputes arise, we may be tempted to use force to establish our claims. 66 But
such use of force should not be taken lightly. If an individual (or a sovereign acting for him)
uses force against another in the state of nature, that begins the state of war. Locke explains,
"Force ... where there is no common Superior on Earth to appeal to for relief, is the State of
War.,,67 Therefore, while real-space sovereigns might be able to force the general population of

cyberspace to bend to their will, it would be an act of war. This is why the exceptionalists are so
concerned with real-space sovereigns interfering in cyberspace: sovereigns can too easily
overstep the boundaries of their legitimate power.
I think that the exceptionalists are right to worry. It is so difficult to difficult to determine
the political states between parties within cyberspace that the legitimacy of real-space law is
often questionable. If we can forge distinct social contracts in cyberspace, then at least we can
protect ourselves from certain activities within a given space. These social contracts cannot go
against the mandatory laws of our real-space sovereigns, but that does not imply that they won't
be useful or effective. Since real-space law has not yet caught up to the problems unique to
cyberspace, the laws of cyberspace can at least provide protection from our newest demons.
B. Exceptionalism Revisited
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The completed discussion of legitimate political power in cyberspace brings us back to
the question of cyberspace governance. In this final section, I explain why social contract theory
strengthens a kind of exceptional ism. Like the exceptionalists, I argue that (I) there can be
legitimate cyberspace civil societies that do not derive their legitimacy from territorial
sovereigns. Further, I argue (2) these distinct authorities are desirable. Unlike the
exceptionalists, however, I argue that (3) the power of a real-space sovereign to govern the
cyberspace actions of its citizens is a significant factor in cyberspace governance. Finally, I
argue that (4) despite its inherent uncertainties, there is good reason to want to retain the current
form of cyberspace. I will consider each of these conclusions in turn.

There can be legitimate cyberspace civil societies that do not derive their legitimacy from
territorial sovereigns. The social contract is the source of legitimate authority and the necessary
and sufficient condition for civil society. If users interacting in cyberspace enter into a
community in which each user gives up some of his rights and agrees to recognize a common
authority, then, by doing so, each user legitimates such an authority while forming a civil
society. Since ci viI society and the authority it creates require nothing more than the social
contract for their legitimacy, there is no need for the support of a real-space sovereign.
Therefore, there can be distinct civil societies in cyberspace.

Such distinct cyberspace authorities are desirable. According to Locke, humans formed
the first civil societies not because civil society is inherently more desirable than the state of
nature but because the state of nature was fraught with uncertainty.68 Though cyberspace is not a
state of nature,69 we still experience a similar uncertainty. In real-space, we are confident that,
while traveling within our own sovereign state, each person we interact with will be living under
the common authority of our sovereign state. But such confidence disappears in cyberspace
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because the security that territorial boundaries provide does not exist. We cannot know for sure
whether each person with whom we interact is in civil society with us.
The solution for such uncertainty is the formation of distinct cyberspace authorities. If
we are users in a virtual world, for example, we want to be sure that each person we meet plays
by the same rules that we do. Since we will not know in advance whether each person we meet
is a citizen of the same territorial sovereign, one effective way to ensure a common authority is
to create one. By creating a distinct cyberspace civil society, we create a common authority that
provides security and the knowledge that we do not need to worry about the inconveniences of
the state of nature when we meet strangers in the virtual world. Therefore, distinct cyberspace
authority is not only possible, but also desirable.
This, in fact, is the solution to each of the problems raised in the introduction above. The
dispute over an online auction would have been more easily solved were the parties both
members of the same online community. In that case, there would be a source of authority that
could resolve the dispute, and its authority would be legitimately binding upon each of the
parties. The same goes for the virtual world example. If the sword "theft" occurred within a
world where each player has entered into a common online social contract, then the government
of that virtual world would have the authority to resolve the dispute.
Still, the power ofa real-space sovereign to govern the cyberspace actions of its citizens

is a significant factor in cyberspace govemance. If John Perry Barlow were in charge, realspace law would not govern any cyberspace activities-he argues that real-space sovereigns have
no moral right to govern the activities of citizens of cyberspace. 7o But he is wrong for two
reasons. First, his condemnation of real-space sovereignty in cyberspace presupposes a
separation between real-space and cyberspace that does not exist. All "citizens of cyberspace"
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must also be citizens of real-space. Since they are citizens of real-space, they can be subject to
real-space law. This is the second reason that Barlow is wrong: real-space sovereigns do have a

legitirnate moral right, which comes from the social contract, to govern the actions of those
cyberspace citizens who are citizens of the sovereign in real-space. If Bob, a citizen of
cyberspace, is also a citizen of France, Bob has agreed to follow French law, even if it affects his
acti vi ties on the internet.
We should be glad that the moral right of real-space sovereigns to govern their citizens
extends into cyberspace. It makes dispute resolution even easier. As mentioned above, Ebay,
for example. provides protection for its users through feedback mechanisms and the potential for
exile. But suppose person A paid person B ten thousand dollars on Ebay for a painting that
turned out to be a fake. If A and B were both United States citizens, for example, then A could
legitimately sue B in a U.S. court and perhaps recoup some losses. While such legitimate realspace authority is not always present in cyberspace, we are fortunate that it can sometimes
provide additional security.
This security of legitimate territorial authority in cyberspace only exists because A and B
were both citizens of the same real-space sovereign-territorial law does not legitimately extend
to disputes between parties in the state of nature. While the U.S. might try to impose its
authority on non-U.S. citizens through force (even successfully), such authority is not legitimate.
Finally, despite its inherent uncertainties, there is good reason to want to retain the

current form of cyberspace. One might wonder, if cyberspace as we know it cannot provide
sufficient notice as to what territorial laws could apply to a given transactions, why we shouldn't
change the architecture of the internet. There must be some imaginable form of the internet that
allows for such notice. We could even build an internet in which each user has no choice but to
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advertise his real-space location at all times. But such gains would come at the cost of the
freedom that the internet offers. Internet users value their privacy, but their privacy would be
severely diminished if they should be required to advertise their locations. While the "frontier"
metaphors that we commonly use to describe the internet may not be accurate,71 the spirit of
freedom that underlies them is important. We could have an internet with clearer territorial
boundaries, but it would mean the end of cyberspace as we know it. The cost of such boundaries
may be too high.
The exceptionalists are right about the importance of civil societies in cyberspace, but
they have not isolated what is most exceptional about cyberspace. What makes cyberspace so
different from real-space, and what makes civil societies in cyberspace so valuable, is
uncertainty. Our real-space borders provide a degree of certainty that the state of nature is a
distant memory. But territorial borders disappear in cyberspace, and the person next door in a
virtual world could be half a world away in real-space. This uncertainty can be inconvenient and
threatening. Distinct "laws of cyberspace," deriving their authority from the consent of those
they govern can remedy this uncertainty. The social contract can resolve the tensions that grow
as territorial boundaries fade.
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